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1. Document Overview

Content

This document describes the configuration required to set up Ingate SBC (SIPERATOR 19) and Dialogic DMG
1000 (PIMG) Gateway using direct SIP connectivity. It also contains the results of the interoperability testing
of Microsoft Exchange Server 2010 Unified Messaging (UM) based on this setup.

Intended Audience

This document is intended for Systems Integrators with significant telephony knowledge.

Technical Support

The information contained within this document has been provided by Microsoft partners or equipment
manufacturers and is provided AS IS. This document contains information about how to modify the
configuration of your SBC or VoIP gateway. Improper configuration may result in the loss of service of
the SBC or gateway. Microsoft is unable to provide support or assistance with the configuration or
troubleshooting of components described within. Microsoft recommends readers to engage the service
of a Microsoft Exchange 2010 Unified Messaging Specialist or the manufacturers of the equipment(s)

described within to assist with the planning and deployment of Exchange Unified Messaging.

Microsoft Exchange 2010 Unified Messaging (UM) Specialists

These are Systems Integrators who have attended technical training on Exchange 2010 Unified

Messaging conducted by Microsoft Exchange Engineering Team. For contact information, visit here.

Version Information

Date of Modification | Details of Modification

6/22/2009 Configuration details filled in



http://go.microsoft.com/fwlink/?LinkId=72006

2. Motivation and Scenario Description

2.1. Exchange Server 2010 Deployment Modes

Exchange Server 2010 can be used in two modes

1. Deployed, configured and managed on-premise by Exchange Server 2010 customers (referred

to as Exchange Server) [Identical to Exchange Server 2007]

2. Deployed in a Microsoft data center and managed by Microsoft. Exchange Server 2010
customers will be able to configure Unified Messaging to suit their requirements (referred to as

Exchange Service). [New to Exchange Server 2010]

2.2. Exchange Server deployment

The following figure illustrates a typical deployment at Contoso Corporation:
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Figure 1: A typical on-premise deployment of Exchange Server 2010.



The Exchange Server Unified Messaging (UM) server roles are deployed, configured and managed by
Contoso Corporation’s telephony and Exchange administrators. This deployment model is identical to

most Exchange Server 2007 deployments.

This document is specifically targeted towards Exchange customers interested in using the Exchange
Service as opposed to deploying the Exchange Server themselves. The remainder of this document

describes the deployment and configuration required to operate in the Exchange Service setting.

2.3. Exchange Service Deployment with DTAP lines per gateway

The following figure illustrates what it means for Contoso Corporation to use the Exchange Service
offered from a data center deployed and managed by Microsoft. Such a deployment comes with

obvious concerns as listed below the illustration.
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1. Despite data firewalls, typical SIP Gateway are not
secure enough to be configured with public IP addresses.

2. Providing SIP Gateways with public IP addresses
involves solving DTAP complications.

Figure 2: Contoso Corporation is using the Exchange Service via DTAP lines for its SIP

Gateways.



2.4. Exchange Service Deployment with a SBC (Session Border Controller)

The concerns listed above can be alleviated with the use of a Session Border Controller. It acts as a

SIP aware perimeter network element. The following figure illustrates such a deployment.
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SBC solves the problem:
1. SBCs are built to be deployed in perimeter networks.

2. SBCs will have two interfaces one on the private
network and second on the public Internet

3. SBCs maintain state and coordinate between the
sessions on either end.

Exchange UM
2010.Servers

Active Directory

Exchange Data Center

Figure 3: Contoso Corporation is using the Exchange Service via a SBC.



3. Scope of this Document

The remainder of this document provides configuration notes to achieve such a deployment. In
particular, it details the configuration of the following interfaces:
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3. SIP Interface of SBC communicating
with UM across Internet

Configuration of these three interfaces is
defined in the remainder of the document.

Figure 4: Interface whose configuration is described in this document.



4. Component Information

4.1. SBC

Vendor Ingate Systems
Model Ingate SIParator
Software 4.7.1
Additional Notes

4.2. VoIP Gateway

Gateway Vendor Dialogic

Model DMG 1000
Software Version 6.0.121 74233.1
VoIP Protocol SIP/RTP

4.3. Microsoft Exchange Server 2010 Unified Messaging

Version 14.00.611.000




5. Prerequisites

5.1. Gateway Requirements

The gateway, instead of routing all calls to Exchange UM servers, must now be configured to route all
calls to SBC.

The SIP Gateway on-premise (on a private network) communicates with the private interface of the
SBC using TCP and RTP. The SIP Gateway could also be configured to communicate via TLS and SRTP.
However, such a configuration is beyond the scope of this documentation.

5.2. SBC Requirements
The following features must be enabled on SBC to make it ready to talk to UM and SIP Gateway:
e Enable physical interfaces
e Add network interfaces
e Add Realms and steering pools
e Enable SIP call routing and SIP Interfaces
e Create Certificate Authority (CA) and Certificate
e Upload the same CA and Certificate to SBC and UM server
e Configure SBC and UM Server for TLS

5.3. Cabling Requirements

No particular cabling requirements were identified.

6. Summary and Limitations

<This section will be filled once tests are finished>



7. Gateway Setup Notes

The gateway must be configured to receive VoIP traffic from SBC and route all VoIP traffic SBC.

7.1. VoIP Traffic Routing Setup

Router Configuration

~ Inbound TDM Rules " Inbound VoIP Rules  TDM Trunk Groups @ VoIP Host Groups

VoIP Host Groups

| Name |_Load-Balanced | Fault-Tolerant |
Y LR

Add Host Group
SBC IP Address

[inbound TOM] InboundTdmCall (Primary Routs)

10157 118 162 |

Figure 5: Gateway configuration for communicating with SBC.

7.2. TLS and Setup

As SIP Gateway will be used on-premise on the private network, TCP will be used between SBC and
SIP Gateway. TLS setup will not be performed.

7.3. SRTP Setup

As SIP Gateway will be used on-premise on the private network, RTP will be used between SBC and

SIP Gateway. SRTP setup will not be performed.




8. Ingate SBC Setup Notes

8.1. Connecting the Ingate Firewall/SIParator

From the factory the Ingate Firewall and SIParator does not come preconfigured with an IP address or
Password to administer the unit. Web administration is not possible unless an IP Address and
Password are assigned to the unit via the Startup Tool or Console port.

The following will describe a process to connect the Ingate unit to the network then have the Ingate

Startup Tool assign an IP Address and Password to the Unit.

Configuration Steps:

1) Connect Power to the Unit.
2) Connect an Ethernet cable to “"Eth0”. This Ethernet cable should connect to a LAN network.

Below are some illustrations of where “Eth0” are located on SIParator

Eh2 Eth1 Etho

R DDG I

CONSOLE

RESET

CONFIG

Ingate 1190 Firewall and SIParator 19 (Back)

3) The PC/Server with the Startup Tool should be located on the same LAN segment/subnet. It is
required that the Ingate unit and the Startup Tool are on the same LAN Subnet to which you
are going to assign an IP Address to the Ingate Unit.

Note: When configuring the unit for the first time, avoid having the Startup Tool on a
PC/Server on a different Subnet, or across a Router, or NAT device, Tagged VLAN, or VPN
Tunnel. Keep the network Simple.
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4) Proceed to Section: Using the Startup Tool for instructions on using the Startup Tool.

8.2. Using the Startup Tool

There are two main reasons for using the Ingate Startup Tool.
e Configure the “Out of the Box” Ingate Unit for the first time.

e Change or update an existing configuration.

8.2.1. Configure the Unit for the First Time

From the factory the SIParator does not come preconfigured with an IP address or Password to
administer the unit. Web administration is not possible unless an IP Address and Password are

assigned to the unit via the Startup Tool or Console port.

In the Startup Tool, when selecting “Configure the unit for the first time”, the Startup Tool will find the
Ingate Unit on the network and assign an IP Address and Password to the Ingate unit. This procedure
only needs to be done ONCE. When completed, the Ingate unit will have an IP Address and Password

assigned.

11



Note: If the Ingate Unit already has an IP Addressed and Password assigned to it (by the Startup

Tool or Console) proceed directly to Section 8.2.2: "Change or Update Configuration”.

Configuration Steps:
1) Launch the Startup Tool
2) Select the Model type of the Ingate Unit, and then click Next.

Select Product Type

‘Welcome to the Ingate Startup bool - this kool will assist you in setting up your new Ingake unit

Setup

EERO

Connect your computet ba your Ingate unit like this,

Ingate madel - Please Select model

SIParator SEE

Firewall 1180/5IParator 15
Firewall 1190/5IParator 19
Firewall 1450/3IParator 45
Firewall 1500/5IParator 50
Firewall 1550/3IParator 55

3) In the “Select first what you would like to do”, select “Configure the unit for the first time”.

12



=] ingate Startup Tool - Helps configure your Ingate unil Cf ‘7|

Ingsts Startup Tool Version b
You are nunning the fatest version of this tool [T]
First sslect whet you would ke to do: Assign 1P scddress and password, estabinh contact
(5 Corfigure the unit for the first time I (Il ace EX70))
() Change or update configuration of the unt ¥ Addoss: 0 .S .77 im0
MAC Addrass: | 00-d0-c9-a2-44 55
[] Register this unit with Ingate
[ Uporads ths ure Seiect & password
Password: sosse
] R
[::C«lwe imote SI Cornactivty s 5 3 S
[¥] Cerigurn SIP trunking izt
[I Backup the created configration
[[ICreate a config without connecting to & unk
[] Thes tool remembers passwords
Status
Trgate Startup Tool Yersion 2.4,0

Srartup tool version avafiable on the Ingate web: 2.4.0
You are running the latest version of the Startup took,
More nformation is avalable here! hetp: [www. ngate comf2artuptoct pho

4) Other Options in the “Select first what you would like to do”,

First select what you wauld like ta da;
(%) Configure the unit For the First time
i Change or update configuration of the unit
heck SIP configuration and logs

[ ]reqister this unit with Ingate
[ ] Upgrade this unit
Enable SIP rodule
|:| Zonfigure Remate SIP Conneckivity
[ ]onfigure SIP trunking
[ ]Backup the created configuration
[ ]reate a config without connecting ko a unit

[ This tool remembers passwords



a. De-Select “Configure SIP Trunking”, as Section will discuss the manual configuration
steps required to integrate with the Exchange UM Server.
b. For any other option please consult the Startup Tool - Getting Started Guide.

5) In the “Inside (Interface Eth0)”,
a. Enter the IP Address to be assigned to the Ingate Unit.
b. Enter the MAC Address of the Ingate Unit, this MAC Address will be used to find the

unit on the network. The MAC Address can be found on a sticker attached to the unit.

Inside (Inkterface ELhO)
IP Address: 10 . 51 . 77 . 100

MAC Address: 00-D0-C5-A2-44-55

6) In the “Select a Password”, enter the Password to be assigned to the Ingate unit.

Select a password

Password; R

Confirm Passwiord; [

7) Once all required values are entered, the “"Contact” button will become active. Press the
“Contact” button to have the Startup Tool find the Ingate unit on the network, assign the IP

Address and Password.

Assign IP address and password, establish contact

Inside {Inkerface Ethid}
IP Address; i ., 51 ., 77 . 100
MAC Address: 00-D0-Co-A2-44-55

Select a password

Passwaord: ——

Confirm Password: T
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8) Proceed to Section 8.2.3: Network Topology.

8.2.2. Change or Update Configuration

When selecting the “"Change or update configuration of the unit” setting in the Startup Tool the Ingate
Unit must have already been assigned an IP Address and Password, either by the Startup Tool -
“Configure the unit for the first time” or via the Console port.

In the Startup Tool, when selecting “Change or update configuration of the unit”, the Startup Tool will
connect directly with the Ingate Unit on the network with the provided IP Address and Password.
When completed, the Startup Tool will completely overwrite the existing configuration in the Ingate
unit with the new settings.

Note: If the Ingate Unit does not have an IP Addressed and Password assigned to it, proceed directly

to Section 8.2.1: “Configure the Unit for the First Time”.

Configuration Steps:
1) Launch the Startup Tool
2) Select the Model type of the Ingate Unit, and then click Next.

{1 select Product Type

‘Welcome to the Ingate Startup tool - this tool will assist you in setting up vour new Ingate unit

Setup

Etha

Connect your computer to your Ingate unit ke this,

Ingate model - Please Select model

irewall 1190/5IParator 19 w

SIParakar SBE
Firewall 1180/SIParakar 18

Firewal 1190/SIParator 19

Firewall 1450/SIParator 45
Firewall 1500/SIParator S0
Firewall 1550/SIParator 55

3) In the “Select first what you would like to do”, select "Change or update configuration of the

unit”.
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[ Ingate Startup Tool - Helps configure your Ingate unit r.— &|

rgate Satig Too Yerson Help

You are running the lakest version of thes tod, Help

Frst amlect what you woukf B2 1o do; Estaldnh comat
O Corfigure the unk for the Frst bms Faide (Interface ELh)
(5 Charge or updats confaguration of the yot P Address; 10 , %1 .7 . 100

[ IRegster the unit wih Ingate
[ lupgrade ths unt Enter the password
Password: esenel
] Corfigure Remote SIF Connectivty
[¥] Corfigure SIP trurbing
[ |Bachip the created corfiguration
| Craate a config wthout connacting to s unit
[T This tocd remeinns passwords

[ contar

Sabus

Ingste Startup Tool Version 2.5.0

Startup tool version avadabis on the Ingats meb: 2.6,0

You ars running the katest version of the Startup tod,

Moes rformation = avafabls here: hitpr v ngste, comfstartuptool. php

4) Other Options in the “Select first what you would like to do”,

First select what you wauld like ta da;
) Configure the unit For the First time
%) Change or update configuration of the unit
Check SIP configuration and logs

[ ]Register this unit with Ingate
[ Jupgrade this unit
Enable SIF module
|:| Configure Remoke SIP Conneckivity
[ ]onfigure SIP trunking
[ ]Backup the created configuration
[ ]create a config without connecting ta a unit

[ ] This kool remembers passwords
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a. De-Select “Configure SIP Trunking”, as Section will discuss the manual configuration
steps required to integrate with the Exchange UM Server.
b. For any other option please consult the Startup Tool - Getting Started Guide.

5) In the “Inside (Interface Eth0)”,
a. Enter the IP Address of the Ingate Unit.

Inside (Inkterface ELhO)
IP Address: 10 . 51 . 77 . 100

6) In the “Enter a Password”, enter the Password of the Ingate unit.

Enter the password

Passwaord; R

7) Once all required values are entered, the “"Contact” button will become active. Press the

“Contact” button to have the Startup Tool contact the Ingate unit on the network.

Establish contact
Inside (Interface Ethoy
IP Address: 1m . 51 . 77 . 100

Enter the password

Password: [

8) Proceed to Section 8.2.3: Network Topology.
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8.2.3. Network Topology

The Network Topology is where the IP Addresses, Netmask, Default Gateways, Public IP Address of
NAT’ed Firewall, and DNS Servers are assigned to the Ingate unit. The configuration of the Network
Topology is dependent on the deployment (Product) type. When selected, each type has a unique set

of programming and deployment requirements, be sure to pick the Product Type that matches the

network setup requirements.

Ingaie Startup ool

ot Type: andaons SlParsor

2000 (Totertace EN )
U lUse DHCP o ottan 2
1P Adcress: 1722 . % "

Nt vk 55 15 .55

Gateway ] 172 ., % 77

2w

Yolf Survival

e

Qus

Enbanced Seaurty

10 SIF Traversal Liconses

10 5IF User Registration Licensas

Software Version: 4,0,2

Insde (Treeeface EX00)
1P addkess: 10 51 77 .
Netrask: 258 . 295 . 25

[ Aow Nbp accmas to v berf ace from Jrterrmt

Licerwes and Lpgrades | Netwerk Topology | 008X - ITSP_ 1 Unkoad Conligraticn

—
(=
v
Intemet
100
0
€ uxnng frormat
gt S eas
100 LAN ' '
= /ll
»pax
I
ONS strver
Prowry: ‘. 2 2 2
Secorday! 0 0 0 0
(Optional)

# Startup Took Yarson 2.4.0, connected to: Ingete S[Pa ator 19, 1G-062-702-2122-0
9

X

Configuration Steps:

1) In the Product Type drop down list, select Standalone SIParator.

Product Type: andalone SIParator v
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2) When selecting the Product Type, the rest of the page will change based on the type selected.
Go to the Sections below to configure the options based on your choice.

8.2.3.1 Product Type: Standalone

When deploying an Ingate SIParator in a Standalone configuration, the SIParator resides on a LAN
network and on the WAN/Internet network. The Default Gateway for SlIParator resides on the
WAN/Internet network. The existing Firewall is in parallel and independent of the SIParator. Firewall
is the primary edge device for all data traffic out of the LAN to the Internet. The SIParator is the

primary edge device for all voice traffic out of the LAN to the Internet.

Ingate Startup Tool

Network Topology | IP-PBX | ITSP | Upload Configuration

Product Type: | standalone SIParator v
Inside (Interface Eth0) Internet
1P address: 10 . 51 . 77 . 100
Metmask: 255 . 255 . 255 . O
Outside (Interface Eth1) Existing firewall
[[]Use DHCP to obtain IP Ingate SiParator
IP Address: [T12 .23 .34 .45 | LAN I I
Netmask: 255 . 255 . 255 . 248 |
[l allow https access to web interface From Internet
IP-PBX
Gateway: [12 .23 . 3¢ .41 |
DS server
Primary: 4 .2 .2 .1
Secondary: [ x 2 o 2 = 2 |
(Optional) L |
Status
Ingate Startup Tool Yersion 2.4.0, connected to: Ingate SIParator 19, 1G-092-702-2122-0
[ voIP Survival Nl
| ¥PN =
| QoS
| Enhanced Security
10 SIP Traversal Licenses
10 SIP User Registration Licenses
| Software Version: 4.6.2
| 7

Configuration Steps:

1) In Product Type, select “Standalone SIParator”.
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Product Type: Standalone SIParator v

2) Define the IP Address and Netmask of the inside LAN (Interface Eth0). This is the IP Address

that will be used on the Ingate unit to connect to the LAN network.

Inside {Inkerface EthO)
IP address: 10 . 51 . 77 . 100
Metmask: 255 . 255 , 255 . 10

3) Define the Outside (Interface Eth1l) IP Address and Netmask. This is the IP Address that will
be used on the Internet (WAN) side on the Ingate unit.
a. A Static IP Address and Netmask can be entered
b. Or select "Use DHCP to obtain IP”, if you want the Ingate Unit to acquire an IP address
dynamically using DCHP.

Cukside (Inkerface Ethl)
[ ]Use DHEZF ko obkain IP
IP Address: 12 . 23 ., 34 ., 45

Metmask: £595 . E55 . 55 . E46

[ ] allow https access bo web interface From Internet

4) Enter the Default Gateway for the Ingate SIParator. The Default Gateway for the SIParator

will be the existing Firewalls IP Address on the DMZ network.

Gateway: {2:., 25 .98 .«

5) Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used to resolve
FQDNs of SIP Requests and other features within the Ingate. They can be internal LAN

addresses or outside WAN addresses.
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8.2.4. Upload Configuration
At this point the Startup Tool has all the information required to push a database into the Ingate unit.

The Startup Tool can also create a backup file for later use.

Network Topology | P98 | 11591 Upkoad Configur o

Cwrbaraer Vertoss |Lggng (SIV debug)

o Sel-Cetfrd vandir, avery sossthe % | | Eenh
contigue dton, combinabion andior softvaare
verzion has not been tested. For techocd
st arde regarding ed-lo-end steroper sbilty
Bsues, please contact sUDpOrtiingate. com v
Foal steq
() Logon to web GUI and spply settings
) Appky settings dvectly usng seddl intad sce
[ iBachup the configuration
(oo ]

Fahes

Ingate Startup Tool Yerson 2.4.0, connected to: Ingate SIParstor 15, 16-052-702-21 220

10 557 Trayveersal Lcorens
10 S0P User Regstralion Licenses

Software Versore 4,9,2
Ervoe! Moase orter nureher, rame and doman.
Eror Plasss enkar number, rame and domain,
~

Configuration Steps:

1) Press the “"Upload” button. If you would like the Startup Tool to create a Backup file also
select “Backup the configuration”. Upon pressing the “Upload” button the Startup Tool will

push a database into the Ingate unit.
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Final skep

(%) Logon ko web GUI and apply settings
) npply settings directly using serial interface

[]Backup the configuration

pload

2) When the Startup has finished uploading the database a window will appear and once pressing

OK the Startup Tool will launch a default browser and direct you to the Ingate Web GUI.

Success P§|

Your configuration has been updated,

When you press OF wou will be redirected to vour brovwser,
Please login and press "apply Configuration”

in the &dmin menu of the Ingate web inkerface,

3) Although the Startup Tool has pushed a database into the Ingate unit, the changes have not
been applied to the unit. Press “Apply Configuration” to apply the changes to the Ingate unit.
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E— Basic Rulesond |  SIP SIP By Virtual Private | Quality of § Logging
Save/Loud Show User Table Date and Change
(NPT Configuration Administration Upgrade Look — Time  Restart Language

Test Run and Apply Conf (Help) Show Message About Unapplied Changes

Duration of limited test mode: & On every page
}30 | aasinde ) On the Save/Load Configuration page
) Never

| Apply configuration ]

Backup (Help)
The permanent configuration is not affected

|  Savetolocalfile ||  Load from local file | Local file: | [|_Browse

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file

[ Saveconfigto CLIfle | [ Load CLIifle | Local file: | |[Browsa
Abort All Edits  (Help) Reload Factory Configuration (Help)

The permanent configuration is not affected The permanent configuration is not affected

[ Abort all edits | Load factory configuration |

4) A new page will appear after the previous step requesting to save the configuration. Press

“Save Configuration” to complete the saving process.

S—— Basic Rules ond §  SIP SIP ’ Virtual Private § Quality of § Logging

You are currently testing the preliminary configuration. You must press either the Save configuration or the
Continue testing button within 30 seconds, or the firewall will revert to the normal permanent configuration

[ Save conhguralmn J [ Continue teshig 7(] |_&en_J

8.3. Network Settings

Be sure to complete Section 8.2 prior to executing this section.

Most of this configuration is configured by the Startup Tool, this is a review of the configuration.

8.3.1. EthO Interface

This is the LAN side interface (private network), an IP address and Mask is configured in this section.

Note: This should be completed by the Startup Tool.
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Adarioiciration v Virtuol Private J Quolity of | Logging
S (unfrqummn Semm {o"( Folover Networks Service | and Took

Notworks ond ~ Defoul

Computers  Gateways mbu vu (20 &t e sma PPPoE Topology
General Speed and Duplex

Physical device: oth0 Autotnatic negotiation

This interface 1. &) Active O Inactve ) 100 Mbir's, full duplex
O 100 Mba's, ha¥ duplex

10 Mbav's, full duplex

O 10 Mbit's, bal¥ dplex

Imterface name: | Ethernetl

Directly Connected Networks (Help)

: Address DNS Name ; 3 Network  Broadeast  VLAN VLAN Delete
‘ N / :
Pawme Type or IP Address P Adjenns whenmalef Bits Address Address Id Name Row
athl) Static ™ 1155177 100 10:51.77.100 | 255 255 255 0 1051.770 |10.51.77255 - a

Configuration Steps

1) Under "Directly Connected Networks” add a Static IP Address for the Ingate.
2) In the “"Name” field, enter a name for the interface.

3) In the “Address Type” field, select Static.

4) In the "DNS Name or IP Address” field, enter a LAN IP Address.

5) In the “Netmask/Bits” field, enter the Mask of the network

8.3.2. Eth1 Interface

This is the WAN side interface (public network), an IP address and Mask is configured in this section.

Note: This should be completed by the Startup Tool.
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Bask SiP | SIP | Virtoul Privote § Quolity of | Logging
Interfoce

Networks ond  Defoult Al
Compoters  Gotownys Interfoces VAN EhO (3008 ©1h2 Status  PPPoE Topology

General Speed and Duplex
Physical device othl & Automatic negotiation
This interface ts: & Acthve (O Inactive 2 100 Muat's, fill daplex

O 100 Mber's, half duplex
2 10 Mbat's, fisl daplex
2 10 Mbet's, half duplex

Intezface namne: | Ethamat1

Directly Connected Networks (Hsly)

Noms Address DNS Name IP Address Netmask / Bits Network Broadeast VLAN VLAN Delete
- Type or IP Address © Address Address Id Name Row
Outsids (sth1) Static ™ 1123456 78 12.34.56.78 | 255 2552850 12.3456.0 1234 56.255 - O
[ Add new rows || rows

Static Routing  (Help)

Routed Network Router
DNS Name or . Z 5 2 : DNS Name Delete Row
Notvod Addins Network Address  Nemmask ! Bits  Dynamic or IP Address IP Address
—— e wl  [1234561 1234561 [0

Configuration Steps

1) Under “Directly Connected Networks” add a Static IP Address for the Ingate.
a. In the "Name” field, enter a name for the interface.
b. In the “Address Type” field, select Static.
c. Inthe “"DNS Name or IP Address” field, enter a LAN IP Address.
d. In the “"Netmask/Bits” field, enter the Mask of the network
2) Under “Static Routing”, enter the default gateway
a. In the “Routed Network” section in the "DNS Name or Network Address” field, enter
“default”

b. In the “Router” section in the "DNS Name or IP Address” field, enter the IP address of

the default gateway

8.3.3. Default Gateway

This is the identification of the Default Gateway of WAN side interface (public network).

Note: This should be completed by the Startup Tool.
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Virtual Private | Quality of
Networks Service

Loggi
and T¢

. Basic SIP SIP :
Adminisiration Configuration Nefwork Services

Networks and RUECTIE Al Interface
Computers NS Interfaces VIAN EthO Ethl Eth2  Status  PPPoE Topology

Main Default Gateways (Help)

S . DNS Name 1P Delete
Priority Dynamic or IP Address Address Interface Row
- 1M |12.34.5I3.1 12.34 56.1 |Ethemet1 (eth1) | ]

8.3.4. Networks and Computers

This is an important section identifying locations or networks for routing purposes, and specific

computers for later use in filter and traffic policies.

Note: Not all of this section is completed by the Startup Tool. Some additional requirements must be
added.

Bask b SIP B, | Virtwol Privete | Quality of | Logging
al Interfoce

Hetworks ond [
[CETN Gotewnys Imerfoces VUM B0 Bh1 B2 Stotus  PPPoE Tepology

Networks and Computers

Lower Limit Upper Limit
N s (for IF ranges) Interface VLAN Delete
Name ubgrouj Lras - nterface
bgroup DNS Name 1P Address DNS Name 1P Address Row
or IP Address ¥ or IP Address 3
® AN wll1051770 1031770 105177255 1035177225 Ethernat0 {e1h0 untagged) » ]
w10 177 169.0 10177 169.0 10 177 169255 10.177,269.288 | Ethemat0 {ath0 untagged) ' []
®SP Gaeway w1051 7710 10.£1.97.10 - ! ]
¥ (10517720 10517720 - w [
® U _Sereses ¥ 157 6543 21 87.654321 » L]
V107654122 87654322 - v [
¥ 87654323 87.654323 v O
* wan *00060 0.0.0.0 255 255 255 2%5 258 285 285 255 | Ethemat! [eth untagged] &' [[]
* |locabost - ¥ 1127001 127001 - w []
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Configuration Steps

1) Under “Networks and Computers” add the IP Addresses for LAN for the Ingate.

a.
b.

C.

d.

In the “"Name” field, enter a name for the LAN Network.

Under the “Lower Limit” section, in the "DNS Name or IP Address” field enter the
network address of the subnet.

Under the “Upper Limit” section, in the "DNS Name or IP Address” field enter the
broadcast address of the subnet.

In the “Interface/VLAN" column select “Ethernet 0 (ethO untagged)”

2) Under “Networks and Computers” add the IP Address for WAN for the Ingate.

a.
b.

C.

d.

In the “"Name” field, enter a name for the WAN Network.

Under the “Lower Limit” section, in the "DNS Name or IP Address” field enter “0.0.0.0.

Under the “Upper Limit” section, in the "DNS Name or IP Address” field enter
“255.255.255.255.
In the “Interface/VLAN" column select “Ethernet 1 (ethl untagged)”

3) Under “Networks and Computers” add the IP Addresses for localhost of the Ingate.

a.
b.

C.

In the "Name” field, enter a name for the localhost.
Under the “Lower Limit” section, in the "DNS Name or IP Address” field enter
“127.0.0.1".

In the “Interface/VLAN” column select “-"

4) Under “"Networks and Computers” add the IP Addresses of the SIP Gateways.

a.
b.

C.

d.

In the "Name” field, enter a name for the SIP Gateways.
Under the “Lower Limit” section, in the "DNS Name or IP Address” field enter the IP
Address of the first SIP Gateway.

If there are more than one SIP Gateway, click the (+) button to add another entry to

the same group, and under the “Lower Limit” section, in the "DNS Name or IP
Address” field enter the IP Address of the next SIP Gateway.
In the “Interface/VLAN” column select “-”

5) Under “"Networks and Computers” add the IP Addresses of the Exchange UM.

a.
b.

In the "Name” field, enter a name for the SIP Gateways.
Under the “Lower Limit” section, in the "DNS Name or IP Address” field enter the IP

Address of the first Exchange UM Server.

If there are more than one SIP Gateway, click the (+) button to add another entry to

the same group, and under the “Lower Limit” section, in the "DNS Name or IP
Address” field enter the IP Address of the next Exchange UM Server.

In the “Interface/VLAN"” column select “-”
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8.3.5. Basic Configuration — DNS Servers

DNS Servers are essential to the operation of the UM Server. They need to be able to resolve all of
the Fully Qualified Domain Names of the Exchange UM Servers.

Note: This should be completed by the Startup Tool.

anu SIP SIP. Virtual Private Quolny of § Loggi

Basic SIParator
Configuration Control RADIUS SNMP DNS Updo'o Certificates Advanced  Type |

DNS Servers (Help)

DNS Name
or TP Address

[1 1l = i) 10861 77 82 [110.81.27.82|[]

No. Dynamic IP Address Delete Row
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8.4. SIP Signaling Encryption

This section is for setting up TLS Transport in preparation for Encrypted SIP communications between
the Ingate and Exchange UM.

8.4.1. Certificates

TLS Transport is about certificate exchange, on Peer having a unique Certificate to share with the
other Peer, with each having a copy of the others Certificate. The Ingate Certificate to provide the UM
Server is generated as a Private Certificate. The UM Servers Certificate given to the Ingate is
imported as a CA Certificate.

Basic SIP Virtual Private {]uullh_.r 0 I.l:rggmg

Basic Access Dynamic SlParator
Configuration Control RADIUS SNMP DNS Update [CHiilCiCH Advanced  Type

Private Certificates (Help)

a c c Delete
Name Certificate Information
Row
Ingate_TLS Create New ] ’ Import ] ’ View/Download | [Subject: /[C=US/ST=WA1=Redmond/'O=microsoft CN=ingatesbc.extest.microsoft.com | ]

Izsuer: DC=com DC=com DC=com DC=com CN=EastLab

MD3 Fingerprint: 47.D4:30DEESAASCFO08:96:A0:72:C0:6E:A6:22
Valid from: 2009-04-23 18:53:40

Valid to: 2010-04-23 18:53:40

Add new rows | |1 FOWSs.

CA Certificates (Help)

Name CA Certificate CA CRL Information Delete Row
U [ Change/View ] [ Change/View Subject: 'DC=com DC=com DC=com DC=com CN=EastLab O
Izsuer: DC=com DC=com DC=com DC=com CN=EastLabk

MD3 Fingerprint: 63:3
\ahdf’rom 20034 EII IEI 2

3 Sﬁ:EB:EID:A_’:S 1:89:01:36:DC-9B:A8:7ADB

8.4.1.1 Private Certificate
The Private Certificate is the Certificate that is used by SIParator and is provided to Exchange UM

Server by SIParator during TLS negotiation. Generate a certificate request which will be submitted to
CA to generate a certificate.
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e Basic SIP SIP o [ Virtual Private | Quality of | Logging

Current Certificate
No current certificate

Create Certificate or Certificate Request
Fill in the certificate data for " below, then create either a certificate or a certificate request

After generating a certificate request, and having it signed by a signing authority, the certificate must be imported to the STParator
Expire in (days): Country code (C): Organization (O):
* (365 | lus ‘ ‘|lll‘j.i¢lw Systams Ir|

Common Name (CN).  State‘province (ST):  Organizational Unit (O1)

* |Scott Boer | R3] [ Ingate [
Email address Locality town (L):
lacolt@ingate con [Hollia |

If you generate several certificates with identical data you should make sure they have different serial numbers

Serial munber
o | )

Fields marked with "*" are mandarory

l Craate a salf-signed X 509 catificate | I Craate an X 509 cantificate ragquast ] [ Abart

Configuration Steps:

Create certificate request
1) In the “Create Certificate” section enter data in the following fields;
In the “Expire in (days), enter the number of days the certificate is valid for.
In the “"Country Code (C)” field, enter “"US” for USA
In the “Organization (O) field, enter the company name.

In the "Common Name (CN) field, enter the Administrators name.

In the “Organizational Unit” field, enter the department you are in.

a
b
c
d
e. In the “State/Province” field, enter the State or Province your are in.
f
g. In the “Email Address: field, enter the Administrators email address.
h

In the “Location/Town (L), enter the City you are in.

In the “Serial Number” field, enter any number 1 or higher.

Press “Create an X.509 Certificate request”.

—.

k. Press “View/Download”
I.  Press “download certificate\certificate request in PEM format” and save in a file.

m. Pass this certificate request to CA to generate a certificate.

Import a Certificate
1) Press “Import”
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2) Brows the certificate (PKCS12 (.p12) or PEM (.pem) format) generated from CA for Ingate
SIParator.

3) Press “Import signed certificate”.

8.4.1.2 CA Certificate
The CA Certificate belongs to the Certificate Authority, which signed the private certificate. The Ingate
SIParator uses this certificate for validation of trusted certificates.

o Basic sip | SIP ;. Virtual Private § Quality of | Logging

Upload CA Certificate
Specify the local file, in PEM (_pem) or DER (_cer) format, containing the CA certificate for ™" below, then press the import button.

Local file containing CA certificate:

Import CA certificate ] ’ Abort ]

Configuration Steps:

Import a Certificate
1) Browse to a file in a PKCS12 (.p12) or PEM (.pem) format certificate.
2) Press the “Import CA Certificate” button.

8.4.2. Signaling Encryption (TLS Setup)

In SIP Services -Signaling Encryption section is the definition of the Certificate exchange between the
Ingate and the Exchange UM.
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el Basic SIP § SIP .. Virtual Private | Quolity of

Signaling [WMLEHI Sessions  Remoie SIP  VoIP
Basic [5IGTHIN Encryption Inferoperability and Media Connedtivity Survival

Logging
and Toals About

SIP Transport (Help)
O TCP or UDP

® Any

O TLS

TLS CA Certificates (Help) Check Server Domain Match (Help)

Check if the server domain matches the certificate:

CA Delete Row
UM (||

Add new rows | |1 TOWs.

TLS Connections On Different IP Addresses (Help)

O Yes ® No

Own Require
IP Address Certificate CCh:rntr Accept Methods

Qutside (eth1) (12.34.56.78) ¥ [||Ingate_TLS »|[MNo v | | Any

Add new rows |1 TOWS.

Making TLS Connections (Help)

Default own certificate:  Use methods:
Ingate_TLS » Any (v2 hello) hd

Configuration Steps:
1) Under “SIP Transport”, select “"Any”

Delete
Row

vl[O

2) Under “TLS CA Certificates”, select the CA Certificate create earlier.

3) Under “Check Server Domain Match”, select "No”

4) Under “TLS Connections on Different IP Addresses” select the following:
a. Under the “IP Address” column, select the WAN Interface (IP Address).
b. Under the "Own Certificate” column, select the Private Certificate uploaded earlier.

c. Under the “Require Client Cert” column, select “*No”.

d. Under the “Accept Methods” column, select “Any”.

5) Under the “Making TLS Connections”

a. For the “"Default own certificate, select the Private Certificate uploaded earlier

b. For the “"Use methods”, select “"Any (v2 hello)
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8.5. SIP Traffic (General)

These are some general SIP Traffic Rules and Policies that need to be in place for general operation.

Note: This should be completed by the Startup Tool.

8.5.1. Filtering

For Sender IP Filter Rules, you set all the rules for SIP requests from different networks. Requests that
do not match any rule are handled according to the Default Policy For SIP Requests.

For Content Type Filter Rules, the SIParator will only let through SIP packets that have one of the
content types (MIME types) listed below. Please note that SIP packets with the content types

"application/sdp", "application/xpidf+xml" and "text/x-msmsgsinvite" are always forwarded, as well as
SIP packets with no body at all.

S Basic SIPf SIP .. Virtual Private § Quality of | Loggi

SIP Local  Authentication ~ SIP Dial Time  SIP
Methods [GLEGONY Registrar and Accounting Accounts Plan: Routing Classes Status

Sender IP Filter Rules  (Help)

g From : Delete Default Policy For SIP Requests
No.| . Action
Network Row ® Processalt

© Local only

[ Add new rows ];1 rows . K
e e O Reject all

Content Type Filter Rules (Help)

Content Type Allowed Delete Row
Yes | [T
:nppllcahnnm‘s(’)AP No | [
|application/adrl+x| | No »| |[C]
|application/pidf+x||No s |[C]
|application/ynd-mil | No  ~| |[]]
f:npph:nunn/vnd mil[No & |[C]

|applicationfnd-mi | No »| |[C]

:nppllcmmnfxn'nl No & |[C]
[image/jpeg (No |8 |
[taxt/html No s/ |[C]
[text/Ipidf [No 8| [0
|text/plain No »| |[C]
[text/xml [{No | [T

[text/xml+masrte pil|No % |[C]

[text/xml+msrtec w||No »| [
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Configuration Steps:
1) Under “Content Type Filter Rules,
a. For the “Content Type” column, enter ™ */* ” for allow all MIME Content.

b. For the “Allowed” column, select “Yes”

8.6. Call Flow from the SIP Gateway to Exchange UM

Here we define the Dial Plan and SIP Domain Routing for SIP Gateway calls to be routed to the

Exchange UM Servers. There are direct calls for IVR usage and Domain forwards for Mailbox usage.

8.6.1. Dial Plan

The Dial Plan is an advanced routing tool for SIP signaling. For each line in the Dial Plan, you can
match an incoming SIP message on the SIP From header and the Request-URI. Based on this, you will
be able to define how the SIP message should be forwarded. The Dial Plan can be turned On or Off.

8.6.1.1. Matching From Header
Here you create criterias for the From header of the SIP messages. This is used when matching
requests in the Dial Plan. For a request to match, all criterias must be fulfilled. In the Username and

Domain columns, you can use "*", meaning any username/domain.
The criteria here will be to match calls coming from the SIP Gateways.

— Basic T R Virtual Private | Quality of | Logging

SIP local  Authentication  SIP DIl Time  SIP
Methods Filtering Registrar and Accounting Accounts [l Routing Closses Status

Matching From Header (Help)

~ Use This ... ... Or This ~
Name = = Transport Network
Username Domain Reg Expr
From_Gateway * * TCP w|| || SIP_Gateway [%
From_UMServer ||* * TLS ¥ || |[UM_Servers |v
VAN * * Any v || WAN v
localhost * ¥ Any + | ||localhost hd

Configuration Steps:
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1) Create an entry for the SIP Gateways

a. Under the "Name” column, enter any name to identify the entry.
In the “Use This ...” section, under the “Username” column, entera ™ * ”.
In the “Use This ...” section, under the “"Domain” column, entera ™ * ",

Under the “Transport” column, select the Transport be used by the SIP Gateway.

® a o o

Under the “Network” column, select the Network created in “Networks & Computers”
that identified the IP Addresses of the SIP Gateways.
2) Create an entry for the LocalHost
a. Under the "Name” column, enter any name to identify the entry.
In the “Use This ...” section, under the “Username” column, entera ™ * ”.
In the “Use This ...” section, under the "Domain” column, entera ™ * ”.

Under the “Transport” column, select "ANY”.

® a0 o

Under the “"Network” column, select the Network created in “Networks & Computers”
that identified the IP Address of the LocalHost.
3) Create an entry for the WAN
a. Under the "Name” column, enter any name to identify the entry.
In the “Use This ...” section, under the “Username” column, entera ™ * ”.
In the “Use This ...” section, under the “"Domain” column, entera ™ * ”.

Under the “Transport” column, select "ANY”.

®a o o

Under the “Network” column, select the Network created in “Networks & Computers”
that identified the IP Addresses of the WAN.

8.6.1.2 Matching Request URI
Here you create criterias for the Request-URI of the SIP messages. This is used when matching
requests in the Dial Plan. For a request to match, all criterias must be fulfilled.

The criteria here will be to match calls coming from the SIP Gateways. The SIP Gateways will be
sending INVITEs directly to the Ingate IP Address. For Example: 65432@10.51.77.100, thus the
Ingate needs to look for "Any number @ 10.51.77.100".
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mailto:65432@10.51.77.100

Basic SIP SIF' Umuul Private f.luulrh,r of | Logging

SIP local  Authentication  SIP [l Time  SIP
Methods Filtering Registrar and Accounting Accounts [y Roufing Classes Status

Matching Request-URI (Help)

_ Use This ... ... Or This
Name - - - -
Prefix Head Tail Min. Tail Domain Reg Expr
GW _To_UM - v sip )@10.51.77
UM _To_GW - v sip:(*)@12.34.56

Configuration Steps:

1) Create an entry to match the Request URI Header being sent from the SIP Gateway to the
Ingate
a. Under the "Name” column, enter any name to identify the entry.
b. In the “... Or This” section, under the “Reg Expr” column, enter the following Regular
Expression; “sip:(.*)@LAN_IP_Address_of_Ingate”

c. Inthe“Use This ..” section, under the “Tail” column, select ™ - ".

8.6.1.3 Forward To
Here you may define where and how the SIParator should forward the request using the Dial Plan.
Expressions can be defined either by selecting an account from the SIP Accounts table, or by defining

a replacement URI, port and transport.

You can also define a regular expression that refers to Reg Exp subexpressions on the corresponding
row in the Matching Request-URI table. Subexpressions are numbered in the order of their starting
paranthesis and referred to as $number. In the expression (sip:(.+))@ingate.com, which matches any
Request-URI like sip:user@ingate.com, there are two referable subexpressions: sip:user, which is
referred to as $1, and user, which is referred to as $2. You can always refer to the entire Request-URI

with $0, as long as the match in the Matching Request-URI table was made using a Reg Exp.

The criteria here will be to define the Exchange UM servers for the calls coming from the SIP Gateways
to be forwarded to. Also here is the definition of the TLS Transport and Port for TLS. For example
sip:$1@87.65.43.21:5061;transport=TLS
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S Basic SIP § SIP .. Virtual Private | Quality of § Logging

SIp local  Authentication ~ SIP DI Time  SIP
Methods Filtering Registrar and Accounfing Accounts [a[0Y Routing Classes Status

Forward To (Help)

Use This ... ... Or This ... Or This
Account Replacement Domain| Port Transpert| RegExpr

+ [SIP_Gateway || 1 |[- ] | | | - =] [sipsi@105177
| | | - ¥ [sipsi@tost 7T
+ [UMServer IE |[- ] | | | - | |sips1@87.6543

Name Subno.

Configuration Steps:

1) Create an entry for the Exchange UM Server,
a. Under the "Name” column, enter any name to identify the entry.
b. In the "... Or This” section, under the “Reg Expr” column, enter the following Regular
Expression; “sip:$1@WAN_IP_Address_of_ExchangeUM:5061;transport=TLS"

8.6.1.4 Dial Plan

For each line, select a From entry and Request-URI to match. Then select an Action and, optionally, a

Forward to entry to define how the matching requests should be handled by the SIParator.

Here is where all of the previous criteria are put together to define the call flow. Calls from the SIP

Gateways calling the Ingate IP Address are to be forwarded to the Exchange UM Server over TLS.

g Bosic SIP SIP Virtuol Privose | Quality of | Logging

hd Authenticotion  SIP Uml

Dial Plan  (Help)
2 2 : Add Prefix
No, From Header Request-URI Action Forward To
Forward ENUM
1 From Gateway » UM To GW #| Forward ¥  UMSarer v
2 From_UMSener @' | UM _To_GW & Forward ¥ SIP Gateway »
3 localhost - v Allow B v
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Configuration Steps:

1) Create an entry for that defines the call flow,

a.

Under the “From Header” column, select the “Matching From Header” criteria entered
earlier for calls coming from the SIP Gateways.

Under the “"Request URI” column, select the “Matching Request URI” criteria entered
earlier for calls coming to the Ingate LAN IP.

Under the “Action” column, select “Forward”.

Under the “Forward To” column, select the “Forward To” criteria entered earlier that

defines the location of the Exchange UM.

2) Create an entry for that defines the localhost,

a.

Under the “From Header” column, select the “"Matching From Header” criteria entered
earlier for calls coming from the LocalHost.

Under the “"Request URI” column, select the “"Matching Request URI” enter “-".

Under the “Action” column, select “Allow”.

Under the “Forward To” column, select the “Forward To"” enter “-".

8.6.2. DNS Override for SIP Requests

Here, you enter SIP domains not handled by the SIParator and which cannot be looked up using DNS.
Note that the Request-URI will not be rewritten when this setting is used. It will only cause the
SIParator to send the SIP request to the new destination.

A\

_*_"is used to identify a Wildcard Domain Name. The Exchange UM Servers use various wildcard

domains with an Exchange Forest. This setting allows the Ingate to route the various domains to
appropriate UM Servers.
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o Basic SiP g SIP .. Virtual Private § Quality of | Logging

SIP local  Authenficafion ~ SIP  Dial Time  SIP
Methods Filtering Registrar and Accounfing Accounts Plan (lasses Status

DNS Override For SIP Requests (Help)

Relay To

Domain DNS Name .. .
or IP Address IP Address Port  Transport Priority = Weight

Exch--088.0YLJZG-| | 87 6543 21 LS +| | I |
+ |_x_ urm.com | |Exch-l-li]88 OYLJEG-| 87654321 TLS | | | |

[ Add new rows ] |1 | groups with TOWS per group.

+ |_x_ extest. micros

SIP Routing Order (Help) Class 3xx Message Processing (Help)
No. Routing Function O Forward all

DNS Override & Follow redirects
Local Registrar (& Keep CSeq number when following redirects
Dial Plan O Increase CSeqmmber when following redirects

Configuration Steps:
1) Under “"DNS Override for SIP Requests”:

a. Inthe “Domain” column, enter the wildcard with domain on the Exchange UM Server.
b. Under the “"Relay To” section, under the "DNS Name or IP Address”, enter the
Exchange UM servers DNS Host name or IP Address.

c. Under the “Relay To” section, under the “Transport”, select "TLS"” as the transport.
2) Under “Class 3XX Message Processing”

a. Select “Follow redirects”
b. Select "Keep CSeq number when following redirects”
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8.7. Call Flow from Exchange UM to SIP Gateway

Here we define the Dial Plan for Exchange UM Server calls to be routed to the SIP Gateways. These
are calls in the opposite direction then described in the previous section. There are direct calls from
various outdialing applications within the Exchange UM.

8.7.1. Dial Plan

The Dial Plan is an advanced routing tool for SIP signaling. For each line in the Dial Plan, you can
match an incoming SIP message on the SIP From header and the Request-URI. Based on this, you will
be able to define how the SIP message should be forwarded. The Dial Plan can be turned On or Off.

Here you create criteria’s for the From header of the SIP messages. This is used when matching
requests in the Dial Plan. For a request to match, all criterias must be fulfilled. In the Username and
Domain columns, you can use "*", meaning any username/domain.

The criteria here will be to match calls coming from the Exchange UM.

Basic 1|f|r1uu| Private {]uuln‘f of | Logging

SIP local  Avuthentication  SIP DIl Time  SIP
Methods Filtering Registrar and Accounting Accounts [0l Routing Closses Status

Matching From Header (Help)

~ Use This ... ... Or This ~
Name = = Transport Network
Username Domain Reg Expr
From_Gateway | |* ¥ TCP || 5IP_Gateway »
From_UMServer ||* * TLS | |[UM_Servers |+
VAN * * Any o || WARN hd

localhost * * Any + | |[localhost v

Configuration Steps:

1) Create an entry for the Exchange UM

Under the “"Name” column, enter any name to identify the entry.

In the “Use This ...” section, under the “Username” column, entera ™ * ”.

In the “Use This ...” section, under the “Domain” column, entera ™ * ”.

Under the “Transport” column, select “TLS".

Under the “Network” column, select the Network created in “Networks & Computers”
that identified the IP Addresses of the Exchange UM.

2) Create an entry for the LocalHost

Note: (same as section 4.4.1.1)

a. Under the "Name” column, enter any name to identify the entry.
b. In the “Use This ...” section, under the “Username” column, entera " * “,
c. Inthe “Use This ...” section, under the “Domain” column, enter a ™ * ",

oo oo
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d. Under the “Transport” column, select "ANY".
e. Under the “Network” column, select the Network created in “"Networks & Computers
that identified the IP Address of the LocalHost.
3) Create an entry for the WAN

Note: (same as section 4.4.1.1)

Under the "Name” column, enter any name to identify the entry.

In the “Use This ...” section, under the “Username” column, entera ™ * ”.

In the “Use This ...” section, under the “"Domain” column, entera ™ * ”.

Under the “Transport” column, select "ANY”.

Under the “"Network” column, select the Network created in “"Networks & Computers”
that identified the IP Addresses of the WAN.

"

®Papoo

8.7.1.1 Matching Request URI

Here you create criterias for the Request-URI of the SIP messages. This is used when matching
requests in the Dial Plan. For a request to match, all criterias must be fulfilled.

The criteria here will be to match calls coming from the Exchange UM. The Exchange UM will be
sending INVITEs directly to the Ingate WAN IP Address. For Example: 6139630933@12.34.56.78,
thus the Ingate needs to look for "Any number @ 12.34.56.78".

Basic SIP SIF' ‘hrluul Private ﬂuullhf of | Logging

SIP Local  Avthenfication ~ SIP I Time SIP
Methods Filtering Registrar and Accounting Accounts GBI Routing Classes Status

Matching Request-URI (Help)

_ Use This ... ... Or This
Name
Prefix Head Tail Min. Tail Domain Reg Expr
GW _To_UM - v sip:(*)@10.51.77
UM_To_GWY - v sip (. *)@12.34.56

Configuration Steps:

1) Create an entry to match the Request URI Header being sent from the Exchange UM to the
Ingate
a. Under the "Name” column, enter any name to identify the entry.
b. In the ™... Or This” section, under the “"Reg Expr” column, enter the following Regular
Expression; “sip:(.*)@WAN_IP_Address_of_Ingate”
c. In the “Use This ...” section, under the “Tail” column, select ™
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8.7.1.2 Forward To

Here you may define where and how the SIParator should forward the request using the Dial Plan.
Expressions can be defined either by selecting an account from the SIP Accounts table, or by defining
a replacement URI, port and transport.

You can also define a regular expression that refers to Reg Exp subexpressions on the corresponding
row in the Matching Request-URI table. Subexpressions are numbered in the order of their starting
paranthesis and referred to as $number. In the expression (sip:(.+))@ingate.com, which matches any
Request-URI like sip:user@ingate.com, there are two referable subexpressions: sip:user, which is
referred to as $1, and user, which is referred to as $2. You can always refer to the entire Request-URI
with $0, as long as the match in the Matching Request-URI table was made using a Reg Exp.

The criteria here will be to define the SIP Gateways for the calls coming from the Exchange UM to be
forwarded to. Also here is the definition of the TLS Transport and Port for TLS. For example
Sip:$1@10.51.77.10:5060;transport=TCP

o Basic SIP g SIP .. Virtual Private | Quality of § Logging

SIP local  Authenfication ~ SIP I Time  SIP
Methods Filtering Regisirar and Accounting Accounts (0Tl Routing Classes Stafus

Forward To (Help)

~ Use This ... ... Or This ... Or This
Name Subno. -
Account Replacement Domain| Port Transport| RegExpr
+ |SIP_Gateway 1 - 1M - M sip:51@10.51.77
2 -v - v [sips1@10.51.77
+ lUMServer 1 - | - b sip:31@A87 6543

Configuration Steps:

1) Create an entry for the SIP Gateways,
a. Under the "Name” column, enter any name to identify the entry.
b. In the ™... Or This” section, under the “"Reg Expr” column, enter the following Regular
Expression; “sip:$1@LAN_IP_Address_of SIP_Gateways:5060;transport=TCP"”
2) If there is more than one SIP Gateway,
a. Press the (+) button to create a secondary contactable SIP gateway
b. Inthe “... Or This” section, under the “Reg Expr” column, enter the following Regular
Expression; “sip:$1@LAN_IP_Address_of SIP_Gateways:5060;transport=TCP"”
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8.7.1.3 Dial Plan

For each line, select a From entry and Request-URI to match. Then select an Action and, optionally, a

Forward to ent

Here is where

ry to define how the matching requests should be handled by the SIParator.

all of the previous criteria are put together to define the call flow. Calls from the

Exchange UM calling the Ingate WAN IP Address are to be forwarded to the SIP Gateways over TCP.

Administration bk
(onfigur

Lol  Authentication  SIP

elion

SiP g Sp Virtual anuu Quality of § Logging
Services J Traffic Netwoe Service § and Tooks

Dial

wmmdmmmmm

Dial Plan  (Help)
2 2 : Add Prefix
No, From Header Request-URI Action Forward To -
Forward ENUM
1 From Gateway %! UM To GY »|  Forward v  UMSsrer v
2 From_UMSerner ™ | UM _To_GW ! Forward ¥ I SIP Gateway ¥

localhost

v o W Allow

Configuration Steps:

1) Create
a.

b.

C.
d.

2) Create
Note:
a.

b.

C.
d.

an entry for that defines the call flow,

Under the “From Header” column, select the “Matching From Header” criteria entered
earlier for calls coming from the Exchange UM.

Under the “"Request URI” column, select the “Matching Request URI” criteria entered
earlier for calls coming to the Ingate WAN IP.

Under the “Action” column, select “Forward”.

Under the “Forward To” column, select the “Forward To” criteria entered earlier that
defines the location of the SIP Gateway.

an entry for that defines the localhost,

(same as section 4.4.1.4)

Under the “From Header” column, select the “Matching From Header” criteria entered
earlier for calls coming from the LocalHost.

Under the “Request URI” column, select the “"Matching Request URI” enter “-"
Under the “Action” column, select “Allow".

Under the “Forward To” column, select the “Forward To"” enter

nw_w
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8.8. Overview of Dial Plan

Here is the complete Dial Plan, the three criteria, "Matching From Header”, “Matching Request URI"”
Then the call flow is defined in the “Dial Plan” section.

and “Forward To".

The “Dial Plan” in conjunction with the "DNS Override for SIP Requests”

definition in the Ingate to define the call flow and Transport requirements.

Qc',. 'il Virtuol Private § Quosty of | Logging
shrot Fodov I ADO
P
uu. Filtering I'ﬂn -IM Accounts Routing &nu Sum
Use Dial Plan  (Help) Emergency Number (Help)
@ On an
O oOF
© Falback
Matching From Header (Help)
Use This ... Or This
Name - - Transport Network Delete Row
Username Domain Reg Expr
From_Gatewsy TCP ¥ || SIP_Gatewsy w | []
From BMSerw TLS UM _Serars % []
WA Ay I WAN » [
locathost Any w | | locaihost v [
[ Add new rows | |1 fows
Matching Request.URT  (Hely)
Use This ... — Or Thi
Name ol - . % [Delete Row
Prefix Head Tail Min. Tail Domain Reg Expr
GW _To UM - sip.{ "¥@10.51 77| 0
UM _Te_GW - v sip { *}@12 34 56| |C]
Add new rows | |1 TOWs
Forward To  (Help)
Use This ... e Or This we Or This
Name Subno. - - Delote Row
Account Replacement Domain Port  Transport Reg Expr
* SP_Gataway 1 -~ - sip S1@1051 77 "
2 - - sip S1@10 & Cl
* UnaSecnw 1 v | lsipsi@avesdy O
Addr new ;r:n: l 1 groups with 1 TOWS per group
Dial Plan (Help)
Add Prefix
No. From Header  Request-URI Action Forward To : s - ENUM Root Time
Forward ENUM Class
1 From_Gateway 8| UM To GW || Forward ¥ | UMServer v v v
2 From_UliSenar % UM _To_GW | Forward ¥ |SP_Gateway ¥ . -
3 localhost v v | Allow v v - -

, provide all of the routing

Comment
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8.9. Fail-Over Configuration

This information will be provided later as required.
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9. Exchange 2010 UM Validation Test Matrix

The following table contains a set of tests for assessing the functionality of the UM core feature set

with SBC. The results are recorded as either:

Pass (P)

Conditional Pass (CP)
Fail (F)

Not Tested (NT)

Not Applicable (NA)

Refer to:

Appendix for a more detailed description of how to perform each call scenario.

Section 6.1 for detailed descriptions of call scenario failures, if any.

Testing Scenarios

No.

Call

more detailed instructions)

Scenarios (see appendix for

(P/CP/F/NT/NA)

Reason for Failure (see 6.1 for more

detailed descriptions)

Call Establishing
Dial

extension that is not enabled for Unified

the pilot number from a phone

Messaging and logon to a user’s mailbox.

And make sure that call is established

Confirm hearing the prompt: “Welcome,
you are connected to Microsoft Exchange.
To access your enter

mailbox, your

extension...”

Call Answering
Test different scenarios of call answering
2.1 Call is answered by the user.

2.2 There is a message from UM and

then leave a voice mail.

46




2.3 Tests for Fax Message.

Subscriber Access

Retrieve Voice mail, email, contacts and
calendar information from mailbox of an

individual user.

Dial user extension and leave a voicemail

o 7

4a

Dial user extension and leave a voicemail

from an internal extension.

Confirm the Active Directory name of the
calling party is displayed in the sender

field of the voicemail message.

4b

Dial user extension and leave a voicemail

from an external phone.

Confirm the correct phone number of the
calling party is displayed in the sender

field of the voicemail message.

Dial Auto Attendant (AA).

Dial the extension for the AA and confirm

the AA answers the call.

Test Call Transfer by Directory Search.

/44

6a

Call Transfer by Directory Search and

have the called party answer.

Confirm the correct called party answers

the phone.

6b

Call Transfer by Directory Search when

the called party’s phone is busy.
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Confirm the call is routed to the called

party’s voicemail.

6cC Call Transfer by Directory Search when
the called party does not answer.
Confirm the call is routed to the called
party’s voicemail.

6d Setup an invalid extension number for a
particular user. Call Transfer by Directory
Search to this user.
Confirm the number is reported as
invalid.

”

7 Outlook Web Access (OWA) Play-On-

Phone Feature. /
7

7a Listen to voicemail using OWA’s Play-On-
Phone feature to a user’s extension.

7b Listen to voicemail using OWA’s Play-On-
Phone feature to an external number.

8 Test Call routing across forest
Call is routed from one forest to other
forest.

9 Test Message Waiting Indicator
(MWI).
On receiving voice message notifies the
user about receiving a message
Geomant offers a third party solution:
MWI 2010. Installation files and product
documentation can be found on
Geomant’'s MWI 2007 website.

10 Test MWI-SMS
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Confirm SMS.

11 Load Balancing
12 Security Testing
13 Performance/Stress testing
14 Monitoring through SNMP(Admin
Monitoring)
9.1. Security Testing Scenarios
Type of attack Brief description (P/CP/F/NT/NA) | Reason for Failure
1 TCP SYN attack Client sends a SYN, gets a SYN-
ACK, but never sends the ACK
2 TCP connection | Client makes many connections
attack using socket-level resources on
the Server. However, no
meaningful data is ever sent.
3 TLS negotiation | Unauthorized client makes many
attack simultaneous TLS connections to
server and makes the server do
expensive TLS negotiation for up
to 32 seconds prior to
disconnection.
2 TLS connection | Client makes many TLS
attack connections, however, no data is
ever sent.
3 Unused Client creates many connections

connections

and initially sends data, but later
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sends no data on, tying up
server resources and preventing
it from servicing other

meaningful requests.

4 Unauthenticated

connections

In the absence of a pre-
configured authorized list at the
connection level, unauthorized
client can make the server do
expensive I/O prior to call being

denied.

5 Indeterminate

receive

Client sends messages with a
Content Length of zero and
spreads the message out over a
long period of time,
unnecessarily using up server

resources.

6 Garbage

Client repeatedly sends invalid

messages SIP messages.
7 Server Client sends messages at a rate
congestion faster than what the server can
handle. Further, client creates
many open transactions.
8 Network Client changes TCP receive
congestion window and uses Nagle

algorithm (delayed ACK) with an
aim to tying up server resources

and effectively slowing it down

9.2. Detailed Description of Limitations

Failure Point

Phone type (if phone-specific)

Call scenarios(s) associated with failure point

50




List of UM features affected by failure point

Additional Comments

Failure Point

Phone type (if phone-specific)

Call scenarios(s) associated with failure point

List of UM features affected by failure point

Additional Comments

10. Troubleshooting

This section should provide some tips for troubleshooting problems, including troubleshooting
commands and tools.

10.1. SIP Gateway to Ingate to UM Call Flow

For an Incoming call the call starts at the PBX, they will deliver a Mailbox number, this Mailbox
number is contained in the Request URI header of a SIP INVITE out of the SIP Gateway. Typically the
SIP Gateway will send an INVITE to the SIP URI address of “MailBox@IP_Address_of Ingate”. The
Ingate then processes this through the Dial Plan and forwards the INVITE to the SIP URI address
“Mailbox@IP_Address_UM".
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Enterprise PBX Exchange UM
2010 Servers

. SIP Gateway 10.51.77.100 _— 12345678 ks
N —~— 3 °
. B e X
& 10.51.77.10 inGate 87.65.43.21
SlParator
| I | |
_ ! | | |
| I | |
User Dials I I | |
MB 65432 |——m : !
| PBX calls I | |
| GWat65432 | > |
: : GW calls Ingate : !
| | sip:65432@10.51.77.100 >
I I | Ingate calls UM I
! : | sip:65432@87.65.43.21 !

For an outgoing call the call starts at the Exchange UM, they will deliver a DID contained in the
Request URI header of a SIP INVITE. Typically the Exchange UM will send an INVITE to the SIP URI
address of "DID@WAN_IP_Address_of_Ingate”. The Ingate then processes this through the Dial Plan
and forwards the INVITE to the SIP URI address "DID@IP_Address_ GW".

Enterprise PBX Exchange UM
2010 Servers
SIP Gateway  10.51.77.100 . 12.34.56.78 s
\ — g Y
Y S - ST
H . NS
& 10.51.77.10 in Gate 87.65.43.21
SliParator

UM calls Ingate
sip:6139630933@12.34.56.78

<
-

Ingate calls GW
sip:6139630933@10.51.77.10

A

PBX calls
GW at 6139630933

|

| -
%

|

|

|

|

|

|

|

|

|

|

|

|

|

Note: This works the same with an FQDN in the SPI Domains of the Request URI.

10.2. Startup Tool Troubleshooting

10.2.1. Status Bar

Located on every page of the Startup Tool is the Status Bar. This is a display and recording of all of
the activity of the Startup Tool, displaying Ingate unit information, software versions, Startup Tool
events, errors and connection information. Please refer to the Status Bar to acquire the current status
and activity of the Startup Tool.
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Skatus

Ingate Startup Tool Yersion 2.4.0

Startup tool version available on the Ingate web: 2.4.0

fou are running the lakest version of the Startup tool.

More information is available here: http:ffwww, ingate, comjstarkuptool, php

10.2.2. Configure Unit for the First Time

Right “Out of the Box”, sometimes connecting and assigning an IP Address and Password to the Ingate
Unit can be a challenge. Typically, the Startup Tool cannot program the Ingate Unit. The Status Bar
will display “The program failed to assign an IP address to eth0".

Skatus

Ingate Startup Tool Yersion 2.4.0

Startup tool version available on the Ingate web: 2.4.0

‘Yfou are running the latest version of the Startup tool.

More information is available here: htkp:f fwws . ingate, com/startuptool. php
The program Failed ko assign an IP address ko eth0

Possible Problems and Resolutions

Possible Problems Possible Resolution

Ingate Unit is not Turned On. Turn On or Connect Power

(Trust me, I've been there)

Ethernet cable is not connected to EthO must always be used with the
EthO. Startup Tool.

Incorrect MAC Address

Check the MAC address on the Unit
itself. MAC Address of EthO.

An IP Address and/or Password have
already been assigned to the Ingate
Unit

It is possible that an IP Address or
Password have been already been
assigned to the unit via the Startup
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Possible Problems

Possible Resolution

Tool or Console

Ingate Unit on a different Subnet or
Network

The Startup Tool uses an application
called “Magic PING” to assign the IP
Address to the Unit. It is heavily
reliant on ARP, if the PC with the
Startup Tool is located across Routers,
Gateways and VPN Tunnels, it is
possible that MAC addresses cannot be
found. It is the intension of the
Startup Tool when configuring the unit
for the first time to keep the network
simple. See Section 3.

Despite your best efforts...

1)

2)

Use the Console Port, please refer to
the Reference Guide, section
“Installation with a serial cable”, and
step through the “Basic Configuration”.
Then you can use the Startup Tool,
this time select “"Change or Update the
Configuration”

Factory Default the Database, then try
again.

10.2.3.

Web Browser to reach the Ingate Web GUI.
Ingate Unit, then the Startup should be able to contact the Ingate unit as well. The Startup Tool will
respond with “Failed to contact the unit, check settings and cabling” when it is unable to access
the Ingate unit.

Skakus

Trgake Shartup Taol Yersion 2,4,0

Change or Update Configuration

If the Ingate already has an IP Address and Password assigned to it, then you should be able use a

If you are able to use your Web Browser to access the

Skartup boal veraion avallable on the Ingake web; 2,4,0
Yau are running Ehe latest varsion of the Startup koal,

Mors infarmation iz availlable hare: bkbp:f e, ingats, comfstarkuptool, php
Falled ko contact the unit, check settings and cabling
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Possible Problems and Resolutions

Possible Problems

Possible Resolution

Ingate Unit is not Turned On.

Turn On or Connect Power

Incorrect IP Address

Check the IP Address using a Web
Browser.

Incorrect Password

Check the Password.

Despite your best efforts...

1) Since this process uses the Web (http)

to access the Ingate Unit, it should
seem that any web browser should
also have access to the Ingate Unit. If
the Web Browser works, then the
Startup Tool should work.

2) If the Browser also does not have

access, it might be possible the PC's IP
Address does not have connection
privileges in “Access Control” within
the Ingate. Try from a PC that have
access to the Ingate Unit, or add the
PC’s IP Address into “Access Control”.

10.2.4. Network Topology

There are several possible error possibilities here, mainly with the definition of the network. Things
like IP Addresses, Gateways, NetMasks and so on.

Skatus

Ingate Startup Tool Yersion 2.4.0, connected to: Ingake SIParator 19, IG-092-702-2122-0

Enhanced Security
10 SIP Trawversal Licenses
10 SIF User Registration Licenses

Software Yersion: 4.6.2

Error: Primary DRSS nok setup,

Error: Default gateway is not reachable.
Error: Sektings For ethl is nok correct.

Possible Problems and Resolutions

Possible Problems

Possible Resolution

Error: Default gateway is not
reachable.

The Default Gateway is always the way to
the Internet, in the Standalone or Firewall
it will be the Public Default Gateway, on
the others it will be a Gateway address on
the local network.

Error: Settings for ethO/1 is not

IP Address of Netmask is in an Invalid
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Possible Problems

Possible Resolution

correct.

format.

Error: Please provide a correct
netmask for eth0/1

Netmask is in an Invalid format.

Error: Primary DNS not setup.

Enter a DNS Server IP address
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10.2.5. Apply Configuration

At this point the Startup Tool has pushed a database to the Ingate Unit, you have Pressed “Apply
Configuration” in Step 3) of Section 4.7 Upload Configuration, but the “Save Configuration” is never

presented. Instead after a period of time the following webpage is presented.

This page is an

indication that there was a change in the database significant enough that the PC could no longer web

to the Ingate unit.

Possible Problems and Resolutions

o Basic Rulesand | SIP | SIP |.. Virtual Private | Quality of | Logging

The time limited testing was automatically aborted because the configured time limit expired.

You must confirm the above before vou can continue.

Possible Problems

Possible Resolution

EthO Interface IP Address has
changed

Increase the duration of the test mode,
press “Apply Configuration” and start a
new browser to the new IP address, then
press “Save Configuration”

Access Control does not allow
administration from the IP address
of the PC.

Verify the IP address of the PC with the
Startup Tool. Go to “Basic
Configuration”, then “Access Control”.
Under “Configuration Computers”, ensure
the IP Address or Network address of the
PC is allowed to HTTP to the Ingate unit.
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10.3. Ingate Troubleshooting Tools

10.3.1. Display Logs
Here is the internal logging of the Ingate. The Display Logs show all SIP Signaling and also TLS (SSH)
certificate exchange and setup.

SN Basic SIp SIP 3 Virtual Private § Quality of | Logging

PO Packet  Check Logging Log :
Cnpluro Network Configuration Classes Sending

Search the Log (Melp) Support Report (Help)
Display log | [2000 | rows/page (imeour | | seconds) Inchide configuration database:

[7] Periodic «xch 180 \scconds until next search & i D130
Make sure the Log class for SIP
debug messages Is set to Local if
vou have a SIP-related problem

PreSS “DISp|ay - [ Export supporntanorn J

Packet select Log” to see Time Limits Always create
sections below ve effect on the IP Show log from: (clear) N
packets as selecte date (YYYY- time a Support
MNNMN-DD HH:NINE:SS
Packet Type Selection [ : I $ Rannrt” far
o |
1 Al packets | Show log until: (clear)
: date (YYYY- time
IP Address Selection. el MM-DD)  (HH:MM:SS)
Al | ] not this address [ ‘ ‘ |
B:| | [C] not this address e
'S ) y
Srenerk (OO0 dek B uny [ Inot this combinaton i
OAtoBOBto A O Between ASB Show This ShOW
Protocol/Port Selection Select: All, None, SIF ~
e T [¥] IP packets as selec nawac
3 B sretoce
© ALIR protocols [[] Configuration server logins
O TCP [ Administration and configuration
O UDP ) Manual reconfigurations and
reboots
CQICMP [] Tiune changes
s ESP [] DHCP PPPoE client
7] RADIUS errors
O Protocol number:(Help) | | [ not [] SNMP problems
] Hardware errors
SIP Packet Selection (Help) [Z] Madl errors
Call-1D: \ | [#] Show internal SIP signaling [[] Negotiated [Psec manels
; [] IPsec key negotatons
SIP Metiods: | 1 IPsec key negotiation debug
IP addresses. | ) messages
? trend ‘ [[] IPsec user authentication
rom cader
. PPTP negotiations
Filter on SIP =
To Header ‘ [¥] SIP errors

specific fields [2) SIP signaling

[¥] SIP packet
[¥] SIP license messa Fllter on SIP

[¥] SIP media messages .
traffic only

[¥

SIP debug messages

Export the Log  (Melp)
Export log | | TAB-separatad fils ~| |20 | MEB max —
Clear form
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10.3.2. Packet Capture
The Packet Capture capability of the Ingate allows for the capture and export of all traffic on any one
or ALL interfaces simultaneously. Then export to you PC where it can be viewed in Wireshark or

Ethereal.
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Basic Virtual F'lwute {]uulrr:.r of | Logging
Disploy BLTLCIM Check Logging
log ROTUTEN Network Configuration (Iusm Send' ing

Capture status: Inactive
Captured data size: 7 kB
Captured when: 2009-04-28 12:52:21

Ingate SIParator has a built-in packet capture function which produces pcap trace files.
T ou can select to capture traffic on one specific interface or on all interfaces.

For contacts with the Ingate Support Team, a packet capture is not what is nsually

expected (sometimes it is even not useful). For these purposes, please alwavs send
a Support Report .

Network Interface Selection

All interfaces ~

Fou can also selhthe_?p\ Select All

port. Interfaces” to cook
multiple captures

wddress. protocol and

IP Address Selection
A

B:

O A sre OAdst @A any \ . .
OAtoB OB to A O Between A&B 10t this combination

[1 not this address

Protocol/Port Selection

@ All IP protocols

O TCP
O UDP \ Filter on Port,
O ICMP Transport and /

O ESP e

O Protocol number:Help) [1 not

. Download PCAP
—
Start capturs J [ Download captured data
Stop capture A [

Delete captured data ]

Start
Capture,
reproduce



10.3.3. Check Network
Standard PING and Trace Route feature for simple network checks.

S . Basic SIP SIp z Virtual Private | Quality of | Logging
kaloy Packer [E€ITTS l.mn
IR CEITEY Notwork (onﬂnumlon (Im Sen
Check Network (Help)

Target host: (123 123 123 40 |

[ Pina host | [ Trace network path |

PING and Trace
S~ /
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Appendix

1. Dial Pilot Number and Mailbox Login

Dial the pilot number of the UM server from an extension that is NOT enabled for UM.

Confirm hearing the greeting prompt: “Welcome, you are connected to Microsoft Exchange. To

access your mailbox, enter your extension...”
Enter the extension, followed by the mailbox PIN of an UM-enabled user.

Confirm successful logon to the user’s mailbox.

2. Navigate Mailbox using Voice User Interface (VUI)

Logon to a user’s UM mailbox.

If the user preference has been set to DTMF tones, activate the Voice User Interface (VUI)

under personal options.

Navigate through the mailbox and try out various voice commands to confirm that the VUI is

working properly.

This test confirms that the RTP is flowing in both directions and speech recognition is working

properly.

3. Navigate Mailbox using Telephony User Interface (TUI)

Logon to a user’s UM mailbox.

If the user preference has been set to voice, press “#0” to activate the Telephony User
Interface (TUI).

Navigate through the mailbox and try out the various key commands to confirm that the TUI is

working properly.

This test confirms that both the voice RTP and DTMF RTP (RFC 2833) are flowing in both

directions.

4. Dial User Extension and Leave Voicemail

Note: If you are having difficulty reaching the user’'s UM voicemail, verify that the coverage
path for the UM-enabled user’s phone is set to the pilot humber of the UM server.
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a. From an Internal Extension

From an internal extension, dial the extension for a UM-enabled user and leave a voicemail

message.
Confirm the voicemail message arrives in the called user’s inbox.

Confirm this message displays a valid Active Directory name as the sender of this

voicemail.

b. From an External Phone

From an external phone, dial the extension for a UM-enabled user and leave a voicemail

message.
Confirm the voicemail message arrives in the called user’s inbox.

Confirm this message displays the phone number as the sender of this voicemail.

5. Dial Auto Attendant(AA)

Create an Auto Attendant using the Exchange Management Console:

Under the Exchange Management Console, expand “Organizational Configuration” and

then click on “Unified Messaging”.

Go to the Auto Attendant tab under the results pane.

Click on the "New Auto Attendant...” under the action pane to invoke the AA wizard.
Associate the AA with the appropriate dial plan and assign an extension for the AA.
Create SBC dialing rules to always forward calls for the AA extension to the UM server.

Confirm the AA extension is displayed in the diversion information of the SIP Invite.

Dial the extension of Auto Attendant.

Confirm the AA answers the call.

6. Call Transfer by Directory Search

Method one: Pilot Number Access

e Dial the pilot number for the UM server from a phone that is NOT enabled for UM.
e To search for a user by name:

e Press # to be transferred to name Directory Search.
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e Call Transfer by Directory Search by entering the name of a user in the same

Dial Plan using the telephone keypad, last name first.
e To search for a user by email alias:
e Press “#” to be transferred to name Directory Search
e Press “# #" to be transferred to email alias Directory Search

e Call Transfer by Directory Search by entering the email alias of a user in the

same Dial Plan using the telephone keypad, last name first.
Method two: Auto Attendant
e Follow the instructions in appendix section 5 to setup the AA.

e Call Transfer by Directory Search by speaking the name of a user in the same Dial
Plan. If the AA is not speech enabled, type in the name using the telephone keypad.

Note: Even though some keys are associated with three or four numbers, for each letter, each
key only needs to be pressed once regardless of the letter you want. Ignore spaces and

symbols when spelling the name or email alias.

Called Party Answers

Call Transfer by Directory Search to a user in the same dial plan and have the called party

answer.

Confirm the call is transferred successfully.

Called Party is Busy
Call Transfer by Directory Search to a user in the same dial plan when the called party is busy.

Confirm the calling user is routed to the correct voicemail.

Called Party does not Answer

Call Transfer by Directory Search to a user in the same dial plan and have the called party not

answer the call.

Confirm the calling user is routed to the correct voicemail.

The Extension is Invalid

Assign an invalid extension to a user in the same dial plan. An invalid extension has the same
number of digits as the user’s dial plan and has not been mapped on the SBC to any user or
device.
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e UM Enable a user by invoking the “Enable-UMMailbox” wizard.
e Assign an unused extension to the user.

¢ Do not map the extension on the SBC to any user or device.

e Call Transfer by Directory Search to this user.

e Confirm the call fails and the caller is prompted with appropriate messages.

7. Play-On-Phone

e To access play-on-phone:

Logon to Outlook Web Access (OWA) by going to URL https://<server name>/owa.

After receiving a voicemail in the OWA inbox, open this voicemail message.

At the top of this message, look for the Play-On-Phone field ( Play on Phone...).

Click this field to access the Play-On-Phone feature.

a. To an Internal Extension

e Dial the extension for a UM-enabled user and leave a voicemail message.

e Logon to this called user’'s mailbox in OWA.

e Once it is received in the user’s inbox, use OWA'’s Play-On-Phone to dial an internal extension.

e Confirm the voicemail is delivered to the correct internal extension.

b. To an External Phone number

e Dial the extension for a UM-enabled user and leave a voicemail message.
e Logon to the UM-enabled user’s mailbox in OWA.

e Confirm the voicemail is received in the user’s mailbox.

e Use OWA'’s Play-On-Phone to dial an external phone number.

e Confirm the voicemail is delivered to the correct external phone number.
e Troubleshooting:

e Make sure the appropriate UMMailboxPolicy dialing rule is configured to make this call.
As an example, open an Exchange Management Shell and type in the following

commands:

e $dp = get-umdialplan -id <dial plan ID>
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$dp.ConfiguredInCountryOrRegionGroups.Clear()
$dp.ConfiguredInCountryOrRegionGroups.Add("anywhere, *,*,"
$dp.AllowedInCountryOrRegionGroups.Clear()
$dp.AllowedInCountryOrRegionGroups.Add(“anywhere")
$dp|set-umdialplan

$mp = get-ummailboxpolicy -id <mailbox policy ID>
$mp.AllowedInCountryGroups.Clear()
$mp.AllowedInCountryGroups.Add("anywhere")
$mp|set-ummailboxpolicy

The user must be enabled for external dialing on the SBC.

Depending on how the SBC is configured, you may need to prepend the trunk access

code (e.g. 9) to the external phone number.

8. Call Route across Forest

e To route call across forest:

Dial pilot number of the UM server.
Confirmed that Moved (302) sip message is returned with the right UM server FQDN.
Make sure SBC made call to the right forest.

If the SBC has an option to redirect the 302 back to gateway, configure SBC such like

that 302 message is sent back to gateway.

Make sure that Gateway made call to right forest.
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