Ingate SIParator Session Border Controller
Configuration Notes for Office 365 Unified
Messaging (UM)

Issue dateOct19, 2011

This document describes how to configlingateQ &lParatodevices to work as Session Border Controllers
for connecting to Offic@65 Exchange Unified Messaging.

Before you Begin
To complete this checklist, you will need the following software and hardware:

FromIngate

1 Ingate SIParatavlodel21, 51, 56, 66, 96r 96. Before ordering, determine the capacity (the
maximum number of concurrent calls) required by your organization, and then specify the required
capacity when ordering. Capacity determines Model selection. For assistance in determining
required capaity, seePlan for UM

1 Ingate SIParatmoftware versiord.9.2

1 Ingate SIParator Enhanced Security Module

1 Ingate SIParator SIP Trunking Module

FromMicrosoft:

9 Office 365 for Enterprises, with a sare plan that includes UM.

Compatibilities and Limitations
This SBC has been tested to work with Office 365 UM, and the following PBXs and VolP gateways:

1 VolP Gateway
o Dialogic DMG1000
1 IPPBX
o Cisco Unified Communications Manager

Ingate has confirmed Interoperability with the following®PBX and VolP Gateways independently for the
use of SIP Trunking and other SIP applications, but have not been directly tested these vendors with the
Microsoft Office 363JM solution.PBXs and Voljateways that have been tested with Exchange 2010 UM
are listed at thelelephony Advisor for Exchange 2@aAd linked content).
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http://go.microsoft.com/fwlink/?LinkId=225128
http://technet.microsoft.com/en-us/library/ee364753.aspx

Vendor Model
3Com VCX
Aastra Ascotel IntelliGate
OpenCom
MX-One
MD Evolution
Business Phone
Clearspan
Adtran ECS
AltiGen AltiServ
AudioCodes Mediant 1000
IP Office
SES/CM
Avaya Aura SM/CM
Cisco Call Manager
Dialogic DMG
IMG
Digium Asterisk
SwitchVox
Fonality
Grandstream GXE
Iperia UC Platform
InnoMedia iPBX
Innovaphone IP Series
Interactive Intelligence
Iwatsu EnterpriseCS
Media5 3000
4400
1204
Mitel 3300 ICP
5000 CP
NEC / Sphere Univerge SV8100
Univerge SV8300
Univerge SV7000
SIP@net server
Sphericall
Panasonic KXTDA15
KXTDA30
Shordel ShoreGear
Tadiran Coral IPx

Vertical Networks

Televantage
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Wave 1P2500

Zultys

MX-25
MX-30
MX-250

Configuration Checklist

You will need to complete the following steps in order to configuréngate SIParatagession border

controll
configu

T

= =4 =4 =4

er (SBC) and Office 365 UM to work together. You need to configure DNS and UM first, and then
re the SBC to route traffic to and from €4f365 UM.

Configue Office 365 Unified Messaging work with a Session Border Controller
Set Up and Connect the SBC

Do Initial Configuration on the SBC

Set SBC Options to work with Office 365 UM

Verify SBC Configuration

This document describes the simplest SIParator configuration that will work with Office 365 UM. It assumes
that you have one SlParator unit, and one IP PBX or VoIP gateway. If you have more complex requirements
(e.g. multiple IP PBXs behind one SIParatomultiple SIParators for high availability), please consult the
Ingatedocumentationfor details.

Step 1: Configure Office 365 UM to work with an SBC

Detailed information for this step is available hexgonfiguration Checklist: Configure Office 365 Unified
Messaging to work with a Session Border Controller.

Step 2: Set Up and Connect the SBC

Hardware and network setup

After connecting power, connect an Ethernet cable to the port matkéndof the device. This cable must
be connected to your private IP network: the EthO port will be used to configure the unit with the Ingate

Startup

Tool (sebelow).

RESET

o :%: DDDD inEate

SlParator@ Firewall
DCIN  CONSOLE usB 0 COREIG

Figure 1. Back panel of Ingate SIParator 21

-
Ingate Systems o CONSOLE use ETHO ETH1 ETH2 ETH3
Firewall 1510 — SIParator® 51 | [ I PWR
w L J=IC A0 ~
J o
HDD

Figure 2. Front panel of Ingate SIParator 51, 56, 66
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Figure 3. Back panel of Ingate SIParator 95, 96
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The Ingate Startup Tool isé& h difithe-. 2 E€ O2 YYA & & A 2y Ay 3 -9@INE (AR, FAéa  ly2
it assumes some very basic networking topology lamssome basic setup requirements.

When you connect the SiParatiorthe external (public IP) network, plug an Ethernet cable into the port
markedEthl

This configuration notand the Ingate Startup Toaksumes thaall of the following are connected to the
same subnet on the private IP network

9 SlParator (via port BO)
1 VolP Gateway or IP PBX
1 Computer running the Ingate Startup Tool

If, for some reason, this is not the case (e.g. the VolP Gateway or IP PBX is on a different subnet from the
SIPaator), the Startup Tool will restrict to Gateways andABX IP Addressasthe local Subnet of the

Ingate. This can be easily changed later on the Ingate Administration GUI. Then you should consult the
Ingate Reference ManuéChapter &; Interface:Static Routingfor additional network setup.

Ingate Startup Tool

Initial Setup

Before you can administer the device, you must configure its IP address and administrative password with
the Ingate Startup Tool he tool must run on a PC that is located on the same LAN subnet as the device
itself (rather than, for example, a diffent subnet, across routers, or through a VPN tunnel).

The tool can be downloaded free of chargentip://www.ingate.com/Startup_Tool.phpThe version used
for the testing of this configuration note w&s6.5.
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" [ | — N
| 1 Select Product Type |-_||_|fg|

‘Welcome to the Ingate Startup tool - this tool will assist wou in setting up wour new Ingate unit

Setup

Etho

LAN

Connect your computer to wour Ingate unit like this,

Ingate model - Flease Select model

Ingate Firewall/SIParabor A

SIParator SEE

Figure 4. Device selection screen

Launch the tool.
Select the model type of the Ingate unitlagjate Firewall/SIParatofFigured) and clickNext

You will see aanfiguration pageKigure5).
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€1 Ingate Startup Tool - Helps configure your Ingate unit

Ingate Startup Toal Yersion Help
*ou are running the latest version of this toal.
First select what you would like to do; #Assign IP address and password, establish contact
(&) Configure the unit for the first time Inside (Interface EthO)
() change or update configuration of the unit 1P Address: 1w .51 .77 .100
MAC Address: 00-d0-c3-a2-44-55
[ register this unit with Ingate
[]Upgrade this unit Select a password
Password: LTTIT

D Configure Remate SIP Connectivity
Configure SIP trunking
[[Jeackup the created corfiguration

Confirm Password: P

[l create a config without connecting ko a unit

[ This kool remembers passwords

Status

Ingate Startup Tool Version 2.4.0

Startup tool wersion available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup tool,

More information is available here: http:Jfwww.ingate. comjstartuptool.php

Figure 5. First time configuration

In the group box labeleHirst select what you would like to,dgelect the radio button labele@onfigure
the unit for the first time.

In the group box labelethside (Interface Ethpyo to thelP Addresfield and enter a static IP address by
which theEthO0 interface will addressed on your private network. Then, go t(MA€ AddresBeld and
enter the address that will be found on a sticker attached to the.iifure6 shows an example

Inside (Interface EthiO)
IP Address: 10 . 51 . 77 . 100

MAC Address: 00-DO-C9-AZ-44-55

Figure 6: IP and MAC address assignment

In the group box labele8elect a Passwordnter (and confirm) the password to be udeefeafter to
authenticate administrators of the devicEBigure?).
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Select a password

Passwiord; —

Confirm Password: T

Figure 7: Password assignment

In the dropdown list labelednterface of your PGelect the network interface (e.gocal Area Connectign
that you wish to use to communicate with the SIParafig(re8).

Interface of your PC

[ =
Bluetooth Network Connection

Local Area Connection

Loopback Pseudo-Interface 1

Wireless Network Connection

Figure 8. Selecting the network interface used by the Startup Tool

When these values have been entered, entactbutton at the bottom right of the formKigure5) will
become active.

Press theContactbutton.

The Startup Tool will find the Ingate unit on the network, communicate with it and assign its IP address and
password.

Network Topol ogy
The Ingate SlIParator device supports many different configuration modes and functions. For the purpose of
interoperability with Office 365 Exchange UM, we recommend that it be configured as a standalone client.

Go to theNetwork Topologyab.
In the Product Typeadrop down list, selecBtandalone SlParatdiFigure9).

Product Type:

Standalone SIParakor

Figure 9. Configuring Product Type

After configuring the product type, the controls on the administrative interface will change, according to
the type selectedKigurell).

The internal network interface details, listed in the in the group box labklsidie (Interface EthP¥hould
0S O2yaraitSyid oAGK @2dzNJ SI NI A SNJfacéitayod grivafeyFi @ ¢ KS &S
network.
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5SGFAfa 2F GUKS RSQAOSQa cah heicddfigiireéd @i the GontrolKiSthelgmapf A O L
box labeledOutside (Interface Ethl)

Ctside (Inkerface Ethl)

[ ]Use DHCP to obtain IR
IP Address: 172 51 77 . 100
Metmask: ZEE . 255 ., 2G5 |, 248

[ ]allow https access ta web interface From Internet

Figure 10. Configuring the external network interface

Once you have entered the internal and external interface details, go tG#tewaycontrol and enter the
address of the router that acts as a firewall gateway for your network.

-

Ingate Startup Tool

Licenses and Upgrades | Metwork Topology | IP-PE% | ITSP_1 | Upload Configuration

Product Type: Standalone SIParator v
Inside {Interface EthO) Internet
IP address: m .5 . 77 .100
Metmask: 255 . 255 . 255 . 0
CQutside (Interface Eth1) Eedeting firesnl
DUSE DHCP to obtain [P Ingate SlParator
IP Address: 172 . 51 . 77 . 100 LAN I I
Metmask: 255 . 255 . 255 . 0
[ allows hittps access ko web interface From Inkernet
IP-PBX
Gateway: 172 .81 7% 1
DMS server
Primary: 4 z z z
Secondary: 0 o o o
(Optional)
Status
Ingate Startup Tool Yersion 2,4.0, connecked to: Ingate SIParator 19, 16-092-702-2122-0
YolP Survival ~
VPN B
Qos
Enhanced Security
10 SIP Traversal Licenses
10 5IP Uset Registration Licenses
Software Yersion: 4.6.2]
v

Figure 11. Configuring Network Topology

Finally, enter the DNS server IP addresses. These can be internal or external.
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Step 3: Do the initial configuration on the SBC

Even though Office 365 UM is not acting as a telephony provider (dial tone is provided by your RBX or IP
PBX), there are configuration optiotieat you need to set for your SBC to work with Office 365 UM.

IP-PBX Configuration
In the Ingate Startup tool,avigate to thelP-PBXab (Figurel?).

¢tKAA O2yFAIdzNI GA2Y A& NBEIFIGSR G2 GKS {./Qa O2yySO
PBX.

@ —— |
Ingate Startup Tool E”Elgl

Metwork Topology | IP-PEX | ITSP | Upload Configuration

IP-PEX (should be located on the LAN)

Type: Generic e - [CIpex registers at the Ingats

1P Address: w .51 .77 . @

[Juse domain name
SIP Domain:

Status
Ingate Startup Tool Yersion 2.4.0, connected to: Ingate SIParator 19, 16-092-702-2122-0

VolIP Survival -~
VPN

Qo3
Enhanced Security

10 5IP Traversal Licenses

10 5IP User Registration Licenses

Software Yersion: 4.6.2
| v

Figure 12. Configuring the IP PBX or VolP Gateway details
In the Typedrop-down list, select an entry that matches your IP PBX or VolP Gateway. If you cannot find a
matchingitem, selectGeneric PBX

In thelP Addres§eld, enter the address of the IP PBX or gateway on your network.

ITSP Configuration
In the Ingate Startup tool, navigate to thESRab (Figurel4).

CKAZ O2yTFAIdNI GA2y Aa NBEFGSR G2 GKS {./Qa 02yysd

ITSP stands for Internet Telephony Service Provider. However, Exchange Wikitgaas a telephony
LINE A RSN G5AFf G2yS¢é Aa LINPOARSR o0& @2dzNJt. - @
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In the Namedrop-down list, selecMicrosoft Office365 If this choice is not available, sel€generic ITSP
If Generic ITSB selected, additional Manual changes are needed tosadie configuration to provide
TLS support{ S €onfiguring DialPlads f I 1 SNJ Ay G(G(KA& R20®

Name: [Mi::rosoft Office365 - ]

OR

Mame: Generic ITSP -

Figure 13. Configuring the type of SIP service

r

Ingate Startup Tool

Mebwork Topology || IP-PBX | ITsP_1 |Up|oad Configuration

DID range size:

Account information:

0 [JUse account
g Authentication name: l:l
[ Use damain name (same as DID if blank)

[Jincrement autherticakion name For ranges

Mame:

Frovider address

IP Address: 0.0 .0

Advanced

Prefi ko match and remove From inbound calls Domain: l:l

Prefix to add to outbound calls PE: local numbers (advanced)

Prefix: I:I Local numberistart of range, I:I

use same as DID if local

numbers are not used):
Farward 3ux messages

Password {only used i PBX I:l
Enable reqisters at the Ingate):

Skatus

Ingate Startup Tool Version 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

WoIP Survival

VPN

Qo5

Erhanced Security

10 5IF Traversal Licenses

10 5IP User Reqistration Licenses

>3

Software Version: 4.6.2

1]

Figure 14. Configuring the external SIP interface details
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In the Provider addresgroup box, check the box labelétse domain name

Provider address

Damain:

Iz& domain name

Figure 15. Configuring the Office 365 Exchange UM address

In the Domainfield, enter the Forwarding Address (for exampla44b2b0- 20e6- 4332- 9f5b -
b508f7306acl.um.outlook.com ) that was assigned to the UM IP Gatgvadbject that you created in the
Exchange Online UM configuration for your UM Dial Rea%$tepl: Configure Office 365 UM to work with
an SBL

Uploading the Configuration
When you have completed the previous configuration steps, use the StartUp Tool to load the data into the
Ingate SIParator. The tool can also be used to create a backup configuration file for later use.

In the tool, navigate to th&pload Configuratiottab (Figurel6).
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In the Finalstepcontrols, ensure that the radio button labelédgon to web GUI and apply settings

selected.

Network Topology | IP-PBx | 175P_1 | Upload Configuration |

Disclaimer verbose Logging (SIF debug)

W
and Self-Certified vendor, every passible [Enatie
configuration, combination andfor software N
wversion has not been tested, For technical
assistance regarding end-to-end interoper ability
issues, please contact support@ingate. com, v

Final step
(%) Logon to web GUI and apply settings
() apply settings directly using serial interface
[CBackup the configuration
Upload
Skatus
Ingate Startup Tool Yersion 2,4.0, connected to: Ingate SIParator 19, 1G-092-702-2122-0
10 5IP Traversal Licenses ~
10 3IP User Registration Licenses )
Software Yersion: 4.6.2
Errar: Please enter number, name and domain,
Error: Please enter number, name and damain. =
v

Figure 16. Uploading configuration data to the SIParator

If you would like the tool to create a backup file, check the box labgsexkup the configuratian
Click theUploadbutton.

The configuration data will beopied from the startup tool to the SlParator.

When the data has been uploaded, a dialog box will apdegucel?).

r 3

Success [z|

Your configuration has been updated.

When wou press OF you will be redirected ko wour browser,
Please login and press “apphy Configuration”

in the Admin menu of the Ingake web interface.

Figure 17. Confirmation of configuration data upload

ClickorOkdb ¢ KS RSTl dzf 0§ 6S0 ONRGASNI gAff
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Ingate Web Interface

Applying the Configuration

Although the configuration data has been uploaded to the SBC, it musteséiplicitly applied before the
{./Qa O0SKIF@A2NI gAftt OKIy3aSo

Log into the web interface with the administrative password that you selected earlier @age

e Basic Rulesand] SIP | SIP . . Virtual Private | Quality of | Logging
Save/Load Show User Table Date ond Change
(IO Configuration Administrafion Upgrade Look  Time  Restort Language

Test Run and Apply Conf (Help) Show Message About Unapplied Changes

Duration of limited test mode: @ On every page
0 seconds ( On the Save/Load Configuration page
O Never
Apply configuration
Backup (Help)
The permanent configuration is not affected.
[ Save to local file ] I Load from local file Ilocal file:

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

[ SeveconfigtoCLifle || Load CLifle |Local file:
Abort All Edits (Help) Reload Factory Configuration (Help)
The permanent configuration is not affected. The permanent configuration is not affected.
Abort all edits [ Load factory configuration ]

Figure 18. Applying the uploaded configuration
UnderAdministration > Save/LoadConfiguration click theApply configurationbutton.

A window will appearRigurel9) requesting further input.

A Basic Rulesand | SIP | SIP |, . Virtual Private | Quality of § Logging

You are currently testing the prelminary configuration. You must press either the Save configuration or the
Continue testing button within 30 seconds, or the firewall will revert to the normal permanent configuration.

Save configuration ] [ Continue testing ] [ Revert ]

Figure 19. Saving the configuration
Click the button labele®ave configuration
This completes the process of transferring and applying the configuration data ®iftazator device.

Further configuration settings must now be applied through the web interface.
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Step 4: Set SBC options to work with Office 365 UM

Configuring SIP Signaling Encryption (TLS)
Transport Layer Security (TLS) must be used to stveiggnalingoetween the SIParator and Office 365
Exchange UM.

To configure TLS between the Ingate SIParator and Office 365 Exchange UM, the following conditions must
be met:

A A suitabledigital certificatemust be deployed on Ingate SIParator.

A IngateSIParatomust hawe the SIP Trunking Moduldeployed to provide routing rules, basic
security policies, and other features.

A IngateSIParator must haviae Enhanced SIP Security Modudeployedto provide TLS ahSRTP
encryption functionality.

A Ingate SlIParator muste able to identify the Office 365 Exchange Online servideyS & SNIIA OS Q
fully qualified domain nam&QDNL.

Configuring Certificates

Youmustobtain adigital certificate, signed by a supported Certification Authority @kichcontains the
FQDN ofhe SBC ii KS O S sdarkeF(GN)field. 't list of supported CAs, and more information on
the process, can be found &et a Certificate for Exchange Online UM

This certificate, and agsiated dataintermediate certificates)must then be loaded into th81Parator

Figure20represents the various steps in the proceBsese are described below the figure.
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Figure 20. Certificate management for SIParator connectivity to Office 365 UM

1. ¢KS {./ Q& FdAte& ljddtATASR R2YIAY yIYBKEGY5HQ A

external interfce.
2.1a4S GKS { ./ Qa Yyl YS @éngidee akiificdfeNdquesf T2 NY I GA2Y 0
3. Submitthe certificate request to the CA. The CA will charge a fee to generate a certificate.

4. ¢KS /! gAft A&dadzsS | aiA3daySR O FiydierOfthatdd sbodmn as K I
the Device certificateThe CA will also issue at least dneermediate certificate¢hat links the
RSOAOS OSNIATAOLfida. G2 GKS /1 Qa Nr2dG OSNJ

5. [2F R GKS RSOAOS OSNIATFTAOFIGS Ayid2 GKS {./Qa

6. [2F R GKS AYyGSNIN¥SRAL (GACOHddE Stdel OF §Sa Ayd2 GKS

7. DownbadaRoot certificate from the CA used to sign the Office 365 certificates.

8. Loadths RootcertifA OF G S Ay (2 GKS {./Q&a /! [/ SNGAFTAOIGS
Thesenumbered steps will be referenced in the instructions, below.

Creating a Certificate Request
In the SIParator web interface (Ingate Control Panel), sBasicConfiguration> Certificates
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