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Ingate SIParator Session Border Controller 
Configuration Notes for Office 365 Unified 
Messaging (UM) 

Issue date: Oct 19, 2011 

This document describes how to configure IngateΩǎ SIParator devices to work as Session Border Controllers 
for connecting to Office 365 Exchange Unified Messaging. 

Before you Begin 

To complete this checklist, you will need the following software and hardware: 

From Ingate: 

¶ Ingate SIParator Model 21, 51, 56, 66, 95 or 96.  Before ordering, determine the capacity (the 
maximum number of concurrent calls) required by your organization, and then specify the required 
capacity when ordering.  Capacity determines Model selection.  For assistance in determining 
required capacity, see Plan for UM. 

¶ Ingate SIParator software version 4.9.2 

¶ Ingate SIParator Enhanced Security Module 

¶ Ingate SIParator SIP Trunking Module 

From Microsoft: 

¶ Office 365 for Enterprises, with a service plan that includes UM. 

Compatibilities and Limitations 

This SBC has been tested to work with Office 365 UM, and the following PBXs and VoIP gateways: 

¶ VoIP Gateway 

o Dialogic DMG1000 

¶ IP-PBX 

o Cisco Unified Communications Manager 

 

Ingate has confirmed Interoperability with the following IP-PBX and VoIP Gateways independently for the 
use of SIP Trunking and other SIP applications, but have not been directly tested these vendors with the 
Microsoft Office 365 UM solution. PBXs and VoIP gateways that have been tested with Exchange 2010 UM 
are listed at the Telephony Advisor for Exchange 2010 (and linked content).  

 

http://go.microsoft.com/fwlink/?LinkId=225128
http://technet.microsoft.com/en-us/library/ee364753.aspx
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Vendor Model 

3Com VCX 

Aastra  Ascotel IntelliGate 

OpenCom 

MX-One 

MD Evolution 

Business Phone 

Clearspan 

Adtran ECS 

AltiGen AltiServ 

AudioCodes Mediant 1000 

Avaya 

IP Office 

SES/CM 

Aura SM/CM 

Cisco Call Manager 

Dialogic DMG 

IMG 

Digium Asterisk 

SwitchVox 

Fonality    

Grandstream GXE 

Iperia UC Platform 

InnoMedia iPBX 

Innovaphone  IP Series 

Interactive Intelligence   

Iwatsu Enterprise-CS 

Media5 3000 

4400 

1204 

Mitel 3300 ICP 

5000 CP 

NEC / Sphere Univerge SV8100 

Univerge SV8300 

Univerge SV7000 

SIP@net server 

Sphericall 

Panasonic KX-TDA15 

KX-TDA30 

ShoreTel  ShoreGear 

Tadiran Coral IPx 

Vertical Networks Televantage 
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Figure 1. Back panel of Ingate SIParator 21 

 

Figure 2. Front panel of Ingate SIParator 51, 56, 66 

Wave IP-2500 

Zultys MX-25 

MX-30 

MX-250 

 

 

Configuration Checklist 

You will need to complete the following steps in order to configure an Ingate SIParator session border 
controller (SBC) and Office 365 UM to work together. You need to configure DNS and UM first, and then 
configure the SBC to route traffic to and from Office 365 UM. 

¶ Configure Office 365 Unified Messaging to work with a Session Border Controller  

¶ Set Up and Connect the SBC 

¶ Do Initial Configuration on the SBC 

¶ Set SBC Options to work with Office 365 UM 

¶ Verify SBC Configuration 

This document describes the simplest SIParator configuration that will work with Office 365 UM. It assumes 
that you have one SIParator unit, and one IP PBX or VoIP gateway. If you have more complex requirements 
(e.g. multiple IP PBXs behind one SIParator, or multiple SIParators for high availability), please consult the 
Ingate documentation for details. 

Step 1: Configure Office 365 UM to work with an SBC 

Detailed information for this step is available here:  Configuration Checklist: Configure Office 365 Unified 
Messaging to work with a Session Border Controller. 

Step 2: Set Up and Connect the SBC 

Hardware and network setup  

After connecting power, connect an Ethernet cable to the port marked Eth0 of the device. This cable must 
be connected to your private IP network: the Eth0 port will be used to configure the unit with the Ingate 
Startup Tool (see below).  

 

 

 

 

http://www.ingate.com/Howtos.php
http://go.microsoft.com/fwlink/?LinkId=225129
http://go.microsoft.com/fwlink/?LinkId=225129
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Figure 3. Back panel of Ingate SIParator 95, 96 

 

 

 

The Ingate Startup Tool is an άhǳǘ-of-the-.ƻȄέ ŎƻƳƳƛǎǎƛƻƴƛƴƎ ǘƻƻƭ ŀƴŘ ƛǎ ƴƻǘ ŀ ά/ƻƴŦƛƎ-9ǾŜǊȅǘƘƛƴƎέ ǘƻƻƭΣ ǎƻ 
it assumes some very basic networking topology and has some basic setup requirements.   

When you connect the SIParator to the external (public IP) network, plug an Ethernet cable into the port 
marked Eth1. 

This configuration note and the Ingate Startup Tool assumes that all of the following are connected to the 
same subnet on the private IP network: 

¶ SIParator (via port Eth0) 

¶ VoIP Gateway or IP PBX 

¶ Computer running the Ingate Startup Tool  

If, for some reason, this is not the case (e.g. the VoIP Gateway or IP PBX is on a different subnet from the 
SIParator), the Startup Tool will restrict to Gateways and IP-PBX IP Addresses to the local Subnet of the 
Ingate.  This can be easily changed later on the Ingate Administration GUI.  Then you should consult the 
Ingate Reference Manual (Chapter 6 ς Interface: Static Routing) for additional network setup. 

Ingate Startup Tool 

Initial  Setup  
Before you can administer the device, you must configure its IP address and administrative password with 
the Ingate Startup Tool. The tool must run on a PC that is located on the same LAN subnet as the device 
itself (rather than, for example, a different subnet, across routers, or through a VPN tunnel).  

The tool can be downloaded free of charge at http://www.ingate.com/Startup_Tool.php. The version used 
for the testing of this configuration note was 2.6.5. 

http://www.ingate.com/Startup_Tool.php
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Launch the tool. 

Select the model type of the Ingate unit as Ingate Firewall/SIParator (Figure 4) and click Next. 

You will see a configuration page (Figure 5). 

 

Figure 4. Device selection screen 
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In the group box labeled First select what you would like to do, select the radio button labeled Configure 
the unit for the first time. 

In the group box labeled Inside (Interface Eth0), go to the IP Address field and enter a static IP address by 
which the Eth0 interface will addressed on your private network. Then, go to the MAC Address field and 
enter the address that will be found on a sticker attached to the unit. Figure 6 shows an example. 

 
 
In the group box labeled Select a Password, enter (and confirm) the password to be used hereafter to 
authenticate administrators of the device (Figure 7). 
 

 

Figure 6: IP and MAC address assignment 

 

 

Figure 5. First time configuration 

 



 

 Page 7 of 37 

 

 

In the drop-down list labeled Interface of your PC, select the network interface (e.g. Local Area Connection) 
that you wish to use to communicate with the SIParator (Figure 8). 

 

Figure 8. Selecting the network interface used by the Startup Tool 

When these values have been entered, the Contact button at the bottom right of the form (Figure 5) will 
become active. 

Press the Contact button. 

The Startup Tool will find the Ingate unit on the network, communicate with it and assign its IP address and 
password. 

Network Topol ogy 
The Ingate SIParator device supports many different configuration modes and functions. For the purpose of 
interoperability with Office 365 Exchange UM, we recommend that it be configured as a standalone client. 

Go to the Network Topology tab. 

In the Product Type drop down list, select Standalone SIParator (Figure 9). 

 

After configuring the product type, the controls on the administrative interface will change, according to 
the type selected (Figure 11). 

The internal network interface details, listed in the in the group box labeled Inside (Interface Eth0), should 
ōŜ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ȅƻǳǊ ŜŀǊƭƛŜǊ ŀǎǎƛƎƴƳŜƴǘΦ ¢ƘŜǎŜ ǊŜǇǊŜǎŜƴǘ ǘƘŜ ŘŜǾƛŎŜΩǎ ƛƴǘŜǊface to your private IP 
network. 

 

Figure 9. Configuring Product Type 

 

 

 

Figure 7: Password assignment 
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5Ŝǘŀƛƭǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΩǎ ƛƴǘŜǊŦŀŎŜ ǘƻ ǘƘŜ ǇǳōƭƛŎ Lt ƴŜǘǿƻǊƪ can be configured with the controls in the group 
box labeled Outside (Interface Eth1). 

 

Once you have entered the internal and external interface details, go to the Gateway control and enter the 
address of the router that acts as a firewall gateway for your network. 

 

  Finally, enter the DNS server IP addresses. These can be internal or external. 

 

 

Figure 11. Configuring Network Topology 

 

 

 

Figure 10. Configuring the external network interface 
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Step 3: Do the initial configuration on the SBC 

Even though Office 365 UM is not acting as a telephony provider (dial tone is provided by your PBX or IP-
PBX), there are configuration options that you need to set for your SBC to work with Office 365 UM.  

IP-PBX Configuration  
In the Ingate Startup tool, navigate to the IP-PBX tab (Figure 12). 

¢Ƙƛǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ {./Ωǎ ŎƻƴƴŜŎǘƛƻƴΣ Ǿƛŀ ƛǘǎ ƛƴǘŜǊƴŀƭ ƛƴǘŜǊŦŀŎŜΣ ǘƻ ǘƘŜ ±ƻLt ƎŀǘŜǿŀȅ ƻǊ Lt 
PBX. 

 

In the Type drop-down list, select an entry that matches your IP PBX or VoIP Gateway. If you cannot find a 
matching item, select Generic PBX. 

In the IP Address field, enter the address of the IP PBX or gateway on your network. 

ITSP Configuration  
In the Ingate Startup tool, navigate to the ITSP tab (Figure 14). 

¢Ƙƛǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ {./Ωǎ ŎƻƴƴŜŎǘƛƻƴΣ Ǿƛŀ ƛǘǎ ŜȄǘŜǊƴŀƭ ƛƴǘŜǊŦŀŎŜΣ ǘƻ hŦŦƛŎŜ оср 9ȄŎƘŀƴƎŜ ¦aΦ 

ITSP stands for Internet Telephony Service Provider. However, Exchange UM is not acting as a telephony 
ǇǊƻǾƛŘŜǊΦ ά5ƛŀƭ ǘƻƴŜέ ƛǎ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ t.·Φ 

 

Figure 12. Configuring the IP PBX or VoIP Gateway details 
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In the Name drop-down list, select Microsoft Office365.  If this choice is not available, select Generic ITSP.  
If Generic ITSP is selected, additional Manual changes are needed to adjust the configuration to provide 
TLS support.  {ŜŜ άConfiguring Dial Plansέ ƭŀǘŜǊ ƛƴ ǘƘƛǎ ŘƻŎΦ 

 

 

 

 

 

Figure 14. Configuring the external SIP interface details 

 

 

 

OR

 

Figure 13. Configuring the type of SIP service 
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In the Provider address group box, check the box labeled Use domain name. 

 

Figure 15. Configuring the Office 365 Exchange UM address 

In the Domain field, enter the Forwarding Address (for example: 7344b2b0- 20e6- 4332- 9f5b -

b508f7306ac1.um.outlook.com ) that was assigned to the UM IP Gateway object that you created in the 
Exchange Online UM configuration for your UM Dial Plan (see Step 1: Configure Office 365 UM to work with 
an SBC).  

Uploading the Configuration  
When you have completed the previous configuration steps, use the StartUp Tool to load the data into the 
Ingate SIParator. The tool can also be used to create a backup configuration file for later use. 

In the tool, navigate to the Upload Configuration tab (Figure 16). 
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Figure 16. Uploading configuration data to the SIParator 

In the Final step controls, ensure that the radio button labeled Logon to web GUI and apply settings is 
selected. 

If you would like the tool to create a backup file, check the box labeled Backup the configuration. 

Click the Upload button. 

The configuration data will be copied from the startup tool to the SIParator. 

When the data has been uploaded, a dialog box will appear (Figure 17). 

 

Figure 17. Confirmation of configuration data upload 

Click on OKΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǿŜō ōǊƻǿǎŜǊ ǿƛƭƭ ƭŀǳƴŎƘ ŀƴŘ ƴŀǾƛƎŀǘŜ ȅƻǳ ǘƻ ǘƘŜ {LtŀǊŀǘƻǊΩǎ ǿŜō ƛƴǘŜǊŦŀŎŜΦ 
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Ingate Web Interface 

Applying the Configuration  
Although the configuration data has been uploaded to the SBC, it must still be explicitly applied before the 
{./Ωǎ ōŜƘŀǾƛƻǊ ǿƛƭƭ ŎƘŀƴƎŜΦ 

Log into the web interface with the administrative password that you selected earlier (page 6). 

 

Figure 18. Applying the uploaded configuration 

Under Administration > Save/Load Configuration, click the Apply configuration button. 

A window will appear (Figure 19) requesting further input. 

 

Figure 19. Saving the configuration 

Click the button labeled Save configuration. 

This completes the process of transferring and applying the configuration data to the SIParator device. 

Further configuration settings must now be applied through the web interface. 
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Step 4: Set SBC options to work with Office 365 UM  

Configuring SIP Signaling Encryption (TLS)  
Transport Layer Security (TLS) must be used to secure the signaling between the SIParator and Office 365 
Exchange UM. 

To configure TLS between the Ingate SIParator and Office 365 Exchange UM, the following conditions must 
be met: 

Á A suitable digital certificate must be deployed on Ingate SIParator. 
Á Ingate SIParator must have the SIP Trunking Module deployed to provide routing rules, basic 

security policies, and other features. 
Á Ingate SIParator must have the Enhanced SIP Security Module deployed to provide TLS and SRTP 

encryption functionality. 
Á Ingate SIParator must be able to identify the Office 365 Exchange Online service by ǘƘŜ ǎŜǊǾƛŎŜΩǎ 

fully qualified domain name (FQDN). 
 

Configuring Certificates  
You must obtain a digital certificate, signed by a supported Certification Authority (CA), which contains the 
FQDN of the SBC in ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩs name (CN) field. The list of supported CAs, and more information on 
the process, can be found at Get a Certificate for Exchange Online UM. 

This certificate, and associated data (intermediate certificates), must then be loaded into the SIParator. 

Figure 20 represents the various steps in the process. These are described below the figure. 

http://help.outlook.com/en-us/140/gg702672.aspx
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Figure 20. Certificate management for SIParator connectivity to Office 365 UM 

1. ¢ƘŜ {./Ωǎ Ŧǳƭƭȅ ǉǳŀƭƛŦƛŜŘ ŘƻƳŀƛƴ ƴŀƳŜ όCv5bύ ƛǎ ǿƘŀǘ ȅƻǳ ŎƻƴŦƛƎǳǊŜ ƛƴ 5b{ ǘƻ ǊŜǇǊŜǎŜƴǘ ǘƘŜ {./Ωs 
external interface. 

2. ¦ǎŜ ǘƘŜ {./Ωǎ ƴŀƳŜ όŀƴŘ ƻǘƘŜǊ ƛƴŦƻǊƳŀǘƛƻƴύ ǘƻ generate a certificate request. 

3. Submit the certificate request to the CA. The CA will charge a fee to generate a certificate. 

4. ¢ƘŜ /! ǿƛƭƭ ƛǎǎǳŜ ŀ ǎƛƎƴŜŘ ŎŜǊǘƛŦƛŎŀǘŜ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ ǘƘŜ {./Ωǎ Cv5bΦ Lƴ Figure 20, that is shown as 
the Device certificate. The CA will also issue at least one Intermediate certificate that links the 
ŘŜǾƛŎŜ ŎŜǊǘƛŦƛŎŀǘŜ ǘƻ ǘƘŜ /!Ωǎ Ǌƻƻǘ ŎŜǊtificate. 

5. [ƻŀŘ ǘƘŜ ŘŜǾƛŎŜ ŎŜǊǘƛŦƛŎŀǘŜ ƛƴǘƻ ǘƘŜ {./Ωǎ tǊƛǾŀǘŜ /ŜǊǘƛŦƛŎŀǘŜ {ǘƻǊŜΦ 

6. [ƻŀŘ ǘƘŜ ƛƴǘŜǊƳŜŘƛŀǘŜ ŎŜǊǘƛŦƛŎŀǘŜǎ ƛƴǘƻ ǘƘŜ {./Ωǎ CA Certificate Store. 

7. Download a Root certificate, from the CA used to sign the Office 365 certificates. 

8. Load this Root certifƛŎŀǘŜ ƛƴǘƻ ǘƘŜ {./Ωǎ /! /ŜǊǘƛŦƛŎŀǘŜ {ǘƻǊŜΦ 

These numbered steps will be referenced in the instructions, below. 

Creating a Certificate Request 
In the SIParator web interface (Ingate Control Panel), select Basic Configuration > Certificates. 


