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1 What is a Directly Connected Network?

AoDireenhegct ed Net whysikalbgonnectedato amterfaceom r k

the Ingate Firewall/SIParat@nd which IP address(es) Erewall/SIParator should

have on thatetwork. For example, theetwork address of 10.75.5.0/24 onitisele

(or LAN) Ethenet Interface means there is a network containing an IP address range
from 10.75.5.0 to 10.75.5.255. The Ingate inside (or LAN) interface must have an IP
address within this rangEhe Ingate Firewall/SIParatoainhave more than one

directly connectetetwork and thus th&irewallSIParatormust have an IP address on

every network to which it is directly connected. This applies to all networks on the same
physical network to which this interface is connected.

For detailed programming instructionsagé refer to the Ingate Firewall & SIParator
Referenc®anuals Chapter 6Network.

Here is an example of one Directly Connected Network on both the LAN and WAN
side of the Ingate Firewall/SIParator.

Directly Connected Network

Internet

‘‘‘‘‘

: Default W

birectly ‘ 51 51.51.1 ,'
¢ Gememd (51.51.51.0/24 §iassast }
\\ ......... >
" Ingate IP: N —
% 51 51.51. 254 .
/M
---------- - inGate
Ingate IP: ;. T .
1051771 Ko, \
.,// 10 51.77.0/24 Dlrectly N\
/ ‘ ‘ Connected \
3 J Network

\ % /

/
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2 What is a Routed Network?

If there is a routerdiween théngate FirewalBlParator and a network, you have to tell
the SlIParator howdirect traffic therelf there is at least one router between the
Firewall/SIParatoand the network, you should enter the router IP address under Static
Routes. If thee is more than one router, you should enter the router located on the
directly connected network for this interface.

For detailed programming instructions, please refer to the Ingate Firewall & SIParator
Reference Manual€hapter 6: Network.

Routed LAN Network

Internet

/ Dlrectly <
Connected 54 54 54 /9 mmmans="T
\ Network 51 51.51 04’24 /}]
H“‘H-h --------- s _."' -
o Ingate IP: ‘F_‘-;_'“_;—-f-f

51 51.51. 254

3 ._: £ 7 .: rF Ingate IP: “\
(10.51.10.0/24 [10.51.77.0/24 ) 1, 10.51.77. 1 AN
ul 7 .

M, A A~ In’r “ " ......... \

. Routed \
Network ;. :\ = Directly /
i Connected
1 1.77. 2 4 y
05 34\ Network  /
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3 Common Examples

For detailed programming instructions, please refer to the Ingate Firewall & SIParator
Reference Manual€hapter 6: Network.

3.1 One Directly Connected Network

Here is an example of one Directly Connected Network on both the LAN and WAN
side of the Ingate Firewall/SIParator.

Directly Connected Network

Internet

......
" e

Default GW

Directly .-----\ 51 51.51.1 .'
Conhectad S = . . dsee...ene
o Nebuoi (5151510124 ’)

\.' Ingate IP: ) ".,’jL.'_;-:/
% 51 51.51.254

e
----- e
-------

in5aé
---------- -~ inGate
Ingate IP: ‘\.
\: 10.51.77.1 f’T—\
s ananntd B
/ 10.51.77.0/24 Directiy™\

Connected \
Network

/

\%

3.1.1 Network & Computers

Here, you group computers and networks. This example shows the Directly Connected
Networks definedn each interface. The LAN has a range of IP addresses from

10.51.77.0t0 10.51.77.255@3s@at ed wi t h oi nside (EthO0)©do.
addresses from 0.0.0.0 to 255.255.255.255
exception of 127.0.0.1.
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Basic SIP- ) SIP Virtual Private Quulny of

Networks and (DI nterface
Computers [ELEIOE Imatfms VIAN EthO Ethl Eth2 St(nus PPPoE Surroundings

Logging
and Tools

Networks and Computers

Lower Limit Upper Limit
Name Subgrou == Interface/VLAN Delete
i ' Sl Name IP Address L IP Address .
or IP Address i or IP Address i
+[ITsP_P v|l0.0.00 ]l0.0.00 (255255 255 255 ||255.255.255.255 | outside (eth1 untagged) || O]
+ [Lan B ~|[105177.0 ]110.51.77.0  [10.51.77.255 ||10.51.77.255 | inside (eth0 untagged) || (]
+ | PBX I[- v|[105177200  ]/1051.77.200 \ Nlis]
+ [wan |[- v|l0.0.00 |0.0.00 [127.0.00 |[127.000 | outside (eth1 untagged) || ]
‘ v/ 157?[')?0"2 11127.002 255255 255 255 |1255.255.255.255 | outside (eth1 untagged) v/ | (]

3.1.2 Inside (EthO) Interface

The oO0inside (EthO0)O6

n t errcént@insan |IB &ddrésh an

the directly connected network located oh#&. With the Netmask, the

Firewall/SIParatoknows the range of IP addresses that are connected. There is no

Static Routing required in this example.

Paget of 24
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L Basic SIP § SIP |, . Virtual Private | Quality of | Logging

Networksand  Defoult  All Interface
Computers  Gateways Interfaces VLAN Eth1 Eth2 Status PPPoE Surroundings
General Obtain IP Address Dynamically
Physical device: eth( ® OFF
This interface is: &) On O Off O DHCP client ON
Interface name: ) PPPoE client ON
inside

Directly Connected Networks (Help)

DNS Name

Name or IP Address IP Address = Netmask / Bits
inside 10.51.771 1051.77.1  |255.255 2550
1 rows.
Alias (Help)

Below are the ranges from which vou can select aliases.

10.51.77.1-10.51.77.254

_ DNS Name
Name or IP Address IP Address Delete

Add new rows 1 TOWS.

Static Routing (Help)

Network Broadcast | VLAN VLAN

Speed and Duplex
(& Automatic negotiation
) 100 Mbit's, full duplex
© 100 Mbit's, half duplex
© 10 Mbit's, full duplex
10 Mbit/s, half duplex

Address Address Id
10.51.77.0|10.51.77.255

Routed Network Router
DNS Name or |, _ .. | DNS Name Delete
Notwork Address Network Address Netmask / Bits or IP Address IP Address

3.1.3 Outside (Ethl) Interface

The oOoutside (Eth1)6

nterface

Name Delete

O

of t he

on the directly connected network located on the WAN. With the Netmask, the
Firewall/SIParatoknows the range of IP addresses that are connected. The Static
Routing ontains the Default Gateway information to ensure connectivity to the

Internet.
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N Basic SIP | SIP |, Virtual Private | Quality of | Logging

Networksand Default Al Interface
Computers  Gafeways Interfaces VIAN Eth0 Eth2 Status  PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF & Automatic negotiation
This interface is: & On O Off © DHCP client ON O 100 Mbit's, full duplex
Interface name: ) PPPoE client ON 100 Mbit's, half duplex
& 10 Mbit's. full duplex

(10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name - . Network | Broadcast VLAN VLAN
B or IP Address e Address Address Id Name Le
|outside |[51.61.51.254 51.51.51.254 51.51.51.0{51.51.51255 |- O
[ Add new rows ] |1 |r0ws_
Alias (Help)

Below are the ranges from which you can select aliases.

51.51.51.1-51.51.51.254

DNS Name

LG or IP Address

IP Address Delete

[ Add new rows ”1 |r0ws.

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address | Netmask / Bits or IP Address IP Address
e | 5151511 5151511 [0

3.2 Two Directly Connected LAN Network i Same Interface

Here is an example of two Directly Connected Networks on the LAN side of the Ingate
Firewall/SIParator.
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Two Directly Connected Networks
— One Interface

Internet
4 Default GV\;f ,
Directly A~ 51.51.51.1 <
S 1.51.51.0/24 Hiasaacdl

-
’’’’’’’’
o -

P\

. Ingate IP: L
4 51.51.51.254

.
’
2
- PRty

- .
---------

eme-
- -
- -~
-~
ok -
-~

‘."’Ingate IP: °
¢ 10.51.77.1

.
.
.~
-~

- -
------

(10.51.77.0/24 Y~

N~ 10.51.10.0/24 )
Directly | {
Connected
Network

— Directly

. Connected
Network

3.2.1 Network & Computers

This example shows the Directly Connected Networks defined on each interface. The

LAN has a range of IP addresses from 10.51.77.0 to 10.5JARD2%6.51.10.0 to
10.51.1025%%ssoci ated with o0i nsigeeflP(adtitessds) O . The
from 0.0.0.0 to 255.255.255. 255 associated
127.0.0.1.
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L Basic Sie fosiP |, Virtual Private | Quality of | Logging

Tt Defoult — All

Inferface
(N Goteways Inferfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
N Subgrou {or [P ranges) Interface/VLAN Delete
e s e TP Address S e TP Address
or IP Address or IP Address
+ [rsP_P I[- | [0:0.00 |0.0.00 056 266 265,255 | 255 255 255 255 | outside (ethl untagged) v || O
+ |LAN || v| |1[],51,1[],u | 10.51.10.0 10.51.10.255 inside (eth0 untagged)  ~||[]
— SosmeJwsim0 [wsmes|0sms 0
# it - wlfosirra0  Jrosi7roof | O
+ [wan || | [0000 |0.0.00 127.00.0 127.0.0.0 outside (eth1 untagged) || []
|— v| |127_0_0_2 | 127.0.0.2 255 255 255 255 255255255255 | outside (eth1 untagged) |+|| O

3.2.2 Inside (EthO) Interface

The oinside (Eth

0) 6

i nterf acBNOJR t he

addresses on the directly catee network located on the LAN. With therhsk for

each address, the Firewall/SIParetomvs the range of IP addresses that are connected.

There is no Static Routing required in this example.

Logging

o Basic SIP | SIP ... Virtual Private § Quality of i

Networks and  Default Al

Interface

Computers ~ Gateways Inferfaces VLAN Eﬂﬂ Eth2 Status  PPPoE Surroundings

General
Physical device: eth0 ® OFF
O DHCP client ON

© PPPcE client ON

This interface is: & On O Of
Interface name:

inside

Directly Connected Networks (Help)

_ DNS Name
Name or IP Address IP Address
inside_10.0  |[10.51.10.1 |[105110.1
inside_77.0  |[10.51.77.1 |[10.51.77.1

[ Add new rows ]|1 |rows_

Alias (Help)
Below are the ranges from which you can select aliases.
10.51.77.1-10.51.77.254

10.51.10.1-10.51.10.254
_ DNS Name

Name or IP Address IP Address Delete

[ Add new rows ]|1 |rmvs,

Static Routing (Help)

Routed Network

DNS Name or . - .
Network Address Network Address Netmask / Bits

Obtain IP Address Dynamically

Netmask / Bits

Speed and Duplex
() Automatic negotiation
© 100 Mbit/s, full duplex
© 100 Mbit's, half duplex
O 10 Mbit/s, full duplex
O 10 Mbit/s, half duplex

Network | Broadcast
Address

VLAN VLAN Delete

Address Id Name

D255 255 2550 10.51.77.0|10.51.77.255 |:| . O

Router

DNS Name

or IP Address

Delete
IP Address
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3.2.3 Outside (Ethl) Interface

The o0out si deeofthetnpale)icewall/SIPaeatorf cantains an IP address
on the directly connected network located olMAB. With the Netmask, the
Firewall/SIParatoknows the range of IP addresses that are connected. The Static
Routing contains the Default Gatewdgrmation to ensure connectivity to the
Internet.

e Basic SIP § SIP |, Virtual Private | Quality of | Logging

Networksand  Default Al Interface
Computers  Gafeways Interfaces VLAN Eth0 Eth2 Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF (& Automatic negotiation
This interface is: &) On O Off (O DHCP client ON O 100 Mbit/s, full duplex
Interface name: O PPPoE client ON © 100 Mbit/s, half duplex

O 10 Mbit/'s, full duplex

outside
10 Mbit's, half duplex

Directly Connected Networks (Help)
DNS Name Network | Broadcast | VLAN VLAN

N IP Add Netmask / Bit: . Delet
ame or IP Address ress etmas s Address Address Id Name Sets
outside 51.51.51.254 51.51.51.254 (255 255 255 0 51.51.51.0|51.51.51.255 - il

Alias (Help)

Below are the ranges from which you can select aliases.
51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete

Add new rows 1 TOWS.

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address | Netmask / Bits or IP Address IP Address
defautt — 5151511 5151511 |
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3.3 Routed LAN Network

Here is an example of Routed Networks on the LAN side of the Ingate
Firewall/SIParatorIn this example there is a router located on the LAN to direct traffic
to anotler network.

Routed LAN Network

Internet

/ Dlrectly

ST EE 51 51.51. 0;24 """"""" ]

\ Network /

m_ﬂ_ ------------ NN _r" >
o Ingate IP: F 41— —
51 51.51. 254 !

- ] " ._: :' Ingate IP: “\
(10.51.10.0/24 [ 10.91.74. 10 51.77. 1 F \
. A A f\ . o e ian \
Routed . \

Network ;. Directly /

i A Connected
10 51.77. 254 A S Network /

3.3.1 Network & Computers

This example shows thewetks defined on each interfadée LAN has a range of IP

addresses from 10.51.77.0 to 10.51.7XNM5510.51.10.0 to 10.51.10.255 associated

with oinside hagarange oblP addrdsses froMvB.MNO.0 to

255.255. 255,255 associated with ooutside (
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L Basic sie | SIP .. Virtual Private | Quality of | Logging

ST Default Interface
(T Gatewoys Inferfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgroup e Interface/VLAN Delete
DNS Name DNS Name
or IP Address RS or IP Address AESS ddress
+ [ITsP_iP |1- ~|[o000 10000 255.255.255.255 | outside (eth1 untagged)  ~|| O]
+ [LAN |- ~|[1051100 | 1051.10.0 10.51.10.255 | inside (ethQ untagged) || (]
|- V||1[],51,77,[] ‘ 10.51.77.0 10.51.77.255 ‘lnsme (eth0 untagged) V| ]
+ [Mitel I[- |10 5177 200 |10s1772000 [- =]
+ [WAN |1- ~|[o000 10000 127.0.0.0 Loutside (eth1 untagged)  v| [
|- V| |127,0,D,2 ‘ 127.002 255255255255 ‘uutsme {eth1 untagged) V| O
3.3.2 Inside (EthO) Interface
The oOinside (EthO0)déd interfac@NEdFE t he

addresses on theatitly connected network located on the LAN. With theaa&sk for

each address, the Firewall/SIParetomvs the range of IP addresses that are connected.
There is also Static Routing required to direct traffic to 10.51.10.0/24 Network to the

router locagdat10.51.77.254.

Pagel lof 24

ngat



