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Ingate Firewall/SIParator version: 4.6.2
Document version: 1.1

How to configure Ingate Firewall/SIParator for
IPsec connections with NAT

You might want to NAT the traffic through an IPsec tunnel. A reason for wanting this could
be that the networks on each side of the tunnel clash, thus making routing decisions tricky.

In this example we assume that computers on one side (client side) wants to contact servers
on the other side of the tunnel (server side). The configuration needed for this is presented
here.

NB! If the IPsec peer is not an Ingate unit, some settings might differ from what is shown
here. The primary setting which will not look the same is which networks are involved in
the IPsec negotiation. The local networks (sharing the same IP interval) will never be used
in the negotiation; only the IP addresses used to NAT the traffic.

Client Side

On the client side, the IPsec connection must be defined, and rules to allow traffic going
through the tunnel to the server side.

IPsec Peers

Start on thdPsec Peergage undeVirtual Private Networks , where you define the IP
addresses between which the VPN connection should be established. You also define how
the VPN peers should authenticate themselves to each other.

UnderAuthentication:Type, select authentication with a Preshared secret or X.509
certificates. To use X.509 certificates, either both units must be able to sign their own
certificates, or you must have access to a CA server which will sign certificate requests. If
you have your own CA server, you can upload its certificate to the firewall/SIParator and
then trust all certificates signed by that CA (select Trusted CA).

Underinfo, enter the secret or upload the certificate that should be used for authentication.
If you use certificates, you should upload the other unit’s certificate here, not the
firewall/SIParator’s own one.

UnderLocal side select a public IP address of the firewall/SIParator, and enter a public IP
address of the other VPN gateway unB&mote side

Select On undestatus select Off undeRADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both VPN peers.
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[T IPsec  IPsec  X.509  Authentication IPsec PPTP PPTP
TI Tunnels Seffings Cerfificates  Server  Status Status

IPsec Peers
Please define the tunnels between this Ingate Firewall and the remote IPsec peers.

For a Road Warrior setup, where the IP address of the remote IPsec peerisn't known or may vary, please enter ™" as the remote side

Remote side
ISAKMP —
P DNS
EdE Name ||Subgroup [Status Local side name P RADIUS [Blacklist| . I“?Y
Row Dynamic lifetime Type
orIP address (seconds)
address

[~ |* Boston | On Outside 13.7322 13.7.322||Off 3600 Preshared||h

(193.12.253.115) secret C

IPsec Tunnels
Next, go to thdPsec Tunnelspage and enter the networks which will use the IPsec tunnel.

In thelPsec Networkstable, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the IP address or addresses used
by the IPsec peer for NATing traffic for its local network.

As the two networks clash, you can’t define the remote network directly here. Instead, the
local computers need to contact an IP address on the peer outside. The peer then forwards
the traffic to the server.

IPsec Networks (Help)

DNS
Edit Row Name name or Network address |[Netmask [ bits| |Delete Row
network address
||- |Boston side |13.?.3_22 |13.?.322 |32 ||-
||- ‘Home network ‘10.4?.0_0 |10_4?_0_0 |15 ||-

Then, create a new row in thBsec Tunnelstable. UndeiPeer, select the newly created
IPsec peer.

UnderLocal network, select Network as thaddress typeand the local network
(connected to the firewall/SIParator) that you defined below uNdéwrork.

UnderRemote network select Network and the network defined below, which consists of
the IP address(es) connected to the remote firewall/SIParator.

Select to NAT as the outside IP address (the one selected diRdbe Peerpage.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec IPsec  X.509  Authentication IPsec PPIP PPTP
Peers Settings (Cerfificates  Server  Stafus Status

IPsec Tunnels (Help)

| Local network | Remote network (IPsec key
Edit - lifetime Encryption Delete
Address Address
Row Network NAT as Network [(seconds, Row
type type optional)
[~ |* Boston |Metwork |Home Outside Metwork |Boston  ([1800 AESBEDES || [
network [[{193.12.253.115) side
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Networks and Computers

Go toNetworks and ComputersunderNetwork to create network groups for the
networks that will use the IPsec tunnel. These are used for building rules for the IPsec
traffic.

The network on the server side of the IPsec tunnel must consist of the IP address(es) that
are used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN .

Networks ond [RECT Al Interface
Gaiawmrs Interfoces NAT VLAN EthO Ethl Eth? Eth3 Ethd EthS Ethe Eth? Stalus PPPoE

Networks and Computers

A _p Upper limit
Lower limit ffor IP ranges)
Edit Delet
Name Subgroup ONS Inte rface/ VLAN elete
Row name P DNS name R Row
orlP |address | or IP address
address
r |+ Boston VPN endpoint |' |J-3-3"-3-22 |-]-3-;'-3-22 | i ||_
I~ % ntemet - 0.00.0 [[0.0.0.0 |[255.255.255.255[255.255.255.255 [External {ethl || [~
untagged)
™ |* office network - 10.47.0.0/[10.47.0.0 [10.47.255.255 |[1047255255 (nternal (etho || [~
untagged)

Go to theRulespage and create rules to let traffic through the IPsec tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the local network und@iient. Select the IPsec peer under IPsec peerand the
peer’s network undeBerver. Create rules like this for the services that should be allowed
to the server side.

Mldurs DHCP Services Protocols Time Clusses

Relay
Rules
From To
Edit |Rule |Rule Tii Delet
" " Client |IPsec | Server |IPsec Direction Service |Action ime | Log Comment elete
Row | no. |State class||class Row
peer peer
[~ |1 On ||Office |- Boston |[Boston [Internal -> (VPN) fwww  |Allow [24/7 ||Local I~
network VPN
endpoint
I~ |2 On ||Office |- Boston |[Boston [internal -> (VPN) [fip Allow 247 ||Local I~
netwark VPN
endpoint

Save/Load Configuration

Finally, go to theSave/Load Configurationpage undeAdministration and apply the
new settings by pressingpply configuration.
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Save/Load Show User
CITGINR Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

IED seconds

Apply configuration

When the configuration has been applied, you should save a backup to fileSBvess
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

Save config to CLI file | Load CLI file | Localﬁle:l Browse... |

Server Side

On the server side, the IPsec connection must be defined, and relays to forward the received
traffic to the servers on the inside.

IPsec Peers

Start on thdPsec Peergpage undeVirtual Private Networks , where you define the IP
addresses between which the VPN connection should be established. You also define how
the VPN peers should authenticate themselves to each other.

UnderAuthentication: Type, select authentication with a Preshared secret or X.509
certificates. To use X.509 certificates, either both units must be able to sign their own
certificates, or you must have access to a CA server which will sign certificate requests. If
you have your own CA server, you can upload its certificate to the firewall/SIParator and
then trust all certificates signed by that CA (select Trusted CA).

Underinfo, enter the secret or upload the certificate that should be used for authentication.
If you use certificates, you should upload the other unit’s certificate here, not the
firewall/SIParator’s own one.

UnderLocal side select a public IP address of the firewall/SIParator, and enter a public IP
address of the other VPN gateway unB&mote side

Select On unde®tatus select Off undeRADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both VPN peers.
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IPsec Peers
Flease define the tunnels between this Ingate Firewall and the remote IPsec peers.

Fora Road Warrior setup, where the IP address of the remote IPsec peer isn't known or may vary, please enter *** as the rem

Remote side ISAKMP
Edit ) i key
Mame |Subgroup||Status||Localside | pmys name RADIUS|Blacklist|| .
Row Dynamic | IPaddress lifetime
or IP address (seconds
™ |+ seatie On  |Dutside |[193.12.253.115 193.12.253.115 |Off 3600
(13.7.3.22)

IPsec Tunnels
Next, go to thdPsec Tunnelspage and enter the networks which will use the IPsec tunnel.

In thelPsec Networkstable, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the IP address or addresses used
by the IPsec peer for NATing traffic from its local network.

As the two networks clash, you can’t define the remote network directly here. Instead, use
the IP address from which the traffic seems to be sent.

IPsec Networks (Help)

DNS
Edit Row Mame MAME Or |y etwork address Netmask [ bits |Delete Row
network address
||— |Home network ‘10.4?.0_0 |10.4:r'.0.u |15 ||—
||— |Se:m|e side ‘193.12_253.115 |193.12_253.115 |32 ||—

Then, create a new row in thiBsec Tunnelstable. UndelPeer, select the newly created
IPsec peer.

UnderLocal network, select Network as thaddress typeand the local network
(connected to the firewall/SIParator) that you defined below uNdéwrork.

UnderRemote network select Network and the network defined below, which consists of
the IP address(es) connected to the remote firewall/SIParator.

Select to NAT as the outside IP address (the one selected dtRgbe Peergage.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec IPsec  X.509  Avuthenfication IPsec PPTP PPTP
Peers Seftings Cerfificates  Server  Status Status

IPsec Tunnels (Help)

| Local network | Remote network |[IPsec key
Edit Peer lifetime Encryption Delete
Row A Network | NATas bl Network [(Seconds, Row
type type optional)
[T |+ seattle/|Network |Home Outside MNetwork ||Seattle AESSBDES || [
network [(13.7.3.22) side
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Networks and Computers

Go toNetworks and ComputersunderNetwork to create a network group for the remote
network that will use the IPsec tunnel. This will be used to define which computers can use
the relay that will forward traffic to the inside servers.

The network on the client side of the IPsec tunnel must consist of the IP address(es) that are
used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN .

Networks ond [RECT Al Inferface
Gaiwmrs Interfoces NAT VLAN Eth0 Ethl Eth2 Eth3 Stalus PPPoE

Networks and Computers

Lower limit Upper limit
Edit {for IP ranges) Delete
Name Subgroup Interface/VLAN
. DNS name IP address DNS name IP address Row
or IP address or IP address

I_ * Internet = 0.0.0.0 0.0.0.0 255.255.255.255/|255.255.255.255 |External (ethl |_
untagged)

I_ * Office network = 10.47.0.0 10.47.0.0 10.47.255.255 10.47.255.255 Internal (eth0 |_
untagged)

r |+ Seatle VpNendpoim|- |193.12_253.115 193.12.253.115 - ||—

Relays

Go to theRelayspage and create relays to forward traffic from the IPsec tunnel to the
inside servers.

Select to Listen to an IP address on the outside. This IP address must be listed among the IP
addresses for which the client side makes the IPsec negotiation.

Enter the IP address and port for the server uiiday to and select the appropriate relay
type. Select the IPsec peer undlesec peerand the client network undé&tetwork.

M IIITIE: Services Protocols Time Closses

Relays
Listen to ... Relay to ... ol 2 T T
from ...
Edit DNS Relay Time || Log |Delete
Row type class [class | Row
P Port name P Port Network IPsec
address or IP address peer
address
[~ ||Outside B0 |10474.38||1047438|80 |[TCP ||Seattle |Seattle|24/7 |Local ([
(13.7.3.22) relay |WVPN
endpoint
[T |Cutside 21 (1047475 104747521 [FTP [Seattle ||Seattle|[24/7 ([Local |[™
(13.7.3.22) relay ||WPMN
endpoint

Save/Load Configuration

Finally, go to theSave/Load Configurationpage undeAdministration and apply the
new settings by pressingpply configuration.



Configuration Aid To Ingate Firewall/SIParator - How to Set Up an IPsec Connection with
NAT

Save/Load Show User
CITGINR Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

IED seconds

Apply configuration

When the configuration has been applied, you should save a backup to fileSBvess
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

Save config to CLI file | Load CLI file | Localﬁle:l Browse... |

IPsec Connection With NAT, Client Side has a
Dynamic IP Address

You might want to NAT the traffic through an IPsec tunnel. A reason for wanting this could
be that the networks on each side of the tunnel clash, thus making routing decisions tricky.

In this example we assume that computers on one side (client side) wants to contact servers
on the other side of the tunnel (server side), and that the IPsec peer of the client side has a
dynamic IP address. The configuration needed for this is presented here.

NB! If the IPsec peer is not an Ingate unit, some settings might differ from what is shown
here. The primary setting which will not look the same is which networks are involved in
the IPsec negotiation. The local networks (sharing the same IP interval) will never be used
in the negotiation; only the IP addresses used to NAT the traffic.

Client Side

On the client side, the IPsec connection must be defined, and rules to allow traffic going
through the tunnel to the server side.

Certificates;

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate or(bsificates page.

Add a new row to thé’rivate Certificatestable and enter a name for this certificate. Press
Create new
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Private Certificates (Help)
| Mame Certificate | Information |De|ete
IVPN cert Create New Import | View/Download | i'::f :?é::ﬂ:‘;’?é’ﬁﬁ;fﬂm r
MD5

Fingerprint: COtEF:19:99:1 C4E:3C:94:C0:08:F8:37: AD:S5E:41 EQ
Valid to: 2009-07-24 11:53:57

Enter information about the firewall/SIParator in the form, and pB¥ssite a self-signed
X.5009 certificate

Create Certificate or Certificate Request
Fill in the certificate data for "WPN cert” below, then create either a certificate or a certificate request.

After generating a certificate request, and having it sianed by a signing authority, the cerificate must be imported to the firewall.

Expire in (days): Country code (C): Organization (0):

. |355 | |

Common Mame (CN):  Statefprovince (ST):  Organizational Unit (OU):

* Icme.ingate.cum I I

Email address Localityftown (L):
If you generate several cerificates with identical data you should make sure Below you can enter an optional challenge password for
they have different serial numbers. certificate requests.

R Challenge password: I

* I Challenge password again: I

Fields marked with ™" are mandatory.

Create a self-signed X.509 certificate | Create an X.509 certificate request I Abort |

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on lRsec Peergage of the other unit.

IPsec Certificates

Go tolPsec CertificatesunderVirtual Private Networks and select that the
firewall/SIParator should use the newly created certificate for IPsec negotiations.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos [CILIT0 G Settings  Server  Status PPTP Status

Local X.509 Certificate (Help) IPsec CA Certificates (Help)

Use this certificate for IPsec: l_
CA |[Zlelete

| VPN cert ~|

Add new rows ||1_rnw5.

10
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IPsec Peers

Go to thelPsec Peergage unde¥irtual Private Networks , where you define the IP
addresses between which the IPsec connection should be established. You also define how
the IPsec peers should authenticate themselves to each other.

UnderAuthentication:Type, select X.509 certificates.
Underinfo, upload theotherunit’s certificate.

UnderLocal side select the interface with the dynamic IP address, and enter a public IP
address of the other IPsec gateway urigemote side

Select On unde$tatus, select Off undeRADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

IPsec Peers
Please define the tunnels between this Ingate Firewall and the remote IPsec peers.

Fora Road Warrior setup, where the IP address of the remote IPsec peer isn't known or may vary, please enter " as the remw

Remote Side ISAKMP
Local Key
Edit MName Subgroup (Status . DNS N RADIUS |Blacklist | . .
Side AME N pynamic | IP Address Lifetime
or IP Address (seconds)
I~ [ * main office | On |intemet |88.131.69.205 |No 88.131.69.205 |Off 3600
(ethl)
Authentication
Delete
Type Info

|J{.5D9 certificate ~|| Change/View | ™

IPsec Tunnels
Next, go to thdPsec Tunnelspage and enter the networks which will use the IPsec tunnel.
In thelPsec Networkstable, define the networks that will connect through the IPsec

tunnel. You must define the local office network as well as the IP address or addresses used
by the IPsec peer for NATing traffic for its local network.

As the two networks clash, you can'’t define the remote network directly here. Instead, the
local computers need to contact an IP address on the peer outside. The peer then forwards
the traffic to the server.

11
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IPsec Networks (Help)
DMS M
Edit Name ame or Metwork Address |Netmask / Bits |Delete
Network Address
|_ LAM 192.168.0.0 192.168.0.0 24 |_
|_ Remote side [88.131.69.205 88.131.69.205 32 |_

Then, create a new row in thBsec Tunnelstable. UndeiPeer, select the newly created
IPsec peer.

UnderLocal network, select Network as tha&ddress typeand the local network
(connected to the firewall/SIParator) that you defined below uNdérork.

UnderRemote network select Network and the network defined below, which consists of
the IP address(es) connected to the remote firewall/SIParator.

Select to NAT as the outside IP address (the one selected tRsbe Peergpage.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec Tunnels (Help)

Local Network Remote Network | IPsec
Key
Edit Peer Address NAT |Address Lifetime |[Encryption |Delete
Network Network |(secomds,
Type As Type 0
optional)
7 |+ Mmain office [Network  [LAN Internet |Metwork ||Remote AESSDES ([
(ethl) side

Networks and Computers

Go toNetworks and ComputersunderNetwork to create network groups for the
networks that will use the IPsec tunnel. These are used for building rules for the IPsec
traffic.

The network on the server side of the IPsec tunnel must consist of the IP address(es) that
are used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN .

12
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Computers

NAT
Networks and JE (T All Inferface
Gateways Interfaces NAT VLAN EthO Eth1 Eth? Eth3  Status  PPPoE
Networks and Computers
L Upper Limit
Lower Limit for IP ranges)
Mame Subgroup Interface VLAN |(Delete
DNS Name IP Address DNS Name IP Address
or IP Address or IP Address
+ AN 192.168.0.0 ||192.168.0.0 |(192.168.0.255/{192.168.0.255 [Ethernet? (eth2 |[—
untagged)
|ss.131.59205 88.131.69.205 ||—

I_ |+ Remote VPN |'

Rules
Go to theRulespage and create rules to let traffic through the IPsec tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the local network und@lient. Select the IPsec peer under IPsec peerand the
peer’s network undeBerver. Create rules like this for the services that should be allowed
to the server side.

Rules
From To
Rule |Rule Time | Log
Edit Client||IPsec |Server |[IPsec Direction Service |Action Comment |Delete
No. [State Class|[Class
Peer Peer
| P On  ||LAM Remaote |Main |[Ethernet2 -= (VPN) [pop3 Allow |24/7 ||Local r
VPM office

Save/Load Configuration

Finally, go to theSave/Load Configurationpage undeAdministration and apply the
new settings by pressimpply configuration.

Save/Load
T Configuration Administration U

Show

User

Test Run and Apply Conf (Help)
Duration of limited test mode:

|3[] seconds

Apply configuration

When the configuration has been applied, you should save a backup to fileSBvess
config to CLI file to save the configuration.

13
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Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

Save config to CLI file | Load CLI file | Localﬁle:l Browse... |

Server Side

On the server side, the IPsec connection must be defined, and relays to forward the received
traffic to the servers on the inside.

Certificates;

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate orCbsificates page.

Add a new row to thé’rivate Certificatestable and enter a name for this certificate. Press
Create new

Private Certificates (Help)

Edit | Name Certificate | Information |De|ete
= IVPN cert Create New Import View/Download | ;S”t'jeft =R O r
ssuer: (CH=vpn.ingate.com

MD5
Fingerprint: A1:D7:A3:07:43:6C07:7D:F0:06:61 :7A: CA:BE 48:C9
Valid to: 2009-07-24 11:47:47

Enter information about the firewall/SIParator in the form, and p@sste a self-signed
X.509 certificate

Create Certificate or Certificate Request
Fill in the certificate data for "WPN cert” below, then create either a certificate or a certificate request.

After generating a cerificate request, and having it signed by a signing authority, the cenificate must be imponed to the firewall.

Expire in (days): Country code (C): Organization (0):

* |355 | |

Common Mame (CH):  Statefprovince (ST):  Organizational Unit (OU);

* van.ingate.cam I I

Email address Localityftown (L):
If you generate several certificates with identical data you should make sure Below you can enter an optional challenge password for
they have different serial numbers. certificate requests.

e Challenge passwaord: I

* I Challenge password again: I

Fields marked with ™" are mandatory.

Create a self-signed X.509 certificate | Create an X.509 certificate request I Abort |

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on lRsec Peergage of the other unit.

14



Configuration Aid To Ingate Firewall/SIParator - How to Set Up an IPsec Connection with
NAT

IPsec Certificates

Go tolPsec CertificatesunderVirtual Private Networks and select that the
firewall/SIParator should use the newly created certificate for IPsec negotiations.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos [CILIT0 G Settings  Server  Status PPTP Status
|

Local X.509 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate far IPsec:

IE|DE|'EIE
| VPN cert ~|

Add new rows ||1—rnw5.

IPsec Peers

Go to thelPsec Peergpage unde¥irtual Private Networks , where you define the IP
addresses between which the IPsec connection should be established. You also define how
the IPsec peers should authenticate themselves to each other.

UnderAuthentication: Type, select X.509 certificates.
Underinfo, upload theotherunit's certificate.

UnderLocal side, select the interface with the public IP address. UrRlemote side enter
* which means that the peer has a dynamic IP address..

Select On undestatus, select Off undeRADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

IPsec Peers
Please define the tunnels between this Ingate Firewall and the remote IPsec peers.

Fora Road Warrior setup, where the IP address of the remote IPsec peer isn't known or may vary, please enter " as the ren

Remote Side [
EAKMP
DNS Key
Edit Name Subgroup [Status | LocalSide Name P RADIUS Blacklist| . .
Dynamic Lifetime
or IP Address (seconds)
Address
[ [* Branch office!|” On Internet ki Mo b Off 3600
(88.131.69.205)

15
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Authentication

Delete
Type Info

.||K.5EJEI certificate j Change/View | r

IPsec Tunnels

On thelPsec Tunnelspage, create a new row in thiesec Tunnelstable. UndeiPeer,
select the newly created IPsec peer.

UnderLocal network, select Local side address as thadress type
UnderRemote network select Remote side address.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec Tunnels (Help)

Local Metwork Remote Network | IP5ec
Key
Edit Peer Address NAT |Address Lifetime |Encryption |Delete
Metwork Network |(seconds,
Type As Type .
optional)
I~ ||'*¥ Branch office/|Local - - Remote |- AESSBDES ([T
side side
address address

Networks and Computers

Go toNetworks and ComputersunderNetwork to create a network group for the remote
network that will use the VPN tunnel. This will be used to define which computers can use
the relay that will forward traffic to the inside servers.

The network on the client side of the VPN tunnel must consist of the IP address that is used
to NAT the traffic on that side. As this IP address is dynamic, all IP addresses need to be
included in the network.

Select "-" undeinterface/VLAN .

16
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NAT
Networks and Computers
.. Upper Limit
Lower Limit (for IP ranges)
. DNS
Edit ([Mame |Subgroup Interface/VLAN (Delete
Mame IP DNS Name IP Address
or IP |Address | or IP Address
Address
|_ + Al 0.0.0.0 0.0.0.0 255255255 255(|255.255. 255255 |_
Relays

Go to theRelayspage and create relays to forward traffic from the IPsec tunnel to the

inside servers.

Select to Listen to an IP address on the outside. This IP address must be listed among the IP
addresses for which the client side makes the IPsec negotiation.

Enter the IP address and port for the server uiiday to and select the appropriate relay
type. Select the IPsec peer undlesec peerand the client network und&etwork.

Relays (Help)
Allow A
Listen To ... Relay To ... ;:rm:cess -
T C t-- t
. Relay Srmeat® | rime Log
Edit for Delete
DNS Name Type IPsec Class |Class
IP Address |Port or IP IP Address ||Port Metwork TLS/S5L
Peer
Address
[T ||Internet 110 (192.168.0.33(192.168.0.33 |110 ||TCP port ||All Branch |- 24/7 ||Local ([
(88.131.69.205) forwarding office

Save/Load Configuration

Finally, go to theSave/Load Configurationpage undeAdministration and apply the
new settings by pressingpply configuration.

Save/Load

Show
CIVTGINR Configuration Administration U

User

Test Run and Apply Conf (Help)
Duration of limited test mode:

IED seconds

Apply configuration

When the configuration has been applied, you should save a backup to fileSBvess
config to CLI file to save the configuration.
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Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLIfile.

Save config to CLI file | Load CLI file | Local file: |

Browse... |

IPsec Connection With NAT, Server Side has
a Dynamic IP Address

You might want to NAT the traffic through an IPsec tunnel. A reason for wanting this could
be that the networks on each side of the tunnel clash, thus making routing decisions tricky.

NAT

In this example we assume that computers on one side (client side) wants to contact servers
on the other side of the tunnel (server side), and that the IPsec peer of the server side has a

dynamic IP address. The configuration needed for this is presented here.

NB! If the IPsec peer is not an Ingate unit, some settings might differ from what is shown
here. The primary setting which will not look the same is which networks are involved in
the IPsec negotiation. The local networks (sharing the same IP interval) will never be used
in the negotiation; instead the IP addresses used to NAT the traffic are used.

Server Side

On the server side, the IPsec connection must be defined, and relays to forward the received
traffic to the servers on the inside.

As the server side has a dynamic public IP address, it is not possible to make the client side
use this address when contacting servers. Instead, you need to set up an extra IP network on
the inside, just for forwarding traffic to the inside servers.

In this example, the common network for both sides is 192.168.0.0/24, and the extra IP
network on the server side is 172.16.20.0/24.

Interface

Go toInterface and create a new network for the traffic forwarding in Bieectly
Connected Networkstable.

Directly Connected Networks (Help)

DHS N
. ame Metmask | Metwork Broadcast |VLAM [VLAMN
Edit | Name or IP IP Address . Delete
Address [ Bits Address Address id ||[Mame
I- LAaM 192.168.0.1/|]192.168.0.1|[24 192.168.0.0/[{192.168.0.255 |_
|_ relanat|172.16.20.1 |172.16.20.1 |24 172.16200|172.1620255 |_

In the Alias table, add alias |IP addresses for the server that should be reachable over the
IPsec connection.
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Alias (Help)
Below are the ranges from which you can select aliases.

172.16.20.1-172.16.20.254
192.168.0.1-192.168.0.254

DHS Name
or IP Address

[T |FTP-server |172.1620.34 (172.16.2034 ([

Edit Mame IP Address |Delete

[7 ||pop3-server||172.16.20.33 |172.16.2033 |[

Certificates;
As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate orCbsificates page.

Add a new row to thé’rivate Certificatestable and enter a name for this certificate. Press
Create new
Private Certificates (Help)

| MName Certificate | Information |De|ete
IVF’N cert Create New || Import || View/Download | subject: fCN=home.ingate.com r
Issuer: /[CH=home.ingate.com

MD5
Fingerprint: COtEF:19:99:1 C4E:3C:94:C0:08:F8:37: AD:5E:41 . EQ
Valid to: 2009-07-24 11:53:57

Enter information about the firewall/SIParator in the form, and p@asste a self-signed
X.509 certificate

Create Certificate or Certificate Request
Fill in the certificate data for "WPN cert” below, then create either a certificate or a certificate request.

After generating a cerificate request, and having it signed by a signing authority, the cenificate must be imponed to the firewall.

Expire in (days): Country code (C): Organization (0):

* |355 | |

Common Mame (CH):  Statefprovince (ST):  Organizational Unit (OU);

* Iome.ingate.cum I I

Email address Localityftown (L):

If you generate several certificates with identical data you should make sure
they have different serial numbers.

Below you can enter an optional challenge password for
certificate requests.

e Challenge passwaord: I

* I Challenge password again: I

Fields marked with ™" are mandatory.

Create a self-signed X.509 certificate Create an X.509 certificate request Abort
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When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on lRsec Peergage of the other unit.

IPsec Certificates

Go tolPsec CertificatesunderVirtual Private Networks and select that the
firewall/SIParator should use the newly created certificate for IPsec negotiations.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos [CILIT0 G Settings  Server  Status PPTP Status

Local X.509 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate for IPsec:

IE|DE|'EIE
| VPN cert ~|

Add new rows ||1_rnw5.

IPsec Peers

Go to thelPsec Peergpage unde¥irtual Private Networks , where you define the IP
addresses between which the IPsec connection should be established. You also define how
the IPsec peers should authenticate themselves to each other.

UnderAuthentication:Type, select X.509 certificates.
Underinfo, upload theotherunit's certificate.

UnderLocal side, select the interface with the dynamic IP address, and enter a public IP
address of the other IPsec gateway urigemote side

Select On undestatus, select Off undeRADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

IPsec Peers
Please define the tunnels between this Ingate Firewall and the remote IPsec peers.

Fora Road Warrior setup, where the IP address of the remaote IPsec peer isn't known or may vary, please enter " as the remw

Remote Side ISAKMP ‘
Local Key
Edit Mame Subgroup (Status . DNS N RADIUS |Blacklist | .
Side AME N Dynamic | IP Address Lifetime
or IP Address (seconds)
I~ [ * Main office | On |internet|88.131.69.205 |No 88.131.69.205 |Off 3600
(ethl)
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Authentication

Delete
Type Info

.||K.5EJEI certificate j Change/View | r

IPsec Tunnels
Next, go to thdPsec Tunnelspage and enter the networks which will use the IPsec tunnel.

In theIPsec Networkstable, define the networks that will connect through the IPsec
tunnel. Define the extra network that was created for the servers.

As the two office networks clash, you can't define the remote network directly here.
Instead, the IP address from which the traffic seems to be sent will be used directly in the
IPsec Tunnelstable.

IPsec Networks (Help)

DMNS M
Edit Name ame or Network Address [Netmask / Bits [Delete
Metwork Address

7 |Relay network (172.16.20.0 172.16.20.0 24 I

Then, create a new row in thBsec Tunnelstable. UndeiPeer, select the newly created
IPsec peer.

UnderLocal network, select Network as thaddress typeand the server network that you
defined below undexetwork.

UnderRemote network select Remote side address.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec Tunnels (Help)

Local Network Remote Network | IPsec
Key
Edit Peer Address NAT |Address Lifetime ||[Encryption |Delete
Network Network||(secomnds,
Type As Type q
optional)
7 [* main office |Network |Relay - Remote |- AESSDES ([
network side
address
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Networks and Computers

Go toNetworks and ComputersunderNetwork to create a network group for the remote
network that will use the IPsec tunnel. This will be used to define which computers can use
the relay that will forward traffic to the inside servers.

The network on the client side of the IPsec tunnel must consist of the IP address(es) that are
used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN .

Networks and Computers

Lower Limit Upper Limit
(for IP ranges)
Edit Name Subgroup Interface/VLAN |Delete
DNS Name IP Address DNS Name IP Address
or IP Address or IP Address
|_ + AN = 192.168.0.0 192.168.0.0 192.168.0.255|192.168.0.255 [Ethernet? (eth2 |_
untagged)
||— |+ Remate IP | |88.l3l.59.205 88.131.69.205 - ||—

Relays

Go to theRelayspage and create relays to forward traffic from the IPsec tunnel to the
inside servers.

Select to Listen to an IP address on the server network. This IP address must be listed
among the IP addresses for which the client side makes the IPsec negotiation.

Enter the IP address and port for the server uitiday to and select the appropriate relay
type. Select the IPsec peer undlesec peerand the client network und@&etwork.

Relays (Help)
Allow A
Listen To ... Relay To ... wAccess
From ... Certificate |_.
N Relay Time | Log
Edit DNS Name T for Cla la Delete
ype IPsec 55|Class
IP Address ||Port or IP IP Address |Port Network TLS/55L
Peer
Address
[~ ||FTP-server 21 |192.168.0.34(|192.168.0.34 |21 [FTP relay ||Remote |Main |- 24/7 ||Local || [
(172.16.20.34) IP office
[~ ||pop3-server ||110 |192.168.0.33||192.168.0.33(110 |TCP port ||Remote |Main ||- 24/7 ||Local || [
(172.1620.33) forwarding ||IP office

Save/Load Configuration

Finally, go to theSave/Load Configurationpage undeAdministration and apply the
new settings by pressingpply configuration.
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Save/Load Show User
TGN Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

|3[] seconds

Apply configuration

When the configuration has been applied, you should save a backup to fileSBvess
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

Save config to CLI file | Load CLI file | LocaIﬁIE:I Browse... |

Client Side

On the client side, the IPsec connection must be defined, and rules to allow traffic going
through the tunnel to the server side.

Certificates;

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate orCbsificates page.

Add a new row to thé’rivate Certificatestable and enter a name for this certificate. Press
Create new

Private Certificates (Help)

Edit | Name Certificate | Information |De|ete
= IVPN cert Create New Import View/Download | ;S”t'jeft =R O r
ssuer: (CH=vpn.ingate.com

MD5
Fingerprint: A1:D7:A3:07:43:6C07:7D:F0:06:61 :7A: CA:BE 48:C9
Valid to: 2009-07-24 11:47:47

Enter information about the firewall/SIParator in the form, and p@¥ssite a self-signed
X.509 certificate
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Create Certificate or Certificate Request
Fill in the certificate data for "WVPN cert” below, then create either a certificate or a certificate request.

After generating a cerificate request, and having it signed by a signing authority, the cerificate must be impored to the firewall.

Expire in (days): Country code (C): Crganization (0);

* 365 | |

Common Name (CMN):  Statefprovince (ST):  Organizational Unit (OU]):

* I\vpn.ingate.ccm I I

Email address Locality/town (L):
If you generate several certificates with identical data you should make sure Below you can enter an optional challenge password for
they have different serial numbers. certificate requests.
Serial number:
Challenge password: I

* I Challenge password again: I

Fields marked with ** are mandatory.

Create a self-signed X.509 certificate | Create an X.509 certificate request I Abort |

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on lRsec Peergage of the other unit.

IPsec Certificates

Go tolPsec CertificatesunderVirtual Private Networks and select that the
firewall/SIParator should use the newly created certificate for IPsec negotiations.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos LCILII0ICHN Seftings  Server  Status PPTP Status

Local X.509 Certificate (Help) IPsec CA Certificates (Help)

Use this certificate for IPsec: I_
CA |[Zle|ete

| VPN cert ¥

Add new rows | 1 rows.

IPsec Peers

Go to thelPsec Peergage undeVirtual Private Networks , where you define the IP
addresses between which the IPsec connection should be established. You also define how
the IPsec peers should authenticate themselves to each other.

UnderAuthentication:Type, select X.509 certificates.
Underinfo, upload theotherunit’s certificate.

UnderLocal side select the interface with the public IP address. UrRlemote side enter
' which means that the peer has a dynamic IP address..
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Select On undestatus select Off undeRADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

IPsec Peers
Please define the tunnels between this Ingate Firewall and the remote IPsec peers.

Fora Road Warrior setup, where the IP address of the remote IPsec peer isn't known or may vary, please enter *** as the rem

Remote Side [
ISAKMP
DNS Key
Edit Name Subgroup [Status | LocalSide Name P RADIUS Blacklist| . .
Dynamic Lifetime
or IP Address Rt
Address
[~ | * Branch office | On Internet B Mo E Off 3600
(88.131.69.205)
Authentication
Delete
Ty pe Info
| X.500 certificate ~ ~|| Change/View ||/~

IPsec Tunnels

Next, go to thdPsec Tunnelspage and enter the networks which will use the IPsec tunnel.
In theIPsec Networkstable, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the remote server network.

IPsec Networks (Help)

DMNS N
Edit | Name ame or Metwork Address ([Netmask / Bits (Delete
Metwork Address
|_ LAN 192.168.0.0 192 .168.0.0 24 |_
|_ Servers|(172.16.20.0 172.16.20.0 24 |_

Then, create a new row in thBsec Tunnelstable. UndeiPeer, select the newly created
IPsec peer.

UnderLocal network, select Network as th@ddress typeand the local network
(connected to the firewall/SIParator) that you defined below uNdéwrork.

UnderRemote network select Network and the network defined below, which consists of
the IP address(es) connected to the remote firewall/SIParator.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.
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Select AES/3DES as encryption algorithm.

IPsec Tunnels (Help)

NAT

Local Network Remote Network || 1PS€C
Key
Edit Peer Address Address Lifetime ||Encryption |Delete
Network MAT As Network [(seconds,
Type Type q
optional)
[T |* Branch office |Metwork [[LAN Internet Metwork | [Servers AESEDES ([T
(88.131.69.205)

Networks and Computers

Go toNetworks and ComputersunderNetwork to create network groups for the
networks that will use the IPsec tunnel. These are used for building rules for the IPsec

traffic.

The network on the server side of the IPsec tunnel must be the extra server network. This
network must have "-" selected undaterface/VLAN .

Networks and Computers

| r |+ Senver netwark |

|l?2.lE-.2CI.U 172.16.20.0/(172.16.20.255 [172.16.20.255 |-

.. Upper Limit
Lower Limit (for IP ranges)
Edit Name Subgroup |DNS Name DNS N Interface/VLAN ||Delete
or IP IP Address ame IP Address
Address or IP Address
|_ + AN 192.168.0.0 (192.168.0.0(|192.168.0.255 |192.168.0.255 |Ethernet? (eth2 |_
untagged)

I

Rules
Go to theRulespage and create rules to let traffic through the IPsec tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the local network und&@lient. Select the IPsec peer under IPsec peerand the
peer’s network undeBerver. Create rules like this for the services that should be allowed

to the server side.

Rules
From To
Rule||Rule Ti L
Edit " " Client |IPsec |Server || IPsec Direction Service [Action tme g Comment (Delete
MNo. ||State Class [Class
Peer Peer
| On  |[LAN Server |Branch |[Ethernet2 -= (WPMN) [pop3 Allow (247 ||Local r
network |office
|2 On LAMN Server |Branch [Ethernet2 -= (WVPN) [ftp Allow |[24/7 |Local r
network |office
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Save/Load Configuration

Finally, go to theSave/Load Configurationpage undeAdministration and apply the
new settings by pressimpply configuration.

Save/Lood [T User
CITTOTN Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

IED seconds

Apply configuration

When the configuration has been applied, you should save a backup to fileSBvess
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

Save config to CLI file | Load CLI file | Lacal file: I Browse... |
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