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Ingate Firewall/SIParator version: 4.6.2

Document version: 1.0

How To Configure TLS in Ingate
Firewall/SIParator

This is how to configure your firewall/SIParator to encrypt SIP media or force the SIP
clients to use signaling encryption with TLS.

The settings for SIP signaling encryption are made on theSignaling Encryption page
underSIP Services. You also need a certificate, which is created on theCertificatespage
underBasic Configuration.

This feature is only available when the Enhanced Security or the SIP Trunking module has
been installed.

Certificates
Create certificates on theCertificatespage.

Add a new row to thePrivate Certificates table and enter a name for this certificate. Press
Create newand enter the certificate information.

If you want to make TLS connections on the LAN and the Internet, you will need one
certificate for each interface.

If the firewall/SIParator should use TLS to connect to another SIP server, you must upload
the CA certificate for that server here. You don’t need CA certificates for SIP clients.

Create a new row in theCA Certificates table and upload the CA certificate.
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Signaling Encryption
Go to theSignaling Encryption page to make TLS settings.

First, select the allowed SIP transports. If you want to allow signaling via TCP or UDP,
select "Any".

If "TLS" is selected, no connections via UDP or TCP will be initiated or accepted. In this
case, you must make sure that all clients and servers that the firewall/SIParator should
communicate with can be reached via TLS.

If the firewall/SIParator should communicate with other SIP servers, you have already
imported their CA certificates. In theTLS CA Certificates table, you select these
certificates to allow them to be used in TLS connections.

In theTLS Connections On Different IP Addressestable, create one row for the inside
and one for the outside IP address. For each IP address, select which certificate should be
used for authentication when a TLS connection is made to that IP address, and if the
firewall/SIParator should require the client to send its own certificate for authentication, too.

You also select which TLS methods should be accepted for each IP address.

Note that the firewall/SIParator will not accept TLS connections to an IP address which is
not listed in this table!
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Save/Load Configuration
Finally, go to theSave/Load Configurationpage underAdministration and apply the
new settings by pressingApply configuration .

When the configuration has been applied, you should save a backup to file. PressSave
config to CLI file to save the configuration.

Settings in the Other Server
You need to upload the firewall/SIParator certificate to the other SIP server if the
firewall/SIParator should be able to make connections to the server.
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