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Frequently Asked Questions

Q Does the Ingate Cloud SIParator/Firewall SBC have the same functions as the Ingate Software
SIParator/Firewall or appliances S21, S52, S95... etc.? Yes, they even use the same softwate
revisions. The differences are related to the hardware (e.g. performance, number of physical ports, etc.),
and the capabilities and infrastructure provided by the Cloud Service Provider (vCPU’s, Interface types
and specs, etc...)

Q What about selecting the cloud to install SIParator Software SBC? SIParator is available in the
most popular Cloud Providers, including AWS, Azure and Google Cloud. It is also available to be
installed in most Cloud infrastructutres supporting NFV/OpenStack.

Q For whom is the Cloud SBC a good choice? It has become a common trend for traditional on-
premise I'T infrastructure to transition to hosted environments, cloud providers or even hybrid
infrastructures. Once UC, IPPBX, or even any RTC infrastructure starts moving to the cloud, the need
for having SBC/Firewall in the border, in front of such RTC infrastructure will be mandatory.
Adopting Software SIParator to be installed in Hosted environments using traditional hypervisors, or
Cloud for those cases where AWS, Azure, Google Cloud, or any other OpenStack based Cloud
infrastructure will always be the right choice.

Q What performance do I get and how many virtual CPUs do I need to allocate? The short and
simple answer is that you CAN get the same high performance as running natively on the underlying
hardware (beyond 20 000 concurrent voice calls), but it is dependent on the CPU and network support
and performance

Based on live testing in AWS if you allocate 4 virtual CPUs, compute type of instance, 6 Gig RAM it
can handle up to 2 000 concurrent calls (20 ms, G.711, RTP media) and call setup rates of 100 calls per
second. Rule of thumb to increase capacity is about 2 vCPU and 2 Gig for every 1000 calls.

A benchmark is being built and results will be published soon.

Q Does the software Ingate run on every Cloud Provider? There can of course be no such guarantee,
but it should work on most common ones. We have tested AWS, Azure and Google Cloud. Also we
have made possible to implement Ingate SIParator/Firewall on OpenStack based infrastructure. In this
moment, it is available directly from AWS Marketplace and soon will be similarly in Azure and Google.

Q Does the fault tolerant or failover modes in some Cloud Platforms work with Ingate’s Cloud
SBC? Cloud Service Providers generally do not provide low level control or access to low level
networking capabilities. Most of them do not even allow to manage freely IP addressing at the interface
level. STParator HA is based, among other things, on heartbeat monitoring at layer 2 and we
are working on implementing this at Cloud Vendors.

Ingate will soon announce new version or alternative way to implement our HA Failover technology.

However, with Ingate SIParator/Firewall, taking advantage of extensive DNS support (Including
embedded DNS Override, DNS SRV resolution and dual homing for PBX’s and I'TSP’s), you have the
tools to design and create highly resilient solutions. Documentation for capabilities associated with
DNS OVR and other topics can be found in” Ingate Siparator High Available Deployments
Configuration Guide for AWS”. Some Cloud Providers such AWS also offer their own functionalities
that can be used not only for failover purposes, but also for performance escalation. That is the case of
AWS Auto Scaling Groups.

In next releases Autoscaling Groups in AWS will be supported.
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Ingate SIParator®/Firewall® for AWS

This desctiption is for the current software release 6.2.1 and later. Customers/developers/testers can, after
obtaining access to an AMI (Amazon Machine Image), launch an Ingate SIParator/Firewall Instance and install
it following this description. You also need the license code to be able to start using and configuring the software.

Please note:

You are assumed to be familiar with the cloud platform you have chosen. Ingate may not be able to
support or take responsibility for that part.

Instance can be launched using most Instance types available in AWS. Current release supports c4, d2,
t1, g2, 23, h1, 12,13, m4, p2, p3, 14, t2 and x1. All other Instance types will be supported soon once ENA
(Elastic Network Adapter) is included in SIParator. This will increase Network Interface Support for up
to 100 Gbps.

It can also run in most popular cloud platforms, including AWS, Azure and Google Cloud.

You can launch as many instances as you want from the same AMI, but once a license is associated to
an instance it will only be valid for that one.

Ingate's licensing prohibits the use of cloning. Each VM must be propetly installed, including the
licensing procedure. Adding more memory or CPUs to host machine, or even changing the instance type
when you need more horsepower is no problem.

Your account and license information will be displayed on the About page in the SIParator GUI, as well
as details of your Cloud setup, including Type of instance, region, used AMI, etc.
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1 Getting Up and Running — In Short (AWS Install)

These are the steps to get a cloud SIParator/Firewall up and running on AWS. A detailed description of each
step follows. The Ingate web referred to in this description is http://www.ingate.com.

1)

2)
3)
4
5)
0)

7)

Create an account at the Ingate web, http://www.ingate.com/Register Account.php, in case you don’t

already have one.

Look for Ingate products in the AWS Marketplace. You should have an AWS account already
Launch Ingate Instance

Get or purchase a License Code from Ingate.

Start the Instance and access using HTTPS.

Sutf into the web GUI of the SIParator/Firewall — Only the Administration>Upgrade page will be

shown.

Provide your user name, credentials and license information in the Upgrade page in order to activate the
license and register this new SIParator under your Ingate Portal Account.

The machine will reboot, and the Ingate SIParator/Firewall should thereafter be fully functional.
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2 Installing the SIParator®/Firewall® on AWS

2.1 Create an Account at the Ingate Web
Create an account at the Ingate web site http://www.ingate.com. You will get confirmation via email.

c O https://www.ingate.com Q % 0 o e FEEI ﬁ"l‘l Q Ao e
% Bookmarl In | AT&T Mes.. @, Amazon Web Servic... runawiklAB |Hom.. G (® WhatsApp Web G mysms 3 mysms €@ My Wallet - Be Your.

@ NewTab Ingate >

L L] 00
., inGate
8 I n a . il Ingate SIParator® & Firewali

in@ofe PRODUCTS | SOLUTIONS | PARTNERS SUPPORT | RESOURCES NEWS

3 In progress: Read more
G WebRTC for the Enterprise and for the Carrier
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SIP Trunking & UC Seminars Since 2006

Subscribe to our e-newsletter for free
Ingate SIParators

. s ’ See the latest e-newsletter »
The Ingate SIParator® is a device that connects to Parator/Firewall E-SBCs connect the

an existing firewall to seamlessly allow the traversal dest range of PBX and UC solutions to virtually

of SIP-based communications. Ingate SIParator: any ITSP offering SIP trunks. The Ingate product is

are compatible with all existing firewalls agd easy to install and directly provides full VoIP and Ingate Systems Announces New Partners in
operating systems. Read more * d network environment since it

France and Belgium
“““ d firewall/router. Read

inSate’ inGate’
cmamm—

Ingate Account Login TR
Log in and access the following resources and downloadable information for the How To Guides Solution Userngy
installation, configuration and use of Ingate products.

: Siaapaclocs it the custome;
« Software upgrades €

= Activate licenses
- Ragister units
« Documentation Interoperability

Verify password: LN
t info:

3
ichieve interoperability with Country:
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\gate Firewalls and Email:
ormalization engine” i
ITSP, paving the way for a
-out.

llovs coakies to be able to log in.

Create

How Ingate uses cookies

2.2 Launch Cloud SlIParator®/Firewall® Instance from the Marketplace.

2.2.1 EC2 Instance Launch

After login in in your AWS Account you can start the Launch process in order to create a brand-new instance
in your VPC. Here are some facts you need to know:

e Ingate's SIParator/Firewall for AWS is the same as the software version of Ingate's E-SBCs
specially customized for AWS, - (the solution for enterprises who want to deploy award-winning
SIParator E-SBCs on the Cloud.)

e Like all Ingate’s E-SBCs, the SIParator/Firewall for AWS, is a key component to build secure SIP-
based communications - including VoIP, RTC, SIP trunking and UC.

e The SIParator/Firewall for AWS comes with the option to choose the number of sessions, remote
users and registrar users, to meet the needs of the entire enterprise market, regardless if it's used
by small enterprises e.g. branch offices, home workers, or mid-range to large enterprises. It can be
used not only for SIP Trunking but also to support remote users or locations.

e Is the most important building block when deploying infrastructure for Real Time
Communications including voice and Video, either if we are talking about plain SIP or the most
advanced implementations for WebRTC.
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When using SIParator Firewall capabilities, you don’t need to include third party Firewall
components. SIParator can provide you all in one single platform. Therefor you’ll have all you
need to add advanced capabilities to deliver real QoS.

It has been implemented as an AWS EC2 service
Classified under Security and Network Infrastructure Categories
Defined as a Firewall and Session Border Controller for Real Time Communications deployments

It’s available for all geographical regions where AWS has coverage (16 regions as of today covering
USA: 4, Canada: 1, EU: 5, APAC: 5, South America: 1)

1-Click AMI provisioning thru the AWS Marketplace portal

You can just click here: 2 Get it from Marketplace

Available Instances options from 1 core / 1 Gig RAM / 1 Gig Network, up to 64 core / 256 Gig
RAM / 20 Gig Network.

Available for Free Tier (t2.micro instance type)

Buy Licenses directly from Ingate (BYOL), demo licenses available.

EBS Supported for reliable and secure storage

EBS Optimized also supported for maximum throughput when accessing storage

Coming releases will support ENA (Elastic Network Adapter) for even better Network
performance.

Integrated with CloudFormation for service orchestration via RestAPI and Redhat ANSIBLE e
Ingate IPSEC VPN fully compatible with AWS VPC VPN Gateway as well as with VPC Client
VPN Endpoints

Ideal Substitution for a traditional NAT Instance usually suggested by AWS (see NAT instance
details) from AWS here:
=> https://docs.aws.amazon.com/vpc/latest/userguide/ VPC NAT Instance.html)
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Login into your AWS account and Open EC2 Service Dashboard (If you are already logged in, you can also
follow the 1-Click instructions as explained in section 2.2.2):

aw

EC2 Dashboard
Events

Tags

Reports

Limits

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

AMIs
Bundle Tasks

Volumes

Snapshots

Lifecycle Manager

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Load Balancers

Target Groups

Launch

Services ~  Resource Groups v %

Resources

You are using the following Amazon EC2 resources in the US East (N. Virginia) region:

25 Elastic IPs
11 Snapshots

15 Running Instances
0 Dedicated Hosts
47 Volumes 1 Load Balancers
5 Key Pairs 179 Security Groups

0 Placement Groups

Learn more about the latest in AWS Compute from AWS rezinvent by viewing
the EC2 Videos.

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an

Note: Your ins!

tances will launch in the US East (N. Virginia) region

Service Health C* Scheduled Events

Service Status: US East (N. Virginia):
& USEast (N. Virginia): No events
Availability Zone Status:

o us-east-1a:

Availability zone is operating normally
g us-east-1b:

Availability zone is operating normally
@ useastlc

Availability zone is operating normally

us-east-1d:
Availability zone is operating normally

(<]

o us-gast-le:
Availability zone is operating normally

@ us-east-1f:

@ Feedback (@ English (US)

Figure 1

¢ Account Attributes ¢

Supported Platforms

VPC

Default VPC
vpc-7305a616

Resource 10 length
management

Console experiments

Additional
Information

Getting Started Guide

Documentation
All EC2 Resources
Forums

Pricing

Contact Us

AWS Marketplace

Find free software trial

products in the AWS

Marketplace from the EC2
Launch Wizard. Or try these

popular AMIs

Barracuda CloudGen
for AWS - PAYG

Firewal

By Barracuda Networks, Inc.

Rating b
Starting from $0.60/1

hr or from

$4,599/yr (12% savings) for
software + AWS usage fees
View all Infrastructure

Software

Matillion ETL for Am:
Redshift

Rv Matillion

Privacy Policy

e Make sure you are in the Region you want to create the instance.

e C(lick on “Launch Instance”

azon

Terms of Use
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Resource Groups v *

1. Choose AMI 2 Choose Instance Type 3. Configure Instance 4 Add Storage 5 Add Tags 6. Configure Security Group 7. Review

. P Cancel and Exit
Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You
can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Q Ingatd X

Quick Start (0} 1

T w55 in@a"e- Ingate SlParator for AWS m

ek (0] 6.2.1| By Ingate Systems
AWS Marketplace (1)

Bring Your Own License + AWS usage fees

Community AMIs (1) Free tier eligible Linux/Unix, Other Ingate 0S 6.2 | 64-bit (x86) Amazon Machine Image {AMI) | Updated: 3/18/19

Ingate's SIParator/Firewall for AWS is the same as the software versien of Ingate's
E-SBCs specially customized for AWS, - (the solution for enterprises who want to

¥ Categories

deploy
All Categories More info
Infrastructure Software (1)
¥ Operating System The following results for “Ingate” were found in other catalogs:

Clear Filter 11 results in My AMIs

¥ All Linux/Unix
1 results in Community AMIs

Other Linux (1)

¥ Software Pricing Plans

Bring Your Own License (1)

¥ Region

I Current Region (1)
All Regions (16)

Privacy Policy Terms of Use

Figure 2

e Select AWS Marketplace
e TFilter using “Ingate”

e Then click on Select to use Ingate’s AMI to create your Instance

After doing so, a page will show details about the product including AWS instance pricing.

Ingate SIParator for AWS

inGate| =" e

Enng Your wn Lisencs (SYOL)

Haurly Feee

Instanze Type Bofwars  ECZ  Tobl
2 5

%

Frea r algllis P

Froduct Datallc
By

Customer Rating
Latwet varoian

g Bystem
metnoa
Lioanee Agrasmant

On Meresipiscs Bincs 3
AWa Barvioos Required

212 0p

wighlighc

L
i
o

#15Em

4 Mognotie voiumes

‘ou wil not be chargad untl you Launch i inctenos.

tupport Datall

ingatn SiFamior for AW

AW Infrastruchae
55

Figure 3
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e Read thruall the information see all option regarding Instance type costs, links to documentation,
product brief, etc.

e Press continue to start selecting your instance

Next step will provide you options to select the Instance Type. It will depend on what type of load, including
simultaneous calls and calls per second. A separated guide is available to help you on the selection. For details

write to support@ingate.com.

As for this example, we suggest using t2.micro, as it is usually available as a free tier, and will be enough for less
than 50 simultaneous calls and up to 10 calls per second. Is an excellent option for testing and Proof of
Concept, including small installations

ﬁ Services v Resource Groups ~ * L 3 inia ¥  Support ¥

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have
varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your
applications. Leamn more about instance types and how they can meet your computing needs.

Filter by: | All instance types ~ Current generation v Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

IPv6
. - Memory Instance Storage EBS-Optimized Network
LAy % Twe  of ¥CRUs (Do GB) (GB) (i) Avallable (i) ~ Performance (i,  “UPPOTt”
Select -
W?Pﬁ_&_ t2.nana 1 05 EBS only - Low to Moderate Yes
a General purpose A= 1 1 EBS only = Low to Moderate Yes
General purpose t2.small 1 2 EBS only - __Low to Moderate Yes
[ seiect
General purpose 12 medium 2 4 EBS only - Low ¥q Moderate Yes
‘ v

Cancel | Previous Next: Configure Instance Details

@ Feedback @ English g Amazon Web Services, Inc. or its a g ed d Terms of Use

Figure 4

e Sclect the desired Type
e Select next screen to continue Instance Configuration

Next screen will allow setting up instance details associated to VPC, Subnets, network interfaces and IP
address.

P
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[T Services ~  Resource Groups ~ *

1.Choose AMI  2.ChooselnstanceType 3. Configure Instance 4. AddStorage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Detai

Network (i [vpc-21e34c44 | Ingate AWS Iab ~ 'MF‘C "
Select VPC to
Subnet (i

[ subnet-ba878992 | Public subnet | us-east-1a ~|| Create new subnepssociate

236 |P Addresses available

Auto-assign Public IP (j Disable Select primary
Subnet

IAM role (i [None | € Create new 1AM role
Shutdown behavior (i |Slup |
Enable termination protection (i OProtect against accidental termination
Monitering (i ["1Enable CloudWatch detailed manitoring
Additional charges apply. TSelct type of
Tenancy (i IShared - Run a shared hardware instance ,| tenancy

Additional charges will apply for dedicated tenancy.

¥ Network interfaces (i

Device Network Interface Subnet Primary IP Secondary IP addresses IPv6 IPs
eth | [New network interfact |  subnet-ba87899 10.0.0.147 d P Assign IP Address and
Subnet for eth0
ethl | [New network interfaci | [subnet-b987899" | | 10.0.1.147 | d 1P <]
Assign IP Address and
Subnet for eth1

@  We can no longer assign a public IP address to your instance
The auto-assign public IP address feature for this instance is disabled because you specified multiple network interfaces. Public IPs can only be ast
to instances with one network interface. To re-enable the auto-assign public IP address feature, please specify only the eth0 network interface.

to-next
step

» Advanced Details

<

Feedback

Figure 5
First select the VPC where the SIParator will be hosted. If VPC have not been created you can
click on the Create VPC and follow suggestion explained in the next point 3.1.2
Select the primary Subnet where this Instance will be associated. It is important to understand
that this Subnet will be also associated to interface ethO and once created it is the only Interface
that cannot be detached from the Instance. In our example, we will select a Subnet defined as
Public.
By Default type of tenancy is selected as Shared Hardware Instance. This can be changed to
Dedicated Instance or Dedicated Host which can provide better performance, but you will need
to review additional costs and limited to some types of Instances (t2 types are usually not
supported as Dedicated Instance or Hardware).
In Network Interfaces, by default only ethO will be shown up, so you will need to add one more
interface (ethl), and then associated ethO to the primary (Public Subnet), and ethl (Private
Subnet) and you can pre-assign the IP address or leave it blank for AWS VPC assign and IP
address via its VPC DHCP self-provided service.

Next step will be to configure Storage

IN
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Services v Resource Groups ~ * Ingate Marketplace account ~ N. Virginia ~ Support ~

1. Choose AM 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Volume P Size (GiB) Delete on -
Type Snapshot (j - Volume Type (j lops | Sizeand Type  Termination
! = : 1
idevi snap- 55 2 ! 1A
Root ldevisdal  nohin o aealdacas? 8 General Purpose SSD (gp2 v 100/3000 N/A L4

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. | e usage fier
eligibility and usage resfrictions. Next Step

j v
»
Cancel Previous Review and Launch Next: Add Tags

@ Feedback (@ English (US) : 2 Privacy Policy ~ Terms of Use

Figure 6

e Make sure you change the Size from any default value to 8 GiB, otherwise the Instance won’t
work.

e Seclect General Purpose SSD (GP2) as the Volume type to be used.
e DMove to the next step to assign a name to the instance.

Next step will provide you a way to add tags to the instance. In our case we will add only one Tag “Name”, but

you can assign any tag you might need based on your criteria on how an Instance should be identified and
documented.

Services v Resource Groups ~ Ingate Marketplace account ~ N. Virginia v Support ~

1. Choose AM 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Grou

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver
A copy of a tag can be applied to volumes, instances or both

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources

Name Tag
Key 127 characters maximum Value 255 characters maximum Instan(

Name SiParator for AWS 6.1.2 BYOL Test Unit v v [}

Add another tag p to 50 tags ma

Next Step
57
Cancel Previous Next: Configure Security Group
Feedback English (US' E ff Privacy Policy Terms of Use

Figure 7
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e Tags allow to associated attributes or denominations to specific key names for Instances. It
usually helps to organize and qualify Instances. In our case and as a good practice we will add
one Key.

e Add a Tag named “Name” and associate the name you want to be shown in the Dashboard for
this Instance

e Move to next step to proceed to associate a security group to this Instance.

Now a Security Group needs to be associated to the Instance. It will be used as Policies to allow flows between
the Internet and the SIParator.

As SIParator will act as the firewall for all access to IP-PBX platform it will be enough just to allow any traffic
from the Internet and manage all policies in just one place (The SIParatore/Firewall)

.—l Services ~ Resource Groups ~ * A N. Virginia ~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your ~
instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP

and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups
Assign a security groupt ®Create a new security group . Cres:te o S;Iecl the
Uy Sroup Assign a

\_iSelect an existing security group

K Name and
Security group name: ﬂngate Siparator | Description
Description: [Security Group for Ingate facing Internet ]
Type (i Protocol (i Port Range (i Source (i
ANl trafiic -] All 0 - 65535 [Custom ] [0.0.0.0/0 [}]
Add Rule \
Add the rules
A Waming
Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access
from known IP addresses only. Continue to
last step Iv
==

Cancel | Previous Review and Launch

Figure 8

e In this example, a new Security Group is being created, but an existing one can be also used. By
default, AWS Marketplace will automatically create a Security Group to allow only HTTPS.
You will need to enable other Protocols and ports depending on your needs.

e Designate a name and description to this Security Group. This will help to identify what this is
for and reuse it in other similar Instances.

e Note we are creating a rule to open any access from the Internet. This is not usual when you
expose directly any service related Instance, but in our case the Ingate will be the NAT gateway

P

in @cte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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for any Service inside the Private Network and Port access will be fully controlled by Ingate
SIParator/Firewall.
Next will be to move to the final step which is review what we did, assign how the access will be

[ ]
authenticated (Operating System level, using or not an encrypted connection with a Shared Key).

4 A Towe  LasmTmm & Covioes Semsw Gems

Step 7: Review Instance Launch
Plesge review jour instance lsunch detalis You can go back 30 edit changes for each saction. Click Launch 30 asxign a key pair % your instance and compilete the lsunch process.

o mooems: hom known I andesses: ool

'
Yo £ a0 0pEn SEGTHONS] POrSS 1N yOur SECUTy Group T iRt STORSS 50 e APDICation OF SANCE JouTE ruing, &0, HTTP {541 for web Servers. Soh securty grouss
* AMI Details EanAM
Ingste Siparator €01 2ATAT111410 [BYOL) - ami-25%a350T
rgate Siparator 6.0.1 21TOT11410 (BYOL)
S Devca Tipe e et e e
Edit Instance tpe

~ Instance Type

Instanos Toe ECUs VCPUs Meamory (DE) Instanos Sorage (OE) EE $-Opfimized Availabls Network Parformancs

EEEY iz 1 1 =55 oy Low 1o Modarste
= Security Groups Edit securty groups

Bacurky group name rgae Sparor
Desorintion Securty Group for Ingane tacing Imemet

e i Prodoood (i PortRangs (| Bource |

Al v ~ ~ 00000

Edi Instance detalls

= Instance Detsils
Humiber of Instances 1
Network voo-Tie3icid
Subnet. ZubnetDaSTEINE
EEtoptimized Mo
Moniioring Mo
Terminadion profestion Mo
Shadsiown behevior Swp
1AM rose Moo
Tonanoy dataut
HostiD
Aty o
Hemel 1D Use detault
RAM disk ID Usz dateul
User daia
Assign Fublle P Mo
Azslgn IPvS 1P Use subnet seming (Disabie
Hetwor infsraoes.

Purshazing opfion 0 demand

Sscondary IF Addreczes

Cavios sabwars s rtaos suznat Erimary =
0 s meswork iertace sanetagTISNE Auoression
amt i ook imtertace sumeRiTIE Ausoemsign

¥ Storage £l storage
S e )| vt 9 [ gt [t 0 (D) |t D[ 0 ([ B[ e e |,
Aot Desim StEDOTCARIOTEL. 1 o= 1001300 NA e ot Encryee

= Tags EdRiags
Hary Valus instznoes, itumes.

- -

AW Inganz Siparaor 5.0

Figure 9
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e Here you can review all you have done and you can navigate and adjust anything you’ve missing.
e Proceed to Launch the Instance.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store.
Together, they allow you to connect to your instance securely. For Windows AMIs, the private key
file is required to obtain the password used to log into your instance. For Linux AMIs, the private key
file allows you to securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn mare
about removing existing key pairs from a public AMI

[Proceed without a key pair ~|

| acknowledge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

Cance Launch Instances

Figure 10

e For Ingate SIParator/Firewall you will proceed without a Key pait.
e Now the Instance is ready to be launched for the first time.
e Select Launch Instance button

in @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
© Ingate Systems AB, 2019 - SW Release 6.2.1 15(34)



Services ~ Resource Groups ~ * [\ EmestoCasas v  N.\Vimginia ~  Support ~

Launch Status

Your instances are now launching
The following instance launches have been initiated: i-0738330daa78871f9  View launch log

@  Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define {for
example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours
on your new instances will start immediately and continue to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances’ status. Once your instances are in the running state, you can connect to them from the Insiances
screen. Find out how to connect to your instances

~ Getting started with your software

To get started withingate SIParator for AWS R Wi
View Usage Instructions | Open Your Software on AWS Marketplace

~* Here are some helpful resources to get you started
« How to connect o your Linux instance s Amazon EC2: User Guide

s Learn about AWS Free Usage Tier s Amazon ECZ: Discussion Forum

While your instances are launching you can also

Create status check alarms o be notified when these instances fail status checks. (Additional charges may apply)

Create and at dditional EBS volumes (Additional charges may apply)

Manage security groups

@ Feedback (@ English (US) g Privacy Policy  Terms of Use

Figure 11

e Once the Launch process is completed, you’ll arrive to a page where provide results and also
provides links to View Usage Instructions and Open Software in the marketplace

e Now the Instance is launched and can be seen in the Dashboard.

e Usage instructions will show like this:

6.2.1 Usage Instructions for Ingate SIParator for AWS
1) Launch the Product via 1-click
2) Access the SlIParator via https://{public DNS} or https://{eth0 IP}
3) Login using username: admin and password: {EC2 instance id}
4) Follow instruction to complete your initial setup: Orientation and How to Install SIParator on AWS

5) For a typical use case configuration follow steps and details explained here:

Ingate SlParator Configuration Guide for Amazon Web Services

e After selecting View Instance, you will see the launching happening

in @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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(1] Services v

ECZ Dashboard A

Events o e
Tags ), Instance State : Running search : Ingate 2] 1todof4
Reports
Limits Hame = Instance ID - Instance Type - Availability Zone~ | Instance State ~ | Status Checks - Alarm Status
Ingate Stand Alone @ running kY
INSTANCES InGat rator 5.1.0 Beta 172.31.0.212 @ running =
Instances WS Ingate Siparator 8.0.1 for documentation s-cast-| @ running W
Spot Reguests N
@  AWS Ingate Siparator .0.1 0B48fdecd=D020eds us-east-1a & running ]
Reserved Instances
T 3
Scheduled
Instances Instance: | i-0845f4ec420020ed9 (AWS Ingate Siparator 6.0.1)  Elastic IP: 52.7.99.1 [_N =} =]

Dedicsted Hosts

Resource Groups v %

[ETENLEFIERY  Connect || Actions ¥
4

Description || StatusChecs | Monitoring || Tags
IMAGES Instance ID +-D8487420420020208 Puiic DNS (IPv4) -88-1.compute-1 amazonaws. com
Al Instance state g 1Pvé Public IF
Bundle Tasts Instance type 12 IPvsIPs -
Elsstic IPs ivate NS ip-10-0-0-147.ecZ intemal

Volumes

Snapshots

Availatility zone
Security groups

Scheduled events
Au D

view inbound rules

Subnet 1D s

10.0.0.147, 10.0.1.147

Platform - Neruork iniarfsces  =th0
Elastic IPs =
M - Sourcaldest. check  False
Placement Groups
Key pait name -

Key Pairs
Network Interfaces

EBS-optimized

Launch time UTC4 {less than one Root devios type
hour)
LOBD BALANCING Termination protection  False oot
Load Bslancers Lifecycle  normal Block devioes
Target Groups Monitoring ~ basic
A status  None
Kemel ID -
o RAM Gisk 1D -
Launch .
Configurations Flscament group -
Auto Scaling hvm
Groups 0041508324302 T460
0

Run Command
State Manager

Automations

default

Affinity -
State transition reasan -

State transition rezson messag

Figure 12

e You can now verify all what we did.

e 'Two eth interfaces are created

e Public IP is propetly assigned

e FHtc...

You can also go directly to the Marketplace even without login in your AWS account, by following instructions
in next section

2.2.2 One-Click Provisioning - AWS Marketplace site

Once you click on the Marketplace link for Ingate (2 Get it from Marketplace ) you will be able to easily
provision your instance. It will be automatically created with only one Interface, usually the one you will use for
the public subnet and later you can add one additional interface facing the private subnet where your IPPBX is
located.

=

L L . . .
In @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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https://aws.amazon.com/marketplace/pp/B07PLTZPTT/?ref=_ptnr_doc_inst

Categories ~ Dielivery Methods ~ - Migration Mapping Assistart ‘Your Saved List
Partners  Sell In AWS Marketplace  Armazon Web Senvices Home  Help

Overview Pricing Usage Support Reviews

Product Overview

| Ingate’s E-SBCs th

component to bl Transcodin

and cURL

* - Intrusion Detection/Prevention & Full
Firewall. Management and Configuration via
AP & Service Orchestration

o3 e.9. branch offices, home
tcan be used not only for

s if ivs used by
or mid-range to large

RES

but also to support rem locations.
g infrastr

Real Time u T ice and Video, either
talking

Version 6.2.1
By ngate Systems
Categories Network Infrastructure

Security
Operating System Linux/Unix, Other Ingate 05 6.2
Delivery Methods Amazon Machine Image

Pricing Information

your configuration choices. Your usage and costs might be different from

Figure 13

Notice the product shows a few labels indicating you will need to acquire the license from Ingate and also it
can be used in the Free Tier to have zero cost for the VM under certain AWS rules.

In this section of the page you can estimate your infrastructure cost selecting the instance type and the region
where it will be launched.

=

in @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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o aws marketplace

Categories ~ Delivery Methods ~ Solutions « Migration Mapping Assistant ‘Your Saved List
Partners  Sell in AWS Marketplace  Amazon Web Senvices Home  Help

inEate Ingate SlParator for AWS Continue to Subscribe
Pricing Us Support Re:

Dalivery Methads Amazon Machine Imags

Pricing Information

v configuration choices. Your usage and costs might be different fram

estimate the sof and infrastructure costs bas

Use this
this esti

your menthly AWS billing r

ey will be reflec

Estimating your costs

The tabie shaws current saftwars and inf
hosted in US East (N. Virginia). Additional
B4-bit {(xBS) Amazon Machine Image (AMI) ¥ Ingate SIFarator for AWS
s e N
Software Pricing Details P s
Ingate S|Parator for AWS $0 [hr > | . .
0 ne $08
nfrastructure Pricing Detalls
. 0 2
Estimated Infrastructure Cost $0.046 EC2/hr > - -
0 $32 32
Avallzlfle for customess with current licenses purchased 0 0 0 -
via other channe]

[ERIEE £cf charges for Micro instances are free for up te 750

hours a month iflyou qualify for the AWS Free Tie

Figure 14

e Select the Instance type

e Select the region

e Seclect the AMI (Fulfillment Option) to be used.
®  You can then click on Continue to Subscribe.

in @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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erms and pricing details below or click the butto:
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Figure 15

e From here you can read EULA
e Proceed to Configure

it Magpirg disditane Vour Samed Lkt Partneri ekl i A Mbtplade Ao Wsh e Hom el

in%d'e* Ingate SIParator for AWS Continue to Launch

Configure this software

elect how you wish to deplay the software, then enter the infarmatian

re the

Fulfillment Option

software Pricing

&4t [185) Amazon Maching Image (M1 v

Software Version

2.1 [Mar 18 2019 Ll

Region

v Aormi ke 08 T L)

Figure 16

® You can confirm your product selection, version and Region.
e Click continue to launch

in @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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Figure 17
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¢  You will be able to select how to launch:
o Launch from Website will be a 1-click procedure but limited to one network interface.
You'll need to manually add a second interface
o Launch from EC2 will take you to the same process explained in 2.1.1.1
e Next you can choose:
o Instance type
o VPC
o Subnet (Usually you’ll select the one you created for Public Access
o Security Group. Here is mandatory to use a Key Pair. If you don’t have one, you’ll need to
create it.

®  You can then click Launch.

After Launching you see a results page:

= ¢ aws marketplace

inNG ate’ ingate SiParator for AWS

Congratulations! An instance of this software is successfully deployed on EC2!

AMI ID: ami-03705¢81d3a0f0d00 |
You can view this instance on EC2
Software and AWS hourly usage fe
monthly bill.

Launch Configuration Details)

. You can also view all instances on Your Software.

ply when the instance is running and will appear on your

fou can launch this configuration again below or go to the configuration page to start a new one.

Configuration Details

Fulfillment Option
64-bit (x86) Amazon Machine Image (AMI)
ngate SIParator for AWS

Software Version

6.2.1

Region
US East (M. Virginia)

Usage Instructions

Figure 18

2.2.3 Network adjustments for SIParator/Firewall

qll-e Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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2.2.3.1 Add asecond Network Interface (If needed)

If the instance was launched using AWS Marketplace link, you will need to add another interface at least to

connect to your private subnet.

To do so go to your EC2 service dashboard and select Network Interfaces as shown here:

Services ~  Resource Groups ~ %

Emesto Casas ~ N. Virginia

o - Create Network Interface Actions ¥
Volumes
A O # 0O
Snapshots 1
) ':__l Filter by tags and attributes or search by keyword g 1to500f81 > ¥
Lifecycle Manager
= Name = MNetwork interfa = Subnet 1D = VPCID = Zone
eni-0dbd510a0.... subnet-Odlced... vpc-031086de. .. us-=3st-12
Security Groups eni-007 3458 subnet-bad3789 . vpo-2ieldcad us-23st-13
Elastic IP= eni-0d8chib32. .. subnet-ba2 758 . vpo-21eddcdd us-z2ast-1z
Placemesnt Groups eni-2a55=083 subnet-bal7E0... vpo-21eddcdd us-e3st-13
Key Pairg eni-4fa1Tedd subnet-bal7B0... vpo-21eddcdd uzs-gast-13 -
- 3
|  Metwork Interfaces o=
Select a network interface above HEE
[OAD BALANCING
Figure 19

Now you will need to provide the information needed to create a new interface in the private subnet to be

attached later to your recently created Instance:

aws Services v  Resource Groups ~

Network interfaces > Create Network Interface

Create Network Interface

*

Description | Ingate Intemnal eth

Subnet* | subnet-3af13172

IPv4 Private IP
subnet-3d>cece/d

subnet-Oateed20
SERIL  oubnet-d3bffife
subnet-ebf292a3

subnet-2052f06h
subnet-01e041982¢c1 1dbecd us-east-1c
subnet-9869a3b2
subnet-baB78992

Q Filter by attributes

us-east-1b
us-east-1a
us-east-1a
us-east-1b

us-east-1b

us-gast-la

us-east-la

Figure 20

Voice Backup
Mexico designated Internal
FreePBX Training

Private Ingate
Web Public Zone b

Mexico designated external

Voice Public

BUDZYT /YEDTE
606391702612
606391792612
606391792612
606391792612
606391792612
606391792612
606391792612
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e Select a security group. Usually as this interface will be in the private area you can select a security group
without restrictions

Description | Ingate Intemal eth [i]
Subnet* | subnet-3af19172 - C e
IPva Private Ip'®  Autc-assign gy
Custom
Security groups* | Sg-72820e00 (i ]
Q Filter by attributes or search by keyword 11018 0f 18
Group ID | Groupname ~ | Description v
sg-02d31873 launch-wizard-T6  launch-wizard-T6 created 2017-D8-20T11:11:18.614-04:00
sg-191bde6d Mikrofik For Mikratik Router OS
5g-26005447 launch-wizard-T4 launch-wizard-T4 created 2017-06-17701:03:25 971-04:00
) =g-2elie5a default default VPC security grjup
B =g-72820e00 S|Parator S|Paratar
5g-206e17F1 turnkey-openy. turnkey-openvpn-TheT
—
sg-Zceleleb ElasticMapRa... Slave group for Elastic MapReduce created on 2015-00-18T02:21:20.002Z
sg-Gdefelea ElasticMapRe...  Master group for Elastic MapReduce created on 2015-08-18T02:21:28.603Z
sg-aZ8357d3 launch-wizard-T5  launch-wizard-T5 ereated 2017-08-17T01:12:02.535-04:00
£g-32afTad2 launch-wizard-78 launch-wizard-72 created 2017-08-20T19:42:27.107-04:00
sg-adledbds Ingate Siparator  Ingate Siparator
sg-2aBbdfdb Microsoft Wind...  This security group was generated by AWS Marketplace and is based on recommended settings for M.
5g-b3f0T5C1 AuteSealing Sl...  AutoScaling SIParator
sg-bdd2izes op5 Monitor ... This security group was generated by AWS Marketplace and is based on recommended seftings for o..
sg-bf3ascce launch-wizard-T8  launch-wizard-T@ ereated 2017-06-21T12:28:05.580-04:00
sg-eTe81f20 Open Private For internal use only on non exposed Interfscas -

Figure 21

Now you will need to attach the new interface to your Ingate Instance

Services ~ Resource Groups ~

Actions ¥

- Create Network Interface Delete

A O @
. Q Filter by tags and atiributes or search by keyword [~] 1t0500f82 >
VPC ID ~  Zone - Security groups  + Description ~+ Instance ID - Status « IPv4PublicIP - Primary private
Iupc—?305aﬁlﬂ Us-east-1b SiParator Ingate Internal @ svalable 1 172.31.064
vpc-21e34cdd us-east-1a cX ® =valable - 10.0.0.237
vpc-21e3dcdd us-east-1a Mikrofik addtional Mikr... @ =zvalable - 10.0.1.101
vpc-21e3dcdd us-east-1a Mikrofik Extra Router OS @ =zvalable - 10.0.0.128
vpc-21e34cdd us-east-1a ngate Siparator i-0eb30504481db30a2 @ in-use - 1001241
vpc-21e34cdd us-east-1a ngate Siparator Primary netwo -01210208d0cf08b 11 @ in-use 52.8.228.37" 10.0.0.141
vpc-21e3dcdd us-east-1a ingate Siparator Primary netwo... i-0ba38d433e5824a=a & in-use 24.104.120.183* 10.0.0.115
4 Priman in-use »
Network Interface: eni-0d13d85520c528336 N0
Detalls | Flowlogs = Tags
Newwork interface ID  eni-0d13d85520c528336 SubnetID  subnet-3af19172
VPCID wpc-7305a616 Availability Zone  us-east-1b
MAC address  Da’63:75:e0:c7:02 Description  Ingate Internal eth
Security groups  SIParater. view inbound rules. view Metwork interface owner 606391792612
outbound rules
Statws  available Primary private IPvd IP 172.31.0.64
Private DNS {IPvd)  ip-172-31-0-64.ecZ.internal 1Pud Public 1P
Secondary private IPva IPs - IPve 1P
Source/dest. check  true Attachment ID
Instance ID - Atntachment owner
Device index - Attachment status
Delete on termination - Elastic IP owner
Allocation ID - Assocaticn ID

Figure 22
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o Sclect the interface
e C(lick on Attach

Attach Network Interface

Network Interface: eni-0d13d85520c528336

Instance ID: [Select Instance

Figure 23

o Select the Instance to which the new interface will be attached to.

e Disable Source Destination Check

all-e Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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File Edit View History Bookmarks Tools Help

- o x
-
& AWSIngate6.0. | [ ;Cémo entend: EC2 Manag AWS|Amazon | AWS|Amazon | & SoccerFeverU | @ SoccerFeverU | () OptimeConsul | +
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Limits Hame * | Instance ID * Instance fype - Availability Zone- | Instance State ~ Status Checks - | Alarm Status
g Ingate Stand Alone 05, 12.micro. us-east-1a @ running @ 22 checks. None »
INSTANCES InGate Siparator 5.1.0 Beta 172.31.0.212 05 2. medium us-easi-1b @ running L] None =
Instances WS Ingate Siparator 8.0.1 for documentation HOTebT a0 t2.micro us-sast-1a @ running e Mane w
Spot Requests =
ot Feques [ 4w ingate Siparator 80,1 2. madium us-sast-1a & running e hane
Reserved Instances
< >
Scheduled
Instances Instance: | i-0848f42c420020ed9 (AWS Ingate Siparatd _N-N=]
Dedicated Hosts
Description | StstusChecs | Monitoring | | Tag

= Instance ID H0548740420020203 1 compute-1 amazonaws.com

Adls Instance state  running
Bundle Tasis Instance type  @2medium .
g Elastic IPs ip-10-0-0-147.2c2.intemal
E Avaiabilty zone 10.0.0.147, 10.0.1.147
elumes Security groups  lzun v 15 5,

Snapshots .
Scheduled events VPC D wpn2ieldodd
= AMI 1D Subnet D subnet-bag78952
Security Groups Flatform - Network interfapes  ethd
ElasticIPs et

M rgle - Sour

Flacement Groups
Key Fairs

EBS-optimzad  False
& PM UTC4 (lzss than one Root devi

Network Interfaces §
Launch time

e type  ebs

Termination protection

Lead Balancers Lifecycle

Target Groups Venitering
Alarm status.
o KemslID -
o RAM disk D -

Launch ~

Configurations Placement group -

Auto Scaling Virtuslzation  hvm

Groups Reservation  r0od15083adlosTdo0
AMI launch index O

Tenancy  default

HostID -
Run Commend Affinity -
State Manager State transition reason -
Automations State transition reason message -

Psich Compliance

Psich Baselines

@ English

Figure 24

e Right Click on the recently created SIParator Instance
e Seclect “Change Source/Destination Check”
e Disable the feature

Enable Source/Destination Check x

Are you sure that you would like to disable Source/Destination Chedk for the instance with the following details:

Instance: i-0848f4ecdell20edl (AWS Ingate Siparator 5.0.1)
Network Interface: eni-§3712fcf
Status Enabled

Cancel

Figure 25
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Description | Status Cheds

Instance D
Instance state
Instance type

Elastic IPs
Availability zons
Seourity groups

Scheduled events.
AMI D

Platform -

1AM el -
Key pair name -

Omer

Launch time

2.2.3.2 Assign a Public IP address to Public Interface

Menitaring | | Tags

HOB4BT4acdell20add Fublic DNS (IPv4) 5-1.compute-1. amazonaws, com
running 1Pv4 Public IF
2. medium IFVE Fz -

DNS  ip-10-0-0-147 ec? internal
= 1Ps  10.0.0.147, 10.0.1.147
Secondary private

Frivate

Privat

VPG ID

Subnet ID

Matwork int

Metwork Interface eth0

606391732612

Auvgust 1, 2017 at 8:07.086 PM UTC.

hour)
Termination protection  False
Lifecycle  normal
Monitoring  basic
Alarm status  None
Kemel D -
RAM disk 1D -
Placement group -
Virtualzation  hvm
Reservation  r-Dod150B3ad3ceTdle
AMI launch index D
Tenancy  default
Host D -
Affinity -

State transition reason -

State transition 1e3son message -

Figure 26

e In the Dashboard, selecting the recently created Instance, right click on ethO and copy the
Interface ID as we will needed to associate a Public IP

e Next step will be to create and associate a Public IP Address, known in AWS terms as an Elastic
P
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Resource Groups v %

G2 Deshbiodis Allocate new address S TS0
‘

Events

Tags )\ Fite

Reports

Limits Elastic IP Allocation ID. Instance Privata I addrecs ~ | Scope Public DNS Network Interface 1D

Instances
Spot Requests

Reserved Instances

Select IP from
your list |

Scheduled Instances
Dedicsted Hosts

AMls

Bundle Tasts

Volumes
[e

Snapshots

Flacement Groups

Kag i Select Elastic IP
Network Interfaces
I Associate Address

Load Balancers

Target Groups

Figure 27

e From the Dashboard Left menu select “Elastic 1P
e Select and right click the IP address you want to use from your list
e From the pop-up menu choose “Associate Address”

."’ Services « Resource Groups *

Addresses > Associate address
Associate address

Select the instance OR network interface to which you want to associste t isuﬂm& T.89.1)

Resource type O Instance i) Interface
| @ MNetwork interface | Paste Interface IP

Network interface, eni-83713fcf - c
Select
Private IP | | 10.0.0.147 4'/:‘—(; er P

Reassociation |_| Allow Elsstic IF to be resssociated if already attached €§

A Waming
If you associate an Elastic |IP address with your instance, your cument public IP address is released.
Learn more .

Figure 28

e As we have 2 Network Interfaces in the same Instance, we will use Network Interface as the
resource type

in @qte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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e Paste the Interface ID from ethO copied a few steps earlier
Select the IP address (Private) that will be automatically NATed 1-1 from the Public IP selected

[ ]
e Press “Associate” to complete this step.

At this point Ingate SIParator/Firewall is ready to be licensed and activated.

2.3 Activate and License SIParator®Firewall®for AWS

Once the new instance is launched, we will need to activate licenses. This is a very straight forward process and

will do the following actions:
e Create a unique Serial Number for the Instance

e Update customer data base of Ingate Devices directly into user Portal account (no need to access

Ingate.com portal).

e Generate and download license for the instance.

As a first step you will need to access the GUI via https using ethO ip address. Screen will look like this:

inGate SlParator YDF1-915E-A32F-AB23-D064-7125

)

You were not logged on.
Local passweord

Usernamg:

Password,

Page generated 2019-03-06 21:15:39 +0000.
Software SIParator/Firewall 6.2.1-erik. Copyright © 2019 Ingate Systems AB.

An Initial unique ID is generated, but it will be replaced with a final unique serial number once the license

[ ]
is installed
e Default user name is admin and the initial password is the unique instance-id generated by AWS.
[ ] Test Launch SIParator t1.micro
Instance: | i-0eb30504481db39a2 (Test Launch SIParator) Private IP:
Description Status Checks Monitoring Tags
Instance state  running
Instance type  t1.micro
Elastic IPs
- A— . . .
in {@qte Orientation and how to Install the Ingate SIParator®/Firewall® on AWS
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Once you Login and click on Administration, you will be taken directly to the section to load the license. This is
a first-time access. No other relevant options are exposed yet in the GUI

inGate SlParator 4DF1-915E-A32F-AB23-D064-7125 [

EmEE

License Information

Serial number: 4DF1-915E-A32F-AB23-D064-7125
Installation ID: 23397ce3c2b72414e38a2ce9a6b770f0368a02¢4
MAC address: 12:d8:1d:51:9d:7¢

Upgrade

To upgrade to a new version, apply a patch or add new licenses, specify the filename
of the upgrade file below and press "Upgrade". Please make sure that you have read
the upgrade instructions before you upgrade.

Browse... Upgrade

Fetch Licenses/Upgrade
You can only fetch if your browser has internet access.

Enter your credentials for your account at ingate.com.

Username:

Password:

License code:

Upgrade: j c

e You will need to enter your user/password credentials normally used to access your Ingate Portal

Account

e Also, you'll enter the License Code provided to you by Ingate

e Pressing Fetch button (As far as the computer running the browser has internet access) will get from
Ingate data bases the license file and download it, as well as update your devices database.

Once the license is installed you will have full access to admin GUI interface, and you’ll confirm a unique serial
number has been generated and associated to this instance.

In our example we applied a license that includes:

e First Time activation (Base License)

e 2 Trunks 20 CCS each

e 10 Remote Users
e 10 Registrar
e Total of 40 CCS

in
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inGate SlParator 4DF1-915E-A32F-AB23-D064-7125 [Legout

=

License, Step 2

Processed license[1022207.

The following actions will be taken when the license is applied:

Install 20 Concurrent Calls SIP Trunk Sessions to SIP Trunk 1-2: |1
Install 20 Concurrent Calls SIP Trunk Sessions to SIP Trunk 1-2: |2
Selecting 1-2 will add a new SIP Trunk Group page.

The unit will have a total of 40 Concurrent Calls SIP Trunk Sessions.
Install 10 Remote User SIP Sessions.

The unit will have a total of 10 Remote User SIP Sessions.

Install 10 SIP Registrar Users.

The unit will have a total of 10 SIP Registrar Users.

Install a time limited STP module (20 days).

.
.
.

Set the Serial number to 1G-200-910-3004-7.

Apply the license Remove the license
To apply the license you just uploaded, press "Apply license”.  To remove 1t, press "Remove license".
Apply license Remove license

e Notice the unique serial number generated. This is a permanent identification that cannot be moved or
used in any other Instance.

e Now just need to apply the License

inGate SlPorotor 4DF1-915E-A32F-AB23-D064-7125

Logging

License Information

368a0204

Upgrade

w licemses, spesily
c make sure that yo

Now the Instance is ready to be used and configured.

3 Ready and Go

3.1 Ready to Configure

After the reboot, the Ingate SIParator/Firewall shall be fully functional and ready to be configured for your
application. Logging into the web GUI of the Ingate SIParator/Firewall at the IP address you assigned to the
SIParator/Firewall, shall now show all features.

P

in @cte Orientation and how to Install the Ingate SIParator®Firewall® on AWS
-— © Ingate Systems AB, 2019 - SW Release 6.2.1 31(34)



n&ate SlParator

4DF1-915E-A32F-AB23-D064-7125

osic SIP- | i f sIP Vlriuul Private | Quolity of loggmg
R RRRERERE R

Logged in as admin (Full Access) using local password.
Time limited evaluation modules:

 Days left with the Base license: 20
* Days left with the SIP module: 20

Please note that the system will reboot automatically at 6 AM after a time limited evaluation module has expired.
Please contact your reseller to purchase a full medule.

- Administration

Save/Load Configuration
Show Configuration
User Administration
Upgrade

Table Look

Date and Time

Restart

Change Language

« SIP Services

¢ Basic Settings

Signaling Encryption
Media Encryption

Media Transcoding
Interoperability

Sessions and Media
Remote SIP Connectivity
VoIP Survival

VoIP Survival Status

- Failover

° Failover Settings
 Reference Hosts
° Failover Status

- Logging and Tools

e Display Log

o Packet Capture

e Check Network

¢ Logging Configuration
° Log Classes

¢ Log Sending

- Basic Configuration

Basic Configuration
Access Control

« Network Configuration

= Networks and Computers
° Default Gateways

¢ RADIUS » All Interfaces
° SNMP ° VLAN
¢ Dynamic DNS Update = Eth0
e Certificates ° Ethl
= TLS o Interface Status
= Advanced Settings * PPPOE
o SIParator Type = Tunnels
= Topology
« SIP Traffic and Users + SIP Trunks
¢ SIP Methods  SIP Trunks
Filtering

Local Registrar

Authentication and Accounting
SIP Accounts
Call Control
Dial Plan
Routing

Time Classes
SIP Status
IDS/IPS
IDS/IPS Status
SIP Test

SIP Test Status

- Virtual Private Networks

+ Quality of Service

Page generated for 'admin’ 2019-03-06 21:48:36 +0000.
Software SIParator Firewall 6.2 1-erik Copyright € 2019 Ingate Systems AB

IPsec Peers

IPsec Tunnels

IPsec Advanced
IPsec Cryptos

IPsec Certificates
IPsec Settings
Authentication Server
IPsec Status

PPTP

PPTP Status

° QoS and SIP

° QoS Classes

° Services

» QoS Eth0

° QoS Ethl

» TOs Modification
= All QoS Interfaces

For detailed explanation and step by step instruction to do your configuration, you may want to review the

following documents:

=>» Ingate Siparator Configuration Guide for AWS

=> Ingate Siparator Configuration Guide - High Available Deployments for AWS

=> Ingate SIParator Configuration Guide - Secure Voip Implementation for Remote Usets on

AWS

i N @ o te Orientati
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https://www.dropbox.com/s/xwq20ib8vs4p3so/Ingate%20Siparator%20Configuration%20Guide%20for%20AWS.pdf?dl=0
https://www.dropbox.com/s/w1dav6l6q3h3lgn/Ingate%20SIParator%20Configuration%20Guide%20-%20Secure%20Voip%20Implementation%20for%20Remote%20Users%20on%20AWS.pdf?dl=0
https://www.dropbox.com/s/w1dav6l6q3h3lgn/Ingate%20SIParator%20Configuration%20Guide%20-%20Secure%20Voip%20Implementation%20for%20Remote%20Users%20on%20AWS.pdf?dl=0

3.2 Setup and Configuration
At the Account Home Page, you find links to Product Manuals,

inGate’
]

User manuals for 6.2

Ingate SIParator®/Firewall® Reference Guide 6.2.1 PDF HTML 2019-02-13

Useful Guides for SIP Trunking
How To SIP Trunking Using the SIP Trunk Page
How To use Generic Header Manipulation

other useful documentation (Application Notes, How to Guides) for setup and configuration for Ingate
products. (You need to be logged in to your Ingate Account to be able to access the documentation.)

To ease the configuration of your software Ingate, we recommend you to download and use the Ingate Startup

Tool TG found at http://www.ingate.com/Startup Tool TG.php .

The Startup Tool is especially useful for SIP Trunking, where you can select predefined PBXs and I'TSPs.

qll-e Orientation and how to Install the Ingate SIParator®Firewall® on AWS
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http://www.ingate.com/Startup_Tool_TG.php

3.3 Your Account Information, cloud data and Licenses are Displayed
On the About page in the SIParator/Firewall you will see your account information and the licenses installed.

Yo can also notice additional information about Cloud related data, including Instance type, AMI id and Instance
id, placement and availability zone.

inGate SlParator  4DF1-915E-A32F-AB23-D064-7125 [Log out ]

Basu SIP SIP SII’ Virtual Private Quulﬂynf Loggmg
@

Device Information

Model: Software SIParator/Firewall
Serial number: 1G-200-910-3004-7
Software version: 6.2.1-erik

Mode: Siparator

Hardware model: 200

Amount of installed interfaces: 2

Persistent logging: No

More about Software STParator/Firewall

Installed Patches

License Information

Name: Ernesto Casas

Email: ernesto@ingate.com

Installation ID: 23397ee3c2b72414e38a2ce9a6b770f0368a02c4
MAC Address: 12:d8:1d:51:9d:7c

Cloud Service Information (AWS)

mac: 12:d8:1d:51:9d:7¢
instance-type: tl.micro

ami-id: ami-008fe8fdded3a9819
instance-id: i-0eb30504481db39a2

placement/availability-zone: us-east-1a

License

10 SIP Registrar Users

40 Concurrent Calls SIP Trunk Sessions (of max unlimited)

10 Remote User SIP Sessions (of max unlimited)

2 Trunk Groups

Trunk Group 1 can have max 20 Concurrent Calls SIP Trunk Sessions
Trunk Group 2 can have max 20 Concurrent Calls SIP Trunk Sessions

Included Modules

» Standard SIP features (Expires in 20 days)
+ SIP Trunking

« Advanced SIP Routing

* VoIP Survival

+ Enhanced Security

« VPN (IPsec and PPTP)

* QoS

Please note that the system will reboot automatically at 6 AM after a time limited evaluation module has expired.
Please contact your reseller to purchase a full module.

r
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