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The Implications are ClearThe Implications are Clear
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The Noise is DeafeningThe Noise is Deafening
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The security tools are out there... The security tools are out there... 
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The books are now out there... The books are now out there... 

http://www.amazon.com/gp/product/images/1597491691/sr=8-2/qid=1174470038/ref=dp_image_0/104-6664099-8482355?ie=UTF8&n=283155&s=books&qid=1174470038&sr=8-2
http://www.amazon.com/gp/reader/1555583326/ref=sib_dp_pt/104-6664099-8482355
http://www.amazon.com/gp/product/images/1596930500/sr=1-14/qid=1174470394/ref=dp_image_0/104-6664099-8482355?ie=UTF8&n=283155&s=books&qid=1174470394&sr=1-14
http://www.amazon.com/gp/product/images/1597490601/sr=8-1/qid=1174470038/ref=dp_image_0/104-6664099-8482355?ie=UTF8&n=283155&s=books&qid=1174470038&sr=8-1


© 2007 VOIPSA and Owners as Marked   p. 7

TDM security is relatively simple... TDM security is relatively simple... 
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VoIP security is more complexVoIP security is more complex
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What is the Industry Doing to Help?What is the Industry Doing to Help?

Security Vendors

“The Sky Is Falling!”
(Buy our products!)

VoIP Vendors

“Don’t Worry, Trust Us!”
(Buy our products!)
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Voice Over IP Security Alliance (VOIPSA)Voice Over IP Security Alliance (VOIPSA)
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www.voipsa.org – 100 members from VoIP and security industries
VOIPSEC mailing list – www.voipsa.org/VOIPSEC/
“Voice of VOIPSA” Blog – www.voipsa.org/blog
Blue Box: The VoIP Security Podcast – www.blueboxpodcast.com
VoIP Security Threat Taxonomy
Best Practices Project underway now
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Security concerns in telephony are not Security concerns in telephony are not 
newnew……

Image courtesy of the Computer History Museum
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Nor are our attempts to protect against Nor are our attempts to protect against 
threatsthreats……

Image courtesy of Mike Sandman – http://www.sandman.com/
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First objective is to employ best practices First objective is to employ best practices 
and plug the obvious holesand plug the obvious holes……
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Security Challenges Security Challenges …… CIACIA

Confidentiality
– Protect the voice and data stream including call control signaling
– Prevent eavesdropping on conversations, toll fraud, impersonation

Integrity
– Ensure that information is protected from unauthorized modification
– Prevent discovery of a user, system or application password

Availability
– Ensure that communication services are available to users
– Avoid any adverse effects resulting from a denial of service (DoS) attack or 

computer worm
Others
– Authentication
– Authorization
– Accounting / Audit Trail
– Nonrepudiation

ConfidentialityConfidentiality
IntegrityIntegrity
AvailabilityAvailability
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Security Aspects of IP TelephonySecurity Aspects of IP Telephony
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The Media PathThe Media Path
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Threats:
– Eavesdropping –

particularly if over wireless 
or open Internet (sniffing)

– Degraded voice quality 
through Denial of Service 
(DoS) attack

Defense Strategies:
– Encryption of voice path
– WPA, WPA2 for wireless
– VLANs
– Packet filtering
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The Signalling PathThe Signalling Path
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Threats:
– Denial of Service
– Impersonation
– Snooping account codes
– Toll fraud

Defense Strategies:
– Signalling path encryption 
– Encrypted phone software 

loads
– Proper system 

programming
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The Management PathThe Management Path
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Examples – HTTP, SSH, Telnet, FTP, SNMP, XML, TAPI
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Threats:
– Snooping passwords 
– Denial of service
– Application Impersonation
– Monitoring call patterns
– Malicious system modifications

Defense Strategies:
– DoS defenses in network 

infrastructure
– Changing default passwords
– Strong password management
– Ensure physical security
– Authentication – secure 

port access
– Secure Socket Layer (SSL)
– Audit logs
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PSTN and Legacy DevicesPSTN and Legacy Devices
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PSTNThreats:
– Toll fraud via public network 

attack
– Impersonation
– Feature access

Defense Strategies:
– Class of Restriction (COR)
– Class of Service (COS)
– Account Codes
– Trunk Restrictions
– Interconnect Restrictions
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Other Best PracticesOther Best Practices
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Network
– Networks should be evaluated for readiness to carry VoIP traffic.
– Secure mechanisms should be used for traversal of firewalls.

Phone Sets
– Set software loads should be encrypted and tamper-proof.
– Sets should run the minimum of services required.
– Connection of a set to the system must require an initial authentication and 

authorization.

Servers
– Servers should be incorporated into appropriate patch management and anti-

virus systems.
– Sufficient backup power should be available to maintain operation of 

telephony devices (and necessary network infrastructure) in the event of a 
power failure.

Wireless
– All wireless devices should implement WPA and/or WPA2 versus WEP.
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What about SPIT?  What about SPIT?  ((““SPamSPam over Internet Telephonyover Internet Telephony””))

Makes for great headlines, but not yet a significant threat 
Fear is script/tool that:
1. Iterates through calling SIP addresses:

111@sip.company.com, 112@sip.company.com, …
Opens an audio stream if call is answered (by person or voicemail)

2. Steals VoIP credentials and uses account to make calls
Reality is that today such direct connections 
are generally not allowed
This will change as companies make greater use
of SIP trunking and/or directly connect IP-PBX
systems to the Internet (and allow incoming calls
from any other IP endpoint)
Until that time, Telemarketers have to initiate unsolicited calls 
through the PSTN to reach their primary market: slows them 
down and adds cost

mailto:111@sip.company.com
mailto:112@sip.company.com
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The Challenge of SIP TrunkingThe Challenge of SIP Trunking
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Security LinksSecurity Links

VoIP Security Alliance  - http://www.voipsa.org
– Threat Taxonomy  - http://www.voipsa.org/Activities/taxonomy.php
– VOIPSEC email list - http://www.voipsa.org/VOIPSEC/
– Weblog - http://www.voipsa.org/blog/
– Security Tools list - http://www.voipsa.org/Resources/tools.php
– Blue Box: The VoIP Security Podcast - http://www.blueboxpodcast.com/

NIST “Security Considerations for VoIP Systems”
– http://csrc.nist.gov/publications/nistpubs/800-58/SP800-58-final.pdf

Network Security Tools
– http://www.sectools.org/

Hacking Exposed VoIP site and tools
– http://www.hackingvoip.com/

http://www.voipsa.org/
http://www.voipsa.org/Activities/taxonomy.php
http://www.voipsa.org/VOIPSEC/
http://www.voipsa.org/blog/
http://www.voipsa.org/Resources/tools.php
http://www.blueboxpodcast.com/
http://csrc.nist.gov/publications/nistpubs/800-58/SP800-58-final.pdf
http://www.sectools.org/
http://www.hackingvoip.com/


Q&AQ&A

www.voipsa.org
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Speaker Introduction Speaker Introduction –– Dan YorkDan York

Dan York, CISSP, is Director of IP Technology reporting to the CTO of Mitel 
Corporation and focused on emerging VoIP technology and VoIP security. As chair 
of Mitel's Product Security Team, he coordinates the efforts of a cross-functional 
group to communicate both externally and internally on VoIP security issues, 
respond to customer inquiries related to security, investigate security vulnerability 
reports, and monitor security standards and trends. Previously, York served in Mitel 
Product Management bringing multiple products to market including Mitel's secure 
VoIP Teleworker Solution in 2003. 

As Best Practices Chair for the VOIP Security Alliance, York leads the project to 
develop and document a concise set of industry-wide best practices for security 
VoIP systems. He is also heading up VOIPSA's move into "social media" with the 
launch of the Voice of VOIPSA group weblog. Additionally, York is the producer of 
Blue Box: The VoIP Security Podcast where each week he and co-host Jonathan 
Zar discuss VoIP security news and interview people involved in the field. 

His writing can also be found online at his weblog, 
Disruptive Telephony. 

http://www.voipsa.org/blog/
http://www.blueboxpodcast.com/
http://www.disruptivetelephony.com/
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