AVAYA inGate

Vcomm Solution & Interoperability Testing

Application Notes for Configuring Ingate SIParator with an
Avaya S8300 for SIP Trunking without SES — Issue 1.0

Abstract

These application notes describe the configuration steps required for the
Ingate SlIParator version 4.6.2 SBC to successfully enable the Avaya S8300

Call Manager version 5.0 for SIP Trunking without the need for Avaya SIP
Enablement Server (SES).

Written by Andy Glover ©2009 Vcomm UK Ltd
Testing conducted by Andy Glover (Vcomm) and Dean Jones (Westcon)



1. Introduction

With the introduction of software release 5.0 for the Avaya S8300 CM, it is now
possible to talk directly over a sip trunk without the need for an SES server. This
document will walk you through the set up of both Avaya CM and the Ingate
SlIParator.

The Ingate SlIParator is a session border controller that handles the ingress and
egress of SIP messaging between two networks (i.e LAN and WAN). It also has
basic proxy and far end NAT traversal functionality that could be put to use in
certain deployment situations, but are not covered by this document.

The SlIParator was connected to the network in a DMZ —LAN scenario:

[LLE L

Please refer to the Ingate SIParator documentation for other deployment
scenarios.

The IP addresses used in this test were:

Avaya S8300 172.17.124.10
Ingate SIParator LAN 172.17.124.21 DMZ 10.0.0.3 WAN 195.12.26.35
ITSP 88.215.60.14
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2. Equipment and Software Validated

The following equipment and software were used for the testing of this scenario:

Equipment ' Software Version

Avaya S8300 Call Manager | 5.0
Avaya |IP Handset
Ingate SIParator 4.6.2

Gamma SIP Trunk IPDC V3
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3. Configuring the Avaya S8300

For a detailed description of how to set up the Avaya S8300 please refer to the
Avaya’s own manual. This guide will show you the necessary changes to this
default configuration needed to make this scenario work.

3.1 Avaya Network Settings

Access the Avaya S8300 network settings. Select Configure Server - Configure
Interfaces.

Enter the IP address of the Avaya into IP address server 1.

Enter the IP address of the Ingate SIParator into Gateway.

Enter the subnet mask into subnet mask.

2 Configure Individual IP Services - Microsoft Internet Explorer provided by Westcon Group

File Edit View Favorites Tools  Help

Y A 7 M } S |
e Back - </ \ﬂ @ -.'_lj Pl ) Search \?/‘\_E/ Favorites @ [‘J—_.-_-_:v (=1 |9_-| -
Address @ https:ff192.11.13.6/cgi-bin/configsew fw_indCon_start

Configure Individual IP n -
Services m Configure Server

Review Notices
set Identities Configure Interfaces

Configure Interfaces

Configure LSP .
Configure Switches Ethernet 0: Laptop

Set DNSfDHCP IP address 192.11.13.6

Set Static Routes Subnet mask 255.255.255.252
Configure Time Server

Set Modem Interface
Ethernet 1: Control Network

IP address serverl 17717174 10
(serverl)

Gateway 172.17.124.21
Subnet mask 255.255.2585.0

Speed (Current
speed : 100 Megabit full AUTO SENSE
Fuplex)

Integrated Messaging

IP address serverl 17217 12411
(serverl)

Click CHAMGE to change values.

[change | clase window ] velp

¥ | Discussions ~ | ')f; % t; ﬁ | ﬁ | EDiscussions not available on https: 192,11, 13.6/

¥ - g 3>
"; start = & Admin... 2 2 Internet Expl... - Inbaox - Microsoft ...
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3.2 Avaya Setup Screens

The following screens show the specific changes needed to the basic
programming for SIP trunking to work.

#: Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit Wiew Swystem Action Tools Window  Help

_J '\ﬁ EJJ E | | | || I % J |g.ﬁ.|:h-'|4sewi-:es

cancel | refresh | enker ||:Iear field| help | | | |

change s1gnaling-group 10 Page 1 ot 1

STGMALTHG GROUP

Group Number: 10 Group Type: sip
Transport Method: top

Mear-end MWode MName: procr Far-end Mode Mame:
Near-end Listen Port:

Far-end Domain: &

DTMF ower 3 1-p Direct IP-IP Audio Connectio
IF fudio Hairpinm

_ Enable Lay | ' _
1ion Establishment Timer({min): 3 Alternate Route Timer(sec)
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Li: Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit M“iew System Action Tools SWWindow  Help

_J '\ﬁ EJJ E | | | || I % J |g.ﬁ.EMdsewices

cancel | refrezh | enter | clear field | help |g|:| ko page| next page | pres: page|

change trunk-group 10 Fage 1 of 21

TREUNE GROUP
Group Ty

Outgoing Disp _ .
MWight Serwvice:

Auth Code? n

Signaling Group: 10
Humber of Members: &

Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit Miew Systemn Action Tools  Window  Help

_J '\ﬁ|EJJ E | | | || I % J |g.ﬁ.EM4$ervices

cancel | refregh | enter | clear field | help |g|:| {u] page| hest page | prey page|

change trunk-group 10 2of 21

Group Type: sip

Page

METERS

Fedirect On OPTIM Failure: 5000

i . . Digital Lo
Freferred Minimum Session Refresh Inter
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Li: Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit “iew Systemn  Action Tools  Window Help

_J \ﬁ|ijl E | | | || I % J |9.&EM4sewices

cahcel | refresh | enhter | clear field | help |gn:| ko page| hext page | presy page|

change trunk-group 10 3 ot

TELUME FEATU

Fage 21

S5 gnment? Measured: none
Maintenance Tes

Humbering Format: public
UUT Treatment: serwice-prowider

icted Numbers
able Mumbers

Show ANSWERED BY on D1 Sr:'-l ay

Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit Miew Systemn Action Tools  Window  Help

_J '\ﬁ|EJJ E | | | || I % J |g.ﬁ.EM4$ervices

cancel | refregh | enter | clear field | help |g|:| {u] page| hest page | prey page|
Fage 1 of 2

change public-unknown-numbering 1
MUMEERTIM:G - PUBLIC/UMKNIWHN FORMAT

Trk PN
Grpls) Prefix
Adm nistered:
10 e 3 Ma=1mum Entra
99
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Li: Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit “iew Systemn  Action Tools  Window Help

_J \ﬁ|ijl E | | | || I % J |9.&EM4sewices

cahcel | refresh | enhter | clear field | help |gn:| ko page| hext page | presy page|

change cor & Page 2 ot 23
C OF EESTEICTION

Bloc

Station Lock TODS L F!-"||-':L~|-' Ir'|1:n:r" ral (hours):
CQutgoing Trunk o

Avaya Site Administration - [ACM 4 services Emulation: 4410]
@ File Edit Miew Systemn Action Tools  Window  Help

_J '\ﬁ|EJJ E | | | || I % J |g.ﬁ.EM4$ervices

cancel | refregh | enter | clear field | help |g|:| {u] page| hest page | prey page|

Fage 1 of 3

change 1nc-call-handling-tramt tr‘unk gr*u:uup 1CI
NZO e
Called

Eu
pub1ic-ntwrk iz 44
public-ntwrk
public-nty

public-nty

public-nty

pub1ic-nty
public-ntwrk
pub1ic-ntwrk
public-ntwrk
public-nty

public-nty

public-nty
public-ntwrk
public-ntwrk
public-ntwrk
public-nty

public-nty

public-nty
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3.3 Points to Note

The Ingate SIParator is used as the Gateway off of the host network
The Far-End-Domain is that off the ITSP not the Ingate

Direct IP-to-IP Audio is set to NO

Hairpinning is set to YES

PrOM=
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4. Setting up the Ingate SIParator

4.1 Basic Configuration

Download and install the Ingate startup tool from www.ingate.com. Once
installed run the program and connect to the Ingate.

Enter the network settings.

Ingate Startup Tool

Metwork Tapalogy |1P-PB>< | 1r3P_1 | Upload Configuration |

Product Type:  |Seerairer e

—Inside (Interface EthO)

IP address:; I 172 . 17 . 124 .

Metmask: | 755 , 255 . 255 .

— DMZ {Interface Ethl)
[ Use DHCP ko obtain IP

IP Address: I m .o .0

Metmask: | 755, 755 , 255

v allows https access bo web inkerface from Internet

Gateway! I m .o .0

Firewall extern IF‘:I 195 , 12 ., 26

Internet

=101 x]

Existing firewall

IP-FBX
DS zerver
Primary I 208 . 67, 222 . 222
Secondary: I 208 . 67 . 220 . 220
{Cptional)

Skatus

Ingate Startup Taaol Yersion 2.4.0, connected to: Ingate SIParatar 19, IG-092-733-4099-2

---End of LI file---
Configuration successfully uploaded.

add-rove sipswitch. request_From {id 5F domain="*" client_netgroup="Avava SE5/M" name="LOCAL_0203004223 ﬂ
add-row sipswitch, Forward_ko {id 1} account="02030042231@qgwl.manl.theiptele.com” domain="" name="0203C

add-rove sipswitch. dial_plan {id 1} action=Ffwd comment=
add-row sipswitch,dial_plan {id 2} action=Ffwd comment="" enum_prefix=
add-rove sipswitch,user_rouking {id 1} comment="" action=Fforward forward_to="02030042231@172.17.124. 10" L
add-row sipswitch,dial_plan {id 3+ action=deny comment=

enum_prefix=

enum_prefiz="" enum_root=- forward_prefix="" forws
enum_root=- forward_prefix="" forws

enum_root=- forward_prefix="" Form,

Help |
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Select the Avaya SES/CM and enter it's IP Address

Ingate Startup Tool N ]

Metwork Topology  IP-PEX |ITSF‘_1 I Ipload Configuration I

— IP-PE¥ (should be located on the LAR)

Tvpe: [~ EEs registers at the Ingate

IP Address: I 172 . 17 . 124 . 10

[ Use domain name
SIP Damain: I

Status
Ingate Startup Tool Yersion 2.4.0, connected ko: Ingate SIParator 19, 1G-092-738-4093-2

add-row sipswitch.request_from Jid 5+ domain="*" client_netgroup="fwaya SE3/CM" name="LOCAL_02030042231" -
add-row sipswitch.Forward_to {id 1} account="02030042231 @gw1.mani.theiptele. com” domain="" name="020300:
add-row sipswitch.dial_plan {id 1} action=fwd comment="" enum_prefix="" enum_root=- Forward_prefix="" Forwarc
add-row sipswitch.dial_plan {id 2} action=fwd comment="" enum_prefix="" enum_root=- forward_prefi:="" forwarc
add-row sipswitch.user_routing {id 1} comment="" action=forward forward_to="02030042231@172.17.124.10" us
add-row sipswitch.dial_plan {id 3} action=deny comment="" enum_prefix="" enum_root=- Forward_prefix="" forwal
-—-End of LT File---
Configuration successfully uploaded. j
-

Help |
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Select an ITSP, entering the details provided by them for the SIP Trunk.

Ingate Startup Tool N ]

Metwork Topology | IP-PEY ITSP_1 |Ll|:u||:ua|:| Configuration I

Marne: IGeneric TSP j E)ID (start U:IF range I 0001 146350054|
UsEr name):
DID range size: I 1
Provider address Account informakion:
IP Address: o .0 .0 .0 ¥ Use account
. Authentication name: I Q001 146950054
™| Use domain name (same as DID i blank)

[™ Increment authentication name for ranges

—Advanced

— Prefiz ko match and remosve From inbound calls Darnain: I gwl.mani theiptele.c
Prefix: I
Password: I TTITTTIY Y YYTTITY]

¥ Use user account on incaming call

~Prefix ko add to outbound calls [~ PEx lacal numbers (advanced)
Prefi: I Local number(start of range, I 020300425
use same as DID if local
numbers are nok used):
—F d3
FITMLELE L e Password {only used if PEX I
¥ Enable reqisters at the Ingate):

I~ EBx registers at the Ingate

Status
Ingate Startup Toal Version 2.4.0, connected ko: Ingate SIParator 19, IG-092-733-4099-2

add-row sipswitch.request_from {id 5 domain="*" client_netgroup="fvaya SE5/CM" name="LoCAL_02030042231" =«
add-row sipswitch.forward_to {id 1} account="02030042231@gw1.manl.theiptele.com" domain="" name="020300:
add-row sipswitch. dial_plan 4id 1} action=Fwd comment="" enum_prefix="" enum_root=- Forward_prefix="" Farwarc
add-row sipswitch.dial_plan {id 2} action=fwd comment="" enum_prefiz="" enum_root=- Forward_prefix="" forwarc
add-row sipswitch,user_routing {id 1} comment="" action=Fforward forward_bo="02030042231@172.17.124.10" us
add-row sipswitch.dial_plan {id 3+ action=deny comment="" enum_prefix="" enum_root=- forward_prefix="" Forwal
---End of CLI file---
Configuration successfully uploaded. j
-

Help |
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Apply the configuration. This will then take you to the web interface of the Ingate.

Ingate Startup Tool

Network Topology | 1P-PEX | 175P_t  Upload Configuration |

Disclaimer

=10 %]

I Enable:

"'l.ferhclse Logging {3IF debug)

inkeroperability with each Ingate Certified

While Ingate has made every effort bo ensure j

and Self-Certified wendaor, every possible
configuration, combination andjor software

version has not been tested, For technical ll
—Final step
{* Logon ko web GUI and apply settings
" apply settings directly using serial inkerface
[™ Backup the configuratior
Upload
Status

Ingate Startup Tool Yersion 2.4.0, connected ko: Ingate SIParator 19, 1G-092-738-4093-2

add-row sipswitch,dial_plan {id 1} action=Ffwd comment="" enum_prefix=
add-row sipswitch.dial_plan {id 2} action=Fwd comment="" enum_prefix=""

add-row sipswitch.dial_plan {id 3} action=deny comment=""

Configuration successfully uploaded.

enum_root=- forward_prefix="" FDFWE;I

enum_taot=- Forward_prefix="" Forwe
add-row sipswitch.user_routing {id 1} comment="" action=Fforward Forward_to="02030042231@172.17.124.10"

enunm_prefix="" enum_root=- forward_prefix="" Fors
-—-End of LI file---

=]

Help |
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Firstly log in to the web interface, then go to Administration - Apply Settings -
Save Configuration.

Go to Sip Traffic > Dial Plan. Change the transport type under Matching From
Header to ‘Any’

Add an entry in Matching Request-URI for Inbound calls to suit the inbound
number range.

Add an entry into Dial Plan for Inbound calls (see screen shot).

inGate SlParator Configured by Ingate Startup Tool Version 2.4.0 _Logout |

L Basic SIP | SIP .. Virtual Private | Quality of | Logging

A new Ingate STParator version exists. Get the upgrade here,

SIP User  Authenticafion Time  SIP
Methods Filtering Database and Accountfing ILNZOTN Routing Classes Status

Use Dial Plan (Help) Emergency Number (Help)
® On 911

 Of

" Fallback

Matching From Header (Help)

Use This ... ... Or This ‘
Name Transport Network Delete
Username | Domain Reg Expr
[4vaya SESICM | § | [ Any ||| Avaya SES/CM ] | r
[Generic TSP | [ | [l Any M| RERE =l | r
AN B B | | Any =l||LaN =
|LOCAL 020300 (02030042231 || | [ Any || Avaya SES/ICM = [T
[ [ [ | [ Ay v =\
Add new rows ”'I rOWs.
Matching Request-URI (Help)
| Use This ... | ... Or This
Name Delete
Prefix Head Tail Min. Tail Domain Reg Expr
|Inbnund | | |any character j | |* | r
|Outb0und | | Iany character j | |* | r

Al new rows ||1 EOWE.

|Done
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Forward To (Help)

Use This ... ... Or This ... Or This
Name Sub Delete
Account Replacement URT| Port |Transport| Reg Expr
+ [pzo30042231 |1 | 0001146950084@gw1 man1 theiptele.com =] [ - = r
+ [avaya [1 [- =l[t721712400 [sos0  [[TCP =] || r
Addd nesw rows ”1 groups with |1 TOWS pEr Zroup.
Dial Plan (Help)
Add Prefix Time
No. From Header Request-URT Action Forward To ENUM Root Comment (Delete
Forward ENUM Class
[1 [ LA =l outbound x| || Forward ~||| 2030042231 = [ [- = = r
|2 |WAN j Inbound j |F0rward j |Avaya j | | |— j |— j r

Add new rows ”1 rows.

Methods in Dial Plan ({Help)
The ACE, PEACE, CAWCEL, BYE, MOTIFY, TPDATE and INF O methods cannot be handled by the Dhial Plan

| Method  |Delete
[IITE r
|oPTIONS r
[suBscriBE ||
[MESSAGE r
|REFER r

REGISTER in Dial Plan (Help)

& Keep To headers for REGISTER. requests passed through the Dial Plan

" Rewrite To headers for REGISTER requests passed through the Dial Plan

Add new rows ”1 TOWS.

ENUBM Root (Help)

Name Subno. | ENUM Root |Delete
+ |e164.arpa. |1 |e164.arpa_ r
+ |e164.0rg. |1 |e164.0rg_ r
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Under Sip Traffic 2 Routing, change the SIP Routing order as shown.

inGate SIParator Configured by Ingate Startup Tool Version 2.4.0 _Logout |

e Basic sip fosiP .. Virtual Private § Quality of | Logging

A new Ingate STParator version exsts. (et the upgrade here.

¢ Changes have been made to the preliminary configuration, but have not been applied.

SIp User  Authenticafion Time SIP
Methods Filtering Database and Accounting Dial Plan Closses Status

DNS Ovwerride For SIP Requests (Help)

Relay To

Diomain Delete

DNS Name
or IP Address

Add new rows ”1 groups with |1 TOWS PEF group.

SIP Routing Order (Help) Class 3xx Message Processing (Help)
& Forward all
 Follow rediwects

IP Address |Port

Transport ‘Prinrity ‘Weight

‘ No. ‘Ruuting Function

K [Dial Plan
2 [DNS Overrids
||3 ‘Local Eegistrar

Static Registrations (Help)

Also Forward To
Delete

Requests To User

‘User ‘sips’sips |Tra.nspnrt

Add new rows ”1 groups with |1 TOWS PEr Zroup.

Local REFER Handling Help)
[T Always handle EEFEE locally [T For clients not supporting EEFER

T For cliente tint sinncstine rendaces

| [one
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Next, under Basic Configuration select Reply to ping to all IP addresses.

inGate S|Parator Configured by Ingate Startup Tool Version 2.4.0 | Logout |

e Basic sipfosiP .. Virtual Private | Quality of | Logging

& new Ingate SIParator version exsts. Get the upgrade here.

+ Changes have been made to the preliminary configuration, but have not been appled.

Basic Access Dynamic SIParator
(T TVICT Control RADIUS SNMP DNS Update Certificates Advanced  Type

General Version of Ingate STParator
Mame of this STParator: 3
ggck forl new versions of Ingate & Tes  No
IConfigured by Ir arator:
. Diate of last successfial version check: 2009-02-10 18:54:03
Default dormain:
Software version in use; 4.6.2

Policy For Ping to Your Ingate SIParator

IP Policy  Mever reply to ping
& Discard TP  Only reply to ping to the same mterface
packets

= Eeply to ping to all IP addresses
" Reject IP packets

DNS Servers (Help)

DNS Name
‘ No. or IP Address ‘ IP Address |Delete
I [ava672z2222  [208 67222222
2 [ens 67220220 [208.67.220.220 |

Add new rowes ”1 TOWS.

Save | Unda | Look up all IP addresses again |

- Page generated for 'admin' 2009-02-10 20:19:16 +0000.
I n G Ingate S1Parator 4.6.2. Copynight © 2008 Ingate Systems AB.

| Dane

Now go to Administration - Apply Settings - Save Configuration. You should
now be able to successfully make inbound and outbound calls.
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5. Interoperability Testing

Features tested using this configuration were:

Inbound calls
Outbound calls
Call hold

Call transfer
Conference

Further features of the Avaya were not tested but should work. For further
assistance in this please contact Vcomm UK Ltd or your Ingate partner.

Vcomm UK Ltd
Unit H

Castle Ind Park
Pear Tree Lane
Newbury
Berkshire
RG14 2EZ

www.vcomm.co.uk

Tel: 01635 232430
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