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1 What is a Directly Connected Network?

A “Directly Connected Network” is a network physically connected to an interface on
the Ingate Firewall/SIParator and which IP address(es) the Firewall/SIParator should
have on that network. For example, the network address of 10.75.5.0/24 on the inside
(or LAN) Ethernet Interface means there is a network containing an IP address range
from 10.75.5.0 to 10.75.5.255. The Ingate inside (or LAN) interface must have an IP
address within this range. The Ingate Firewall/SIParator can have more than one
directly connected network, and thus the Firewall/SIParator must have an IP address on
every network to which it is directly connected. This applies to all networks on the same
physical network to which this interface is connected.

For detailed programming instructions, please refer to the Ingate Firewall & SIParator
Reference Manuals - Chapter 6: Network.

Here is an example of one Directly Connected Network on both the LAN and WAN
side of the Ingate Firewall/SIParator.

Directly Connected Network

Internet

Directly
Connected

Network _____
“Ingate IP:
%51.51.51.254

-
- .
--------

P

---------- | inGate

.

+Ingate IP: " .
\. 10.51.77.1 G0

e -

Connected
Network

-~ 10.51.77.0/24 " Directly
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2 What is a Routed Network?

If there is a router between the Ingate Firewall/SIParator and a network, you have to tell
the SIParator how direct traffic there. If there is at least one router between the
Firewall/SIParator and the network, you should enter the router IP address under Static
Routes. If there is more than one router, you should enter the router located on the

directly connected network for this interface.

For detailed programming instructions, please refer to the Ingate Firewall & SIParator

Reference Manuals - Chapter 6: Network.

Routed LAN Network

Internet

Directly
Connected
Network

....... \
" o,

.

|  Routed
'\ Network

/10.51.77.0/24 ) i

oL ..

'Default GW:* '
: --"‘t 51 51. 511 g

51 51 51 0;24 """"""

s Ingate IP‘ ._
\51.51.51.254

s.-

......

4 IngateIP y
. 10.51.771 /

Directly
Connected
Network

Page 2 of 24



3 Common Examples

For detailed programming instructions, please refer to the Ingate Firewall & SIParator
Reference Manuals - Chapter 6: Network.

3.1 One Directly Connected Network

Here is an example of one Directly Connected Network on both the LAN and WAN
side of the Ingate Firewall/SIParator.

Directly Connected Network

Internet

......
" -

Directly s, 515151
Connected b
Network

.......... | inGate

.

+Ingate IP:
\. 10.51.77.1 S

S

-
-
Creame

10.51.77.0/24 Directly
. / Connected
Network

3.1.1 Network & Computers

Here, you group computers and networks. This example shows the Directly Connected
Networks defined on each interface. The LAN has a range of IP addresses from
10.51.77.0 to 10.51.77.255 associated with “inside (Eth0)”. The WAN has a range of IP
addresses from 0.0.0.0 to 255.255.255.255 associated with “outside (Eth1)”, with the
exception of 127.0.0.1.
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SR Basic SiP | SIP .. Virtual Private | Quality of | Logging

Networks and (DI All Interface
(LM Gateways Interfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgrou == Interface/VLAN Delete
} i DO Name IP Address B Jame IP Address
or IP Address - or IP Address

+ |ITsP_P | B ~|[0.0.00 ]j0.0.0.0 |255.255.256.265 | (255.255.255.255 | outside (eth1 untagged) v |[]
# [ [ Sllosime ]1051770 [tosirrass ][1051.77255 [inside (ethd untagged) v O
Wlrex |- IE o0 |[1051772000 | [- v/[O
" C— E— 0000 [wrooo  ]127000 ot antunossed %] O

v [127.002

3.1.2 Inside (EthO) Interface

|127.002

The “inside (Eth0)” intetface of the Ingate Firewall/SIParator contains an IP address on
the directly connected network located on the LAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. There is no

Static Routing required in this example.
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L Basic SIP § SIP |, . Virtual Private | Quality of | Logging

Networksand  Defauli Al Interface
Computers  Gateways Interfaces VLAN Eth1 Eth2 Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth0 @® OFF @ Automatic negotiation
This interface is: & On O Off O DHCP client ON O 100 Mbit/s, full duplex
Interface name: ) PPPoE client ON © 100 Mbit's, half duplex
© 10 Mbit's, full duplex

(0 10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name _ . Network Broadcast | VLAN VLAN
D or IP Address L] el Address Address Id Name Lot
Jinside [ [1051.77.1 10.51.77.1 1051.77.0(1051.77.255 | |- O

[ Add new rows ] |1 |rows_

Alias (Help)

Below are the ranges from which vou can select aliases.

10.51.77.1-10.51.77.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ] |1 |r0ws.

Static Routing (Help)

Routed Network Router
DNS Name or |, _ .. | DNS Name Delete
Notwork Address Network Address Netmask / Bits or IP Address IP Address

3.1.3 Outside (Ethl) Interface

The “outside (Eth1)” interface of the Ingate Firewall/SIParator contains an IP address
on the directly connected network located on the WAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. The Static
Routing contains the Default Gateway information to ensure connectivity to the
Internet.
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N Basic SIP | SIP |, Virtual Private | Quality of | Logging

Networksand Default Al Interface
Computers  Gafeways Interfaces VIAN Eth0 Eth2 Status  PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF (® Automatic negotiation
This interface is: &) On O Of ) DHCP client ON O 100 Mbit's, full duplex
Interface name: (O PPPGE client ON (O 100 Mbit/s, half duplex

O 10 Mbit/'s, full duplex

O 10 Mbit's, half duplex

Directly Connected Networks (Help)
DNS Name Network | Broadcast VLAN VLAN

B or IP Address e Address Address Id Name Le
|outside |[51.61.51.254 51.51.51.254 51.51.51.0{51.51.51255 |- O
[ Add new rows ] |1 |r0ws_
Alias (Help)

Below are the ranges from which you can select aliases.

51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete
[ Add new rows ] |1 |r0ws_

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address | Netmask / Bits or IP Address IP Address
e | 5151511 5151511 [0

3.2 Two Directly Connected LAN Network — Same Interface

Here is an example of two Directly Connected Networks on the LAN side of the Ingate
Firewall/SIParator.

Page 6 of 24



Two Directly Connected Networks
— One Interface

[ Internet

.....
-----

> ,' Default GW o
a--n 51 51.51. 1 .

Directly
Connected
Network I
.' lngate IP: %
% 51 51.51 254 ..

. -’
---------

-----
> ok -~

' Ingate IP
10.51.771
. 10 51.10.1

oS
e
_______

‘v
.
)
.
’

o

Directly
Connected
Network

e 'Directly

3.2.1 Network & Computers

This example shows the Directly Connected Networks defined on each interface. The
LAN has a range of IP addresses from 10.51.77.0 to 10.51.77.255 AND 10.51.10.0 to
10.51.10.255 associated with “inside (Eth0)”. The WAN has a range of IP addresses
from 0.0.0.0 to 255.255.255.255 associated with “outside (Eth1)”, with the exception of

127.0.0.1.
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L Basic Sie fosiP |, Virtual Private | Quality of | Logging

Tt Defoult — All Interfoce
(N Goteways Inferfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
N Subgrou {or [P ranges) Interface/VLAN Delete
e s e TP Address S e TP Address
or IP Address or IP Address
+ [rsP_P I[- | [0:0.00 |0.0.00 056 266 265,255 | 255 255 255 255 | outside (ethl untagged) v || O
+ |LAN || v| |1[],51,1[],u | 10.51.10.0 10.51.10.255 inside (eth0 untagged)  ~||[]
— SosmeJwsim0 [wsmes|0sms 0
# it - wlfosirra0  Jrosi7roof | O
+ [wan || | [0000 |0.0.00 127.00.0 127.0.0.0 outside (eth1 untagged) || []
|— v| |127_0_0_2 | 127.0.0.2 255 255 255 255 255255255255 | outside (eth1 untagged) |+|| O

3.2.2 Inside (EthO) Interface

The “inside (Eth0)” intetface of the Ingate Firewall/SIParator contains TWO IP
addresses on the directly connected network located on the LAN. With the Netmask for
cach address, the Firewall/SIParator knows the range of IP addresses that are connected.
There is no Static Routing required in this example.

o Basic SIP | SIP ... Virtual Private § Quality of | Logging

Networks and  Default Al Interface
Computers  Gateways Interfaces VLAN JillN Eth1 Eth2  Status  PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth0 @ OFF (& Automatic negotiation
This interface is: & On O Off (O DHCP client ON © 100 Mbit/s, full duplex
Interface name: O PPPoE client ON O 100 Mbit's, half duplex
O 10 Mbit's, full duplex

O 10 Mbit's, half duplex
Directly Connected Networks (Help)

Name DNS Name IP Address  Netmask / Bits Networl: | Broadcast | VLAN VLAI: Delete

or IP Address Address Address Id Namy

inside_10.0  |[10.51.10.1 [10.51.10.1 10.51.10.0/10.51.10255 [ - O
finside_77.0 |[1051.77.1 |[10.51.77.1  [255.255.2550 1051.77.0(1051.77.255 |- O

[ Add new rows ]|1 |rows_

Alias (Help)
Below are the ranges from which you can select aliases.
10.51.77.1-10.51.77.254
10.51.10.1-10.51.10.254
- DNS Name

Name or IP Address IP Address Delete

[ Add new rows ]|1 |rmvs,

Static Routing (Help)

Rounted Network Router
DNS Name or . - .. DNS Name Delete
Network Address Network Address Netmask / Bits or IP Address IP Address
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3.2.3 Outside (Ethl) Interface

The “outside (Eth1)” interface of the Ingate Firewall/SIParator contains an IP address
on the directly connected network located on the WAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. The Static
Routing contains the Default Gateway information to ensure connectivity to the
Internet.

e Basic SIP § SIP |, Virtual Private | Quality of | Logging

Networksand  Default Al Interface
Computers  Gafeways Interfaces VLAN Eth0 Eth2 Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF @ Automatic negotiation
This interface is: & On O Off ) DHCP client ON O 100 Mbit/s, full duplex
Interface name: ) PPPoE client ON 100 Mbit's, half duplex
O 10 Mbit's, full duplex

10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name _ . Network | Broadcast | VLAN VLAN
Name or IP Address TP Address | Netmask / Bits Address | Address Id Name —=
[outside |[515151254 51.51.51.254 5151.510(51.51.51255 |- O
[ Add new rows ] |1 |r0ws_

Alias (Help)

Below are the ranges from which you can select aliases.
51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ”1 |rows_

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address | Netmask / Bits or IP Address IP Address
e 5151511 5151511 |
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3.3 Routed LAN Network

Here is an example of Routed Networks on the LAN side of the Ingate
Firewall/SIParator. In this example there is a router located on the LAN to direct traffic

to another network.

|  Routed
| Network

Routed LAN Network

Internet

Directly
Connected
Network

anma \
- -
- S

/ Ingate IP:

.51 51.51.254 ;

......
e ~ap

Ie ~ 1 IngatelP:
(10.51.77.0/24 . 10.51. 771 o

u
- -
LT

Directly

Network

3.3.1 Network & Computers

Connected

This example shows the networks defined on each interface. The LAN has a range of IP
addresses from 10.51.77.0 to 10.51.77.255 AND 10.51.10.0 to 10.51.10.255 associated
with “inside (Eth0)”. The WAN has a range of IP addresses from 0.0.0.0 to
255.255.255.255 associated with “outside (Eth1)”, with the exception of 127.0.0.1.
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L Basic sie | SIP .. Virtual Private | Quality of | Logging

Networks and [T Y | Interface
(T Gatewoys Inferfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgroup — — e Interface/VLAN Delete
DS INETE IP Address DS INETE IP Address
or IP Address or IP Address
+ ITsp_p I[- ~|loo0o 10,000 255.255.255.255 | qutside (eth1 untagged) v/ (]
+ [Lan I[- ~|[1051100 |1051.10.0 105110255  |inside (eth0 untagged)  ~|| [
|_ v| |1[]751777,[] ‘ 10.51.77.0 10.51.77.255 ‘mmde (ethD untagged) V| O
+ [Mitel I[- |10 5177 200 |10s1772000 - <O
+ |WAN || v| |n,n,[],[] ‘ 0.0.0.0 127.0.0.0 ‘uutslde {eth1 untagged) V| O
|_ v| |12770702 ‘ 127002 255255255255 ‘uutslde {eth1 untagged) V| O

3.3.2 Inside (EthO) Interface

The “inside (Eth0)” interface of the Ingate Firewall/SIParator contains ONE IP
addresses on the directly connected network located on the LAN. With the Netmask for
cach address, the Firewall/SIParator knows the range of IP addresses that are connected.
There is also Static Routing required to direct traffic to 10.51.10.0/24 Network to the
router located at 10.51.77.254.

o Basic SIP | SIP ;. Virtual Private | Quality of | Logging

Networksand  Default  All Interface
Computers  Gateways Inferfaces VLAN Eth1 Eth2 Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth( ® OFF (# Automatic negotiation
This interface is: &) On O Off © DHCP client ON © 100 Mbit's, fill duplex
Interface name: (O PPPcE client ON (O 100 Mbit's, half duplex
O 10 Mbit/'s, full duplex

O 10 Mbit's, half duplex
Directly Connected Networks (Help)

_ DNS Name _ . Network | Broadcast | VLAN VLAN
Name or IP Address IP Address | Netmask /Bits Address | Address Id Name

finside 7.0 |/10.51.77.1 1051771 [256.255.255.0 105177.0(10.51.77.255 [ |- O

[ Add new rows ]|1

Delete

| TOWS.

Alias (Help)

Below are the ranges from which you can select aliases.

10.51.77.1-10.51.77.254

. DNS Name
Name or IP Address IP Address Delete

[ Add new rows ”1 |rows.

Static Routing (Help)

Routed Network Router
DNS Name or . _ . DNS Name Delete
Network Address Network Address | Netmask / Bits ey TP Address

10.51.10.0 2552552550 | 105177 254 10.51.77.254|
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3.3.3 Outside (Ethl) Interface

The “outside (Eth1)” interface of the Ingate Firewall/SIParator contains an IP address
on the directly connected network located on the WAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. The Static
Routing contains the Default Gateway information to ensure connectivity to the
Internet.

e Basic SIP § SIP |, Virtual Private | Quality of | Logging

Networksand  Default Al Interface
Computers  Gafeways Interfaces VLAN Eth0 Eth2 Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF @ Automatic negotiation
This interface is: & On O Off ) DHCP client ON O 100 Mbit/s, full duplex
Interface name: ) PPPoE client ON 100 Mbit's, half duplex
O 10 Mbit's, full duplex

10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name _ . Network | Broadcast | VLAN VLAN
Name or IP Address TP Address | Netmask / Bits Address | Address Id Name —=
[outside |[515151254 51.51.51.254 5151.510(51.51.51255 |- O
[ Add new rows ] |1 |r0ws_

Alias (Help)

Below are the ranges from which you can select aliases.
51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ”1 |rows_

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address | Netmask / Bits or IP Address IP Address
e 5151511 5151511 |
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3.4 Routed WAN Network

Here is an example of Routed Networks on the WAN side of the Ingate
Firewall/SIParator. In this example there is a router located on the WAN to direct
traffic to another network.

Routed WAN Network

Internet ]

#" Router: ™
\ 51.51.51.178./

N e S ) 51 51.51 1 . :DII’BG‘“Y
yo > /51.51.51.0124 jTemee " Connected
(13.13.13.0/24 - e, Network
_ Ingate IP: ™
: Routed |} |  Lee=--
Network
\ |

C 1 Zingate IP:
(10.51.77.0124 | % 10.51.771 .

Directly
Connected
Network

3.4.1 Network & Computers

Here, you group computers and networks. This example shows the networks defined on
each interface. The LAN has a range of IP addresses from 10.51.77.0 to 10.51.77.255
associated with “inside (Eth0)”. The WAN has a range of IP addresses from 0.0.0.0 to
255.255.255.255 associated with “outside (Eth1)”, with the exception of 127.0.0.1.
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SR Basic SiP | SIP .. Virtual Private | Quality of | Logging

(O] Defoult  All Interface
(T Gateways Interfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgrou e Interface/VLAN Delete
i : DNS Name IP Address DNS Name IP Address
or IP Address : or IP Address :
+ ITsP_IP |- ~[foooo ]00.0.00 255255 255,255 | |255.255.255.255 | outside (eth1 untagged) v |[]
+ [Lan (- ~|[1051.77.0 |[1051.77.0 [105177.288  ||1051.77.255  |inside (eth0 untagged)  v| O]
+ [PBX Il vl[105177200  |[105177200 } - do
# [WAN |E vll0000 00000  [127.000 |[127.000 |outside (eth1 untagged) v.|| ]
[- “v|[127002 1127002 [255.285265255 | [255.255.255.255 | outside (eth untagged)  v|| ]

3.4.2 Inside (EthO) Interface

The “inside (Eth0)” intetface of the Ingate Firewall/SIParator contains an IP address on

the directly connected network located on the LAN. With the Netmask, the

Firewall/SIParator knows the range of IP addresses that are connected. There is no

Static Routing required in this example.

o Basic SIP §SIP .. Virtual Private | Quality of § Logging

Networks and ~ Defouli Al Interface
Computers  Gateways Interfaces VLAN Ethl Eth2 Status  PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth0 ® OFF ® Automatic negotiation
This interface is: ) On O Off O DHCP client ON O 100 Mbit's, full duplex
Interface name: © PPPoE client ON ) 100 Mbit/s. half duplex
O 10 Mbit/s, full duplex

O 10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name - . Network Broadcast | VLAN VLAN
Name or IP Address IP Address | Netmask /Bits Address = Address Id Name S
[inside |[10.51.77.1 10.51.77.1 10.51.77.0 105177255 |- O
[ Add new rows |1 | rows.

Alias  (Help)

Below are the ranges from which you can select aliases.

10.51.77.1-10.51.77.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ”1 |r0ws.

Static Routing (Help)

Routed Network Router
DNS Name or . - ., | DNS Name Delete
Network Address Network Address Netmask / Bits or TP Address IP Address
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3.4.3 Outside (Ethl) Interface

The “outside (Eth1)” interface of the Ingate Firewall/SIParator contains ONE IP
addresses on the directly connected network located on the WAN. Included IP address
is a Netmask for the interface, the Firewall/SIParator knows the range of IP addresses
that are connected. There is also Static Routing required to direct traffic to
13.13.13.0/24 Network to the router located at 51.51.51.178, as well as the Default
Gateway for connectivity to the internet.

N Basic SIP | SIP |, Virtual Private | Quality of J Logging

Networksand  Default  All Interface
Computers  Gateways Interfaces VLAN EthO Eth? Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF (® Automatic negotiation
This interface is: @ On O Off O DHCP client ON O 100 Mbit/s, full duplex
Interface name: () PPPoE client ON 100 Mbit's, half duplex
© 10 Mbit's, ful duplex

O 10 Mbit/s, half duplex

Directly Connected Networks (Help)

_ DINS Name = : Network | Broadcast | VLAN [VLAN
Name or IP Address IP Address | Netmask / Bits Address | Address Id Name 1=
|outside ||51.51.51.254 51.51.51.254 51.51.51.051.51.51255[ |- O
[ Add new rows ] |1 |r0ws_
Alias (Help)

Below are the ranges from which you can select aliases.
51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ] |1 |r0ws.

Static Routing (Help)

Routed Network Router
DNS Name or _ _ . DNS Name Delete
Network Address Network Address| Netmask / Bits or IP Address IP Address
13.13.13.0 (2662652650 ||515151178 5151511780
default | 15151511 5151511 [0

Page 15 of 24



3.5 Routed WAN Network with 2 Interfaces

Here is an example of Routed Networks on the WAN side of the Ingate
Firewall/SIParator when using two Ethernet interfaces.

It is important to note that the Ingate Firewall/SIParator only supports one Default
Gateway. This Default Gateway is only on one interface and will be used for all generic
data traffic. Although another network can be connected to a second interface, only
Static Routing can be used to route calls to specific networks.

Directly Connected WAN Network and
WAN Routed Network — Two Interfaces

77 88 99. 0124
e

44 55.66. 0:’24 ) Routed

( Internet Internet i N Network )

....................
--------

Sy, > “Default GW:*
-51 51.51 0;24. 51 51511 ./

.......

Directly
Connected
Network

ISP#2 | Directly
~ Connected
Netwo

P s
-

" Ingate IP \__ .
L 51 51.51.254

b -*
.........

-------- Ingate IP: ‘-.
inEsaté . 11 .22.33. 254 i

/ --------
--------- ‘mGate

Ingate IP: ‘l
10 51.771
10 51.77. 0:’24

DII’eGﬂY =2
Connected

3.5.1 Network & Computers

Here, you group computers and networks for each interface. This example shows the
networks defined on each interface. The LAN has a range of IP addresses from
10.51.77.0 to 10.51.77.255 associated with “inside (Eth0)”. The WAN has a range of IP
addresses from 0.0.0.0 to 255.255.255.255 associated with “outside (Eth1)”, with the
exception of 127.0.0.1. In addition, another interface “Ethernet 2 (Eth2)” has been
connected to direct traffic to specific networks. Contained here is the directly connected
network of 11.22.33.0 to 11.22.33.255. Plus the other statically routed WAN IP address
ranges from 44.55.66.0 to 44.55.66.255, plus 77.88.99.0 to 77.88.99.255 associated with
“Ethernet 2 (Eth2)”.
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A Basic SIP ] SIP ], Virtual Private | Quality of § Logging

Networks and [0 EITT R
(M Gateways Inferfoces VLAN Eth0 Ethl Eth2

Interface
Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgrou (for [P ranges) Interface/VLAN Delete
) DI RINETTe IP Address e IP Address
or IP Address or IP Address
+[ITsP_P II- ~|[0000 10.0.0.0 265255 265,265 | 255.255.255.255 | outside (eth1 untagged) | [
+ [LaN II- ~|[1081770 | 1051770  [10.51.77.285 105177255 | inside (ethQ untagged) || ]
T — i E
+ [wan II- ~|[0000 0000 127.0.0.0 127.0.0.0 Loutside (eth1 untagged) v [
- v|[127.002 | 127002 (255285055265 255255255255  outside (eth1 untagged) || ]
+ [WaN_2 | v|[1122330 |1122330 (112233255 112233255 | Ethemat? (sth? untagged) | [
- v|[44.55660 | 4455660  [44.55 66 255 44.55.66.255 | Ethemet? (th? untagged) v|| ]
- ~|[77.88.99.0 |77.88.99.0  [77.88.99.255 77.88.99.235 | Ethemet? (sth? untagged) v || ]

3.5.2 Inside (EthO) Interface

The “inside (Eth0)” intetface of the Ingate Firewall/SIParator contains an IP address on
the directly connected network located on the LAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. There is no

Static Routing required in this example.

- Basic SIP | SIP | Virtual Private | Quality of | Logging

Networks and  Defoult  All

Interface
Computers  Gateways Inferfaces VLAN Ethl Eth? Status PPPoE Surroundings

General
Physical device: eth0

Obtain IP Address Dynamically
& OFF

This interface is: & On O Of O DHCP client ON

Speed and Duplex
& Automatic negotiation
& 100 Mbit's, full duplex

Interface name: © PPPoE client ON © 100 Mbit's, half duplex
© 10 Mbit/s, full duplex

O 10 Mbit/s, half duplex

Directly Connected Networks (Help)

_ DNS Name _ . Network | Broadcast VLAN VLAN
NETE or IP Address TP SXHheDs | REIFeRIINE Address Address Id Name P
[inside |[1051.77.1 1051771  [255.265.266.0 1051.77.0/10.51.77.255 ]\ O
[ Add new rows I |1 ‘rows.
Alias (Help)

Below are the ranges from which you can select aliases.

10.51.77.1-10.51.77.254

DI IP Address Delete

R or IP Address

[ Add new rows I|1 ‘rows.

Static Routing (Help)

Routed Network Router
DNS Name or . - .. DNS Name Delete
Network Address Network Address Netmask / Bits or TP Address IP Address
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3.5.3 Outside (Ethl) Interface

The “outside (Eth1)” interface of the Ingate Firewall/SIParator contains an IP address
on the directly connected network located on the WAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. The Static
Routing contains the Default Gateway information to ensure connectivity to the
Internet.

N Basic SIP | SIP |, Virtual Private | Quality of | Logging

Networksand Default Al Interface
Computers  Gafeways Interfaces VIAN Eth0 Eth2 Status  PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF & Automatic negotiation
This interface is: & On O Off © DHCP client ON O 100 Mbit's, full duplex
Interface name: ) PPPoE client ON 100 Mbit's, half duplex
(O 10 Mbit's, full duplex

(& 10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name - . Network | Broadcast VLAN VLAN
B or IP Address L B D Address Address Id Name Tl
|outside |[51.61.51.254 51.51.51.254 51.51.51.0{51.51.51255 |- O
[ Add new rows ] |1 |r0ws_

Alias (Help)

Below are the ranges from which you can select aliases.
51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ”1 |r0ws.

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address Netmask / Bits or IP Address IP Address
default ||defal |[51.51.51.1 5151511 |0
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3.5.4 Second Outside (Eth2) Interface

The “Ethernet 2 (Eth2)” interface of the Ingate Firewall/SIParator contains ONE IP
addresses on the directly connected network located on the WAN. With the Netmask
for each address, the Firewall/SIParator knows the range of IP addresses that are
connected. There is also Static Routing requited to direct traffic to 44.55.66.0/24 and
77.88.99.0/24 networks to the router located at 11.22.33.1.

o Basic SIP | SIP |, Virtual Private | Quality of § Logging

Networksand Default Al Interface
Computers  Gateways Interfaces VLAN EthO Eth1 [ilvA Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth2 ® OFF (® Automatic negotiation
This interface is: @ On O Of ( DHCP client ON O 100 Mbit/s, fill cplex
Interface name:  PPPoE client ON O 100 Mbit's, half duplex
(O 10 Mbit's, full duplex

(© 10 Mbit's. half duplex
Directly Connected Networks (Help)

Name DNS Name IP Address = Netmask / Bits Network | Broadcast | VLAN VLAN Delete

or IP Address Address Address Id Name

[outside_2 [[11.22.33 254 11.22.33.254 112233.0(11.2233.255 |- O

[ Add new rows ]|1

| TOWS.

Alias (Help)

Below are the ranges from which you can select aliases.
112233.1-11.22 33 254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ]|1 |r0ws.

Static Routing (Help)

Routed Network T
DNS Name or _ _ . DNS Name Delete
Network Address Network Address Netmask / Bits or IP Address IP Address

44.5566.0 44.55.66.0 [255.285 2550 |[11.22.33.1 ||l1122331 |O
77.88.99.0 |255.266.256.0 [[11.22.331 |[11.2233.1 |O0
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3.6 Directly Connected LAN Network with 2 Interfaces

Here is an example of a two Directly Connected Networks on the LAN side of the
Ingate Firewall/SIParator when using two Ethernet interfaces.

Directly Connected Network
— Two LAN Interfaces

Internet

-----
'''''

7 Default GW:",

5151514

Directly ;
Connected TR i TR -
Kook ( 51 .51.51 0/24 ) )

\' IngateIP T /
‘51 51.51.254,]

-
-------

-------
-
” “

““Ingate IP; .-, . inGate
s 10 51 771 ¥ gl

__________ Ingate P: ‘-.

- 10 51. 101 ,'
Directly .‘7‘10.51.77.0/24 1"_]10.51.10.0/24 ) Directly
Connected Connected

Network Network

3.6.1 Network & Computers

Here, you group computers and networks for each interface. This example shows the
Directly Connected Networks defined on each interface. The LAN has a range of IP
addresses from 10.51.77.0 to 10.51.77.255 associated with “inside (Eth0)”. The WAN
has a range of IP addresses from 0.0.0.0 to 255.255.255.255 associated with “outside
(Eth1)”, with the exception of 127.0.0.1. In addition, another interface “Ethernet 2
(Eth2)” has been connected to direct traffic to specific networks. Contained here is the
directly connected network of 10.51.77.0 to 10.51.77.255 associated with “Ethernet 2
(Eth2)”.
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A Basic SIP ] SIP ], Virtual Private | Quality of | Logging

Neiworks and [0 EITT R Interface
(TN Galewoys Inferfaces VLAN EthO Eth1 Eth2 Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
N Subgrou (for [P ranges) Interface/VLAN Delete
e s et IP Address S IP Address
or IP Address or IP Address

+ [ITsP_P | ~|[0000 10,000 265265 265 265 | 235.255.255.255 | outside (sth1 untagged) v |[]
+ [LaN | ~|[1051770 | 1051770 [10.51.77.255 10.51.77.255 | inside (eth0 untagged) ||
+ [LAN_2 | ~|[1051100 |1051.100 (105110255 10.51.10.255 | Ethemat? (sth? untagged) | [
+ [Mitel | ~|[10.51.77 200 105177200 [- [0
+ [wan | ~|[0000 10000 127.0.0.0 127.0.0.0 outside (eth1 untagged) ||

- v|[127.002 | 127002 (285285055265 | 255255255255 outside (eth1 untagged) || ]

3.6.2 Inside (EthO) Interface

The “inside (Eth0)” interface of the Ingate Firewall/SIParator contains an IP address on
the directly connected network located on the LAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. There is no
Static Routing required in this example.

A Basic SIP | SIP .. Virtual Private | Quality of | Logging

Networksand  Defouli  All Interface
Computers  Gateways Interfaces VLAN Ehl Eth2 Status  PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth0 ® OFF @ Automatic negotiation
This interface is: & On O Off O DHCP client ON © 100 Mbit's, full duplex
Interface name: O PPPGE client ON O 100 Mbit's, half duplex
10 Mbit's, full duplex

© 10 Mbit/s, half duplex

Directly Connected Networks (Help)

DNS Name Network | Broadcast VLAN VLAN

Name or IP Address IP Address | Netmask { Bits Address | Address Id Name s
[inside [[10.51.77.1 10.51.77.1  [255.265.255.0 1051.77.0(1051.77.255 [ |- o
[ Add new rows ”1 |r0ws.

Alias (Help)

Below are the ranges from which you can select aliases.

10.51.77.1-10.51.77.254

_ DNS Name
Name or IP Address IP Address Delete
[ Add new rows ] |1 |r0ws.

Static Routing (Help)

Routed Network Router
DNS Name or _ ., | DNS Name Delete
Network Address Network Address Netmask / Bits or TP Address IP Address
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3.6.3 Outside (Ethl) Interface

The “outside (Eth1)” interface of the Ingate Firewall/SIParator contains an IP address
on the directly connected network located on the WAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. The Static
Routing contains the Default Gateway information to ensure connectivity to the
Internet.

e Basic SIP § SIP |, Virtual Private | Quality of | Logging

Networksand  Default Al Interface
Computers  Gafeways Interfaces VLAN Eth0 Eth2 Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: ethl ® OFF @ Automatic negotiation
This interface is: & On O Off ) DHCP client ON O 100 Mbit/s, full duplex
Interface name: ) PPPoE client ON 100 Mbit's, half duplex
O 10 Mbit's, full duplex

10 Mbit's, half duplex

Directly Connected Networks (Help)

_ DNS Name _ . Network | Broadcast | VLAN VLAN
Name or IP Address TP Address | Netmask / Bits Address | Address Id Name —=
[outside |[515151254 51.51.51.254 5151.510(51.51.51255 |- O
[ Add new rows ] |1 |r0ws_

Alias (Help)

Below are the ranges from which you can select aliases.
51.51.51.1-51.51.51.254

_ DNS Name
Name or IP Address IP Address Delete

[ Add new rows ”1 |rows_

Static Routing (Help)

Routed Network Router
DNS Name or | _ . DNS Name Delete
Network Address Network Address | Netmask / Bits or IP Address IP Address
e 5151511 5151511 |
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3.6.4 Second Inside (Eth2) Interface

The “Ethernet 2 (Eth2)” interface of the Ingate Firewall/SIParator contains an IP
address on the directly connected network located on the LAN. With the Netmask, the
Firewall/SIParator knows the range of IP addresses that are connected. There is no
Static Routing required in this example.

o Bosic SIP | SIP .. Virtual Private | Quality of | Logging

Networks and ~ Defoult Al Interface
Computers Gateways Interfuces VLAN EthD Ethl [2i¥A Status PPPoE Surroundings

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth2 @® OFF () Automatic negotiation
This interface is: &) On () Off (& DHCP client ON O 100 Mbit's, full duplex
Interface name: » PPPoE client ON (100 Mbit's, half duplex
O 10 Mbit/s, full d'LIplEX

O 10 Mbit's, half duplex
Directly Connected Networks (Help)

_ DNS Name Ir - . Network | Broadcast | VLAN VLAN
Name or IP Address Address Netmask / Bits Address Address Id Name —

(Inside_2 |[10.51.10.1 1051.10.1 10.51.10.0(10.51.10.255 |- O

[ Add new rows ]|1

| TOWS.

Alias (Help)

Below are the ranges from which you can select aliases.

10.51.10.1-10.51.10.254

_ DNS Name
Name or IP Address IP Address Delete

’ Add new rows ] |1 |rows.

Static Routing (Help)

Routed Network Router
DNS Name or |, _ .. | DNS Name Delete
Network Address Network Address Netmask / Bits or IP Address IP Address
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4 Appendix — WAN Network Definition

In Networks and Computers, you group computers and networks. This example shows
the Directly Connected Networks defined on each interface. The LAN has a range of IP
addresses from 10.51.77.0 to 10.51.77.255 associated with “inside (Eth0)”. The WAN
has a range of IP addresses from 0.0.0.0 to 255.255.255.255 associated with “outside
(Eth1)”, with the exception of 127.0.0.1.

SR Basic SIP | SIP .. Virtual Private | Quality of | Logging

Networks and BT MY\ Interface
(L VTCTO Gateways Inferfaces VLAN EthO Eth1 Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgroup ST Interface/VLAN Delete
DHS Name IP Address DS Name IP Address
or IP Address - or IP Address °
+[ITsp_ip |- v|[0000 ]0.0.00 (255255 255 255 ||255.255.255 255 | outside (eth1 untagged) v/ ]
+ |LAN ] v 10.61.77.0 \ 10.51.77.0 @-ﬂﬂ&ﬁ 7 10.51.77.255 | inside (eth0 untagged) v|lO
+ | PBX |- ~l[105177200  [10.51.77.200 J - ¥Oo
# [wan i B “J0000  [127000 |127000 |outside (eth untagged) ¥/| ]
- ¥|[1zr002 |[127.002  [255.265.255.255 | 255.255.255.255 | outside (eth1 untagged) v/ ]

Why the exception of the 127.0.0.1 network?

The WAN network is used in the Startup Tool to block requests that are not explicitly
allowed by the Dial Plan. For this purpose, you basically block requests from all IP
addresses.

But as a consequence of our implementation of the B2BUA, requests that are looped
inside the Ingate are sent from IP address 127.0.0.1 (generally known as the loopback
address). If this IP address is included in the WAN network, all looped requests will be
blocked while processed inside the Ingate.

For this reason, the loopback IP address is excluded from that network. If the network
should not be used in the Dial Plan, there is no reason to exclude that IP.
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