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Ingate Firewall/SIParator® version: > 4.6.2

Document version: 1.1

How to configure Ingate Firewall/SIParator®
for IPsec connections with NAT

You might want to NAT the traffic through an IPsec tunnel. A reason for wanting this could
be that the networks on each side of the tunnel clash, thus making routing decisions tricky.

In this example we assume that computers on one side (client side) wants to contact servers
on the other side of the tunnel (server side). The configuration needed for this is presented
here.

NB! If the IPsec peer is not an Ingate unit, some settings might differ from what is shown
here. The primary setting which will not look the same is which networks are involved in
the IPsec negotiation. The local networks (sharing the same IP interval) will never be used
in the negotiation; only the IP addresses used to NAT the traffic.

Client Side

On the client side, the IPsec connection must be defined, and rules to allow traffic going
through the tunnel to the server side.

IPsec Peers

Start on the IPsec Peers page under Virtual Private Networks, where you define the IP
addresses between which the VPN connection should be established. You also define how
the VPN peers should authenticate themselves to each other.

Under Authentication: Type, select authentication with a Preshared secret or X.509
certificates. To use X.509 certificates, either both units must be able to sign their own
certificates, or you must have access to a CA server which will sign certificate requests. If
you have your own CA server, you can upload its certificate to the Firewall/SIParator and
then trust all certificates signed by that CA (select Trusted CA).

Under Info, enter the secret or upload the certificate that should be used for authentication.
If you use certificates, you should upload the other unit’s certificate here, not the
Firewall/SIParator’s own one.

Under Local side, select a public IP address of the Firewall/SIParator, and enter a public IP
address of the other VPN gateway under Remote side.

Select On under Status, select Off under RADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both VPN peers.
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IPsec Tunnels
Next, go to the IPsec Tunnels page and enter the networks which will use the IPsec tunnel.

In the IPsec Networks table, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the IP address or addresses used
by the IPsec peer for NATing traffic for its local network.

As the two networks clash, you can’t define the remote network directly here. Instead, the
local computers need to contact an IP address on the peer outside. The peer then forwards
the traffic to the server.

IPsec Networks (Help)
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Then, create a new row in the IPsec Tunnels table. Under Peer, select the newly created
IPsec peer.

Under Local network, select Network as the Address type and the local network
(connected to the Firewall/SIParator) that you defined below under Network.

Under Remote network, select Network and the network defined below, which consists of
the IP address(es) connected to the remote Firewall/SIParator.

Select to NAT as the outside IP address (the one selected on the IPsec Peers page.



The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
[Psec peers.

Select AES/3DES as encryption algorithm.
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Additionally, for SIP to work over your IPsec connections, you require a tunnel under
IPsec tunnels between the client and the public IP address of the Firewall/SIParator, i.e.
the Local side address under IPsec Peers. This requires a Phase 2 connection in the client
(The Greenbow) also.

Example: if your DNS record sip.abc.com points to the WAN IP of the Firewall/SIParator
then you must have a tunnel between the client and this IP address.

This is so that all SIP and RTP media through the b2bua or proxy is permitted.

Ensure that:

+ The remote (road warrior) client also has a tunnel/Phase?2 to the external IP of the
Firewall/SIParator. This means "the same IP address as on the [Psec Peers page".
Optionally, a tunnel to a network or subnet that includes the external IP of the
Firewall/STParator, i.e. to a DMZ range.

+ The external IP (or DMZ range) of the Firewall/SIParator is a network in the IPsec
Networks table. In the IPsec Tunnels table, select Network under Address type and



select the network you just created under IPsec Networks.

Networks and Computers

Go to Networks and Computers under Network to create network groups for the
networks that will use the IPsec tunnel. These are used for building rules for the IPsec
traffic.

The network on the server side of the IPsec tunnel must consist of the IP address(es) that
are used to NAT the traffic on that side. This network must have "-" selected under

Interface/VLAN.
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Rules

Go to the Rules page and create rules to let traffic through the IPsec tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the local network under Client. Select the IPsec peer under To IPsec peer and the
peer’s network under Server. Create rules like this for the services that should be allowed
to the server side.
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Save/Load Configuration

Finally, go to the Save/L.oad Configuration page under Administration and apply the
new settings by pressing Apply configuration.

WO Show User
GO Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test maode:

IED seconds

Apply configuration

When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.

Save/Load CLI Command File ({Help)
The permanent configuration might be affected by loading a CLI file,

Save config to CLI file | Load CLIfile [ | Browse... |

Server Side

On the server side, the IPsec connection must be defined, and relays to forward the received
traffic to the servers on the inside.

IPsec Peers

Start on the IPsec Peers page under Virtual Private Networks, where you define the IP
addresses between which the VPN connection should be established. You also define how
the VPN peers should authenticate themselves to each other.

Under Authentication: Type, select authentication with a Preshared secret or X.509
certificates. To use X.509 certificates, either both units must be able to sign their own
certificates, or you must have access to a CA server which will sign certificate requests. If
you have your own CA server, you can upload its certificate to the Firewall/SIParator and
then trust all certificates signed by that CA (select Trusted CA).

Under Info, enter the secret or upload the certificate that should be used for authentication.
If you use certificates, you should upload the other unit’s certificate here, not the
Firewall/SIParator’s own one.

Under Local side, select a public IP address of the Firewall/SIParator, and enter a public IP
address of the other VPN gateway under Remote side.

Select On under Status, select Off under RADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both VPN peers.
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IPsec Tunnels
Next, go to the IPsec Tunnels page and enter the networks which will use the IPsec tunnel.

In the IPsec Networks table, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the IP address or addresses used
by the IPsec peer for NATing traffic from its local network.

As the two networks clash, you can’t define the remote network directly here. Instead, use
the IP address from which the traffic seems to be sent.

IPsec Networks (Help)

DNS name or
network address

[~ Home network |10.47.0.0 10.47,0.0 16 I
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Then, create a new row in the IPsec Tunnels table. Under Peer, select the newly created
IPsec peer.

Under Local network, select Network as the Address type and the local network
(connected to the Firewall/SIParator) that you defined below under Network.

Under Remote network, select Network and the network defined below, which consists of
the IP address(es) connected to the remote Firewall/SIParator.

Select to NAT as the outside IP address (the one selected on the IPsec Peers page.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
[Psec peers.

Select AES/3DES as encryption algorithm.
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Additionally, for SIP to work over your IPsec connections, you require a tunnel under
IPsec tunnels between the client and the public IP address of the Firewall/SIParator, i.e.
the Local side address under IPsec Peers. This requires a Phase 2 connection in the client

(The Greenbow) also.

Example: if your DNS record sip.abc.com points to the WAN IP of the Firewall/SIParator

then you must have a tunnel between the client and this IP address.

This is so that all SIP and RTP media through the b2bua or proxy is permitted.

Ensure that:

« The remote (road warrior) client also has a tunnel/Phase2 to the external IP of the
Firewall/STParator. This means "the same IP address as on the [Psec Peers page".
Optionally, a tunnel to a network or subnet that includes the external IP of the

Firewall/STParator, i.e. to a DMZ range.

« The external IP (or DMZ range) of the Firewall/SIParator is a network in the IPsec
Networks table. In the IPsec Tunnels table, select Network under Address type and

select the network you just created under IPsec Networks.



Networks and Computers

Go to Networks and Computers under Network to create a network group for the remote
network that will use the IPsec tunnel. This will be used to define which computers can use
the relay that will forward traffic to the inside servers.

The network on the client side of the IPsec tunnel must consist of the IP address(es) that are

used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN.

Wetweorks and

Defoult

Inferfate

(00 T Galewoys Interfoces MAT VLAN EIRO Ethl Eth? Bh3 Ebd EhS  Stols  PPPE

Hetworks and Computers.
Losser Limiit :f':r.m:l -
o Hanve ubgraup et Interface VLAN Een ey
Row DHS Mame = == DS Mame - = Prcri
of IP Ackiiess of IP Adkless
O | eiermes 10.0.0.0 0000 RS 255255255 [R5 255255255 [Exemal (ethl || [
untagged)
0 1% ofce mervark LoL47.000 104700 1047255255 |1047.255.255  |nmermal (eshd O
uniagged)
O |# seams ven endpoant [ 193.12.253.115 [I‘B 12.253.115 O
Relays

Go to the Relays page and create relays to forward traffic from the IPsec tunnel to the
inside servers.

Select to Listen to an IP address on the outside. This IP address must be listed among the IP
addresses for which the client side makes the IPsec negotiation.

Enter the IP address and port for the server under Relay to and select the appropriate relay
type. Select the IPsec peer under IPsec peer and the client network under Network.

DHCP

Rules
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Save/Load Configuration

Finally, go to the Save/L.oad Configuration page under Administration and apply the
new settings by pressing Apply configuration.

Save/Load Show User
CIVTGIONR Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test maode:

IED seconds

Apply configuration

When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.

Save/Load CLI Command File ({Help)
The permanent configuration might be affected by loading a CLI file,

Save config to CLI file | Load CLIfile [ | Browse... |

IPsec Connection With NAT, Client Side has a
Dynamic IP Address

You might want to NAT the traffic through an IPsec tunnel. A reason for wanting this could
be that the networks on each side of the tunnel clash, thus making routing decisions tricky.

In this example we assume that computers on one side (client side) wants to contact servers
on the other side of the tunnel (server side), and that the [Psec peer of the client side has a
dynamic IP address. The configuration needed for this is presented here.

NB! If the IPsec peer is not an Ingate unit, some settings might differ from what is shown
here. The primary setting which will not look the same is which networks are involved in
the IPsec negotiation. The local networks (sharing the same IP interval) will never be used
in the negotiation; only the IP addresses used to NAT the traffic.

Client Side

On the client side, the IPsec connection must be defined, and rules to allow traffic going
through the tunnel to the server side.

Certificates

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate on the Certificates page.

11



Add a new row to the Private Certificates table and enter a name for this certificate. Press
Create new.

Private Cenificates  (Help)

I_ Mame Certificaie I Information [I::I:I:
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Enter information about the Firewall/SIParator in the form, and press Create a self-signed
X.509 certificate.

Create Certlficate or Certificate Request
Fill i the cedificate data for "YPN cert” below, then creale eisher & certificate or a certificale request
Afer generating 2 cemficare request, and having it sigred by a signing authoniey, the cemficate muest be impomed o the firewall.

Expite in {days) Cousilry code (T Ceganizaten (00

“ fpes l I

Common Mame (CH)E:  Smaeefprovince (ST Organizagenal Uns (OL0;

- |nmr:.in5|nh:.cnm l |

Email address Lacaling®eas Lk

you generabe several cerificates with identical data youw shouwld make sure Bebow you can erder an eptional challernge password for
ety hawe diffeeer seial nusibers, o rEL AN IEQuiEsIs,

Sedial numbern

Challenge passwond: [

s E Challenge password again [

Fields marked with ™ are mandasory.

Create a selfl-signed X.509 cenificate J Create an X. 509 cenificate reguest ] bt ]

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on the IPsec Peers page of the other unit.

IPsec Certificates

Go to IPsec Certificates under Virtual Private Networks and select that the
Firewall/STParator should use the newly created certificate for [Psec negotiations.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos NG {CIC Settings  Server  Status PPTP Status

Local X.500 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate for IPsec:

|Edit Row [CA |Delete Rm'.r|

Add new rows ”1_ rows.

VPN cert| ¥ |
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IPsec Peers

Go to the IPsec Peers page under Virtual Private Networks, where you define the IP
addresses between which the IPsec connection should be established. You also define how
the IPsec peers should authenticate themselves to each other.

Under Authentication:Type, select X.509 certificates.

Under Info, upload the other unit’s certificate.

Under Local side, select the interface with the dynamic IP address, and enter a public IP
address of the other IPsec gateway under Remote side.

Select On under Status, select Off under RADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

79 IPsec  IPsec  IPsec  IPsec  Authentication IPsec PPTP
Ty Tunnels Cryptos Certificotes Setfings  Server  Status PPTP Stotus
IPsec Pears (Help)
These setings ane called “Phase 1 setings” in some other IPsec products,
Remole Side
Edlit .|| Local .
Hame Subgroup |Active RADIUS |Blacklist
i Side 2oL Dynamic | IP Address
or IP Addres s
O 18 paain office! Yes |Imternet [BE.131.69.205 (Mo [68.131.69.205 [No
fethl)
EAKMP Authe ntication
| Key Initiate e rention Delete
'| Lifetime |[Re-keying LS Type Infe Row
Hseconds)
3600 Yes AESSDES X508  [Subject fCN=vpr.ingate.com |
cenificate (Issuer JCM=vpRingate. com
M5
Fingerprint ALD7AZ07 43 6C:07 FDFCEe L 7ACABEABIC
Walid to: 2009-07-24 11:47:47

IPsec Tunnels

Next, go to the IPsec Tunnels page and enter the networks which will use the IPsec tunnel.

In the IPsec Networks table, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the IP address or addresses used
by the IPsec peer for NATing traffic for its local network.

As the two networks clash, you can’t define the remote network directly here. Instead, the
local computers need to contact an IP address on the peer outside. The peer then forwards

the traffic to the server.
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IPsec Networks (Help)

. DMNS M .
Edit Mame ame or Metwork Address |Netmask [ Bits||Delete
Network Address
|_ LAMN 192.168.0.0 192.168.0.0 24 |_
|_ Remote side |88.131.69.205 88.131.69.205 32 |_

Then, create a new row in the IPsec Tunnels table. Under Peer, select the newly created
[Psec peer.

Under Local network, select Network as the Address type and the local network
(connected to the Firewall/SIParator) that you defined below under Network.

Under Remote network, select Network and the network defined below, which consists of
the IP address(es) connected to the remote Firewall/SIParator.

Select to NAT as the outside IP address (the one selected on the IPsec Peers page.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec IPsec  IPsec  IPsec Authentication IPsec PPIP
Peers Cryplos Cerfficates Seffings  Server  Status PPTP Stotus

IPsec Tunnels (Help)

These settings are called "Phase 2 settings” in some ather [Psec products.

Local Network Remote Network '::“':
- ey
I:::: Pexr Address MAT |Address Likctive: | Ewcry pilon Elj-:S DI::\:-E
Type MHetwork As T;pt Network [(secomnds, -
optional)
C |+ main office [Wetrork JLAN Irterret | Metwark |[Remate AESEDES |Same |[]
{ethl) ide as
Phase
1 DH
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SIP through IPsec
NAT

Ingate LAN

sip.abc.com

Intemet /‘Gp\m\y

Road warrior

192.168.1.0/24

192.168.2.0/24

192.168.200.9

Additionally, for SIP to work over your IPsec connections, you require a tunnel under
IPsec tunnels between the client and the public IP address of the Firewall/SIParator, i.e.
the Local side address under IPsec Peers. This requires a Phase 2 connection in the client
(The Greenbow) also.

Example: if your DNS record sip.abc.com points to the WAN IP of the Firewall/SIParator
then you must have a tunnel between the client and this IP address.

This is so that all SIP and RTP media through the b2bua or proxy is permitted.

Ensure that:

+ The remote (road warrior) client also has a tunnel/Phase?2 to the external IP of the
Firewall/SIParator. This means "the same IP address as on the [Psec Peers page".
Optionally, a tunnel to a network or subnet that includes the external IP of the
Firewall/STParator, i.e. to a DMZ range.

+ The external IP (or DMZ range) of the Firewall/SIParator is a network in the IPsec
Networks table. In the IPsec Tunnels table, select Network under Address type and
select the network you just created under IPsec Networks.

Networks and Computers

Go to Networks and Computers under Network to create network groups for the
networks that will use the IPsec tunnel. These are used for building rules for the IPsec
traffic.

The network on the server side of the IPsec tunnel must consist of the IP address(es) that
are used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN.

15



Networks and [RIEICT - | Inferfore
(T Goteways Inferfores NAT VLAM EthO Ethl Eth2 B3 Bh4 EthS  Status  PPPoE

Networks and Computers

= Lower Limit ;ﬁ::ﬁ::: by
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untagged)
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Rules

Go to the Rules page and create rules to let traffic through the IPsec tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the local network under Client. Select the IPsec peer under To IPsec peer and the
peer’s network under Server. Create rules like this for the services that should be allowed
to the server side.

DHCP Time
Reloys Relay Services Protocols Closses

Rules
From To
Edit |[Rule Time | Log D e e
W | nctive [Client |IPsec |Server |IPsec Direction  [Service |Action omment|
Row | Ho. Class||Class Row
Peer Peer
O L LAM || Remoie (Main |Ethermei -= (WPM) |pop3 allow (247 [Local O
VPN office

Save/Load Configuration

Finally, go to the Save/Load Configuration page under Administration and apply the
new settings by pressing Apply configuration.

Save/Lood R T User
GG Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

30 seconds

Apply configuration |

When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.
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Save/Load CLI Command File (Help)
The permanant configuration might be affected by loading a CLI file,

Save config to CLI file | Load CLI file [ | Browse... |

Server Side

On the server side, the IPsec connection must be defined, and relays to forward the received
traffic to the servers on the inside.

Certificates

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate on the Certificates page.

Add a new row to the Private Certificates table and enter a name for this certificate. Press
Create new.

Private Certificates (Help)

Edit|  Mame Certificate information Delete
Submon ((M=vpa. ngane om

= [vPN cen Create New || Impont || View/Download |[re=e’ [EH-vasnaae -
u0s

Frgepdint Al DFATOF 438000 FO RS 08 41 TA: CA 88 45 0%
[Vald toc DOOOOT-24 114747

Enter information about the Firewall/SIParator in the form, and press Create a self-signed
X.509 certificate.

Creale Certificate or Certificate Reguest
Fill im thie cenificamm daa fos VPN cer” Balow, then creabe either a cemicale or 3 emiicale regquess.

Aler generating 4 cefificabte requeit, and hayving il signed by a signing auority, the cerilicate muwit be imported b the Rrewall,

Expire in {days): Courdny code (C): Organization {0k

- [a6s | |

Common Hame (CH):  Stlamfprevinee (5T Organizatonal Uait (OLI)

- }-lm.lrrgme.cm | |

Emuail address Lecaliyptown (L1

fyou generate several cermficabes with identical data you should make sure Below you can emier an aptional challenge password for
theery hawe different sedal numbaers, cerifical reguests,

T :

e Challenge passward: [

= E Challensge pasiwand agsin [

Fields marked wigh ™" are muanda oy,

Create a self-signed 3509 cenificare ] Create an X500 cenificate request J A bt |

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on the IPsec Peers page of the other unit.

IPsec Certificates

Go to IPsec Certificates under Virtual Private Networks and select that the
Firewall/STParator should use the newly created certificate for [Psec negotiations.
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IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos NG {CIC Settings  Server  Status PPTP Status

Local X.500 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate for IPsec:

|Edit Row [CA |Delete Rm'.r|

Add new rows ”1_ rows.

VPN cert| ¥ |

IPsec Peers

Go to the IPsec Peers page under Virtual Private Networks, where you define the IP
addresses between which the IPsec connection should be established. You also define how
the [Psec peers should authenticate themselves to each other.

Under Authentication: Type, select X.509 certificates.
Under Info, upload the other unit’s certificate.

Under Local side, select the interface with the public IP address. Under Remote side, enter
“*#? which means that the peer has a dynamic IP address..

Select On under Status, select Off under RADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

(2778 IPsec IPsec  IPsec  IPsec Authenfication IPsec PPIP
(] Tunneks Cryptos Cerfificates Settings  Server  Stotus PPTP Status

IPsec Peers (Help)

These settings are called "Phase 1 seftings” in some other IPsec products.

| Remote Side
Edit DHS
Name Subgroup |Active |  Local Side Hame iP RADIUS |Blacklist
Fow Dy mamic
ar IP Address
Address
O 1 eranch afice|l Yes [(Intemet . No i Mo i
(88.131.69.205)
EAKMP At b e it
| Key Initiate e - Delete
1| Uketime ([Re-keyingl|—™¥Pt T - Row
Hseconds)
[3600 Yes AESZEDES X509  [Subject fON=vpningate.com |
cenificate (Issuer JCN=vpningate com
M5
Fingerprint ALD7AS07 43 6007 7 DFCae L FACABE4ECY
Walid to: 2009-07-24 11:47:47
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IPsec Tunnels

On the IPsec Tunnels page, create a new row in the IPsec Tunnels table. Under Peer,
select the newly created IPsec peer.

Under Local network, select Local side address as the Address type.
Under Remote network, select Remote side address.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec BUECM IPsec  IPsec  IPsec  Authenfication IPsec PPTP
Peers LU Cryplos Cerfificates Seffings  Server  Status PPTP Status

IPsec Tunnels (Help)

These settings are called "Phase 2 settings” In some other IPsec products,

Lecal Network Remote Network I::EEC
ey
Edit PFS |Delets
Peer Lifetime [Encryption
Row Address Network HAT |Address Network |(seconds, (Group | Row
Type As | Type optional)
] |* Branch ofice/[Local Remote |- AESZDES |Same |[]
side side as
address address Phase
1 DH
SIP through IPsec
: NAT Ingate LAN
Road warrior ,
sip.abc.com I
192.168.1.0/24
Intemet b\\c\? ,

192.168.2.0/24

192.168.200.9 IXIPSec Phase 2

Additionally, for SIP to work over your IPsec connections, you require a tunnel under
IPsec tunnels between the client and the public IP address of the Firewall/SIParator, i.e.
the Local side address under IPsec Peers. This requires a Phase 2 connection in the client
(The Greenbow) also.

Example: if your DNS record sip.abc.com points to the WAN IP of the Firewall/SIParator
then you must have a tunnel between the client and this IP address.

This is so that all SIP and RTP media through the b2bua or proxy is permitted.

Ensure that:
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» The remote (road warrior) client also has a tunnel/Phase?2 to the external IP of the
Firewall/STParator. This means "the same IP address as on the [Psec Peers page".
Optionally, a tunnel to a network or subnet that includes the external IP of the
Firewall/SIParator, i.e. to a DMZ range.

+ The external IP (or DMZ range) of the Firewall/SIParator is a network in the IPsec
Networks table. In the IPsec Tunnels table, select Network under Address type and
select the network you just created under IPsec Networks.

Networks and Computers

Go to Networks and Computers under Network to create a network group for the remote
network that will use the VPN tunnel. This will be used to define which computers can use
the relay that will forward traffic to the inside servers.

The network on the client side of the VPN tunnel must consist of the IP address that is used
to NAT the traffic on that side. As this IP address is dynamic, all IP addresses need to be
included in the network.

Select "-" under Interface/VLAN.

Networks ond [CLGTL Al Interface
TS Goteways Inferfuces NAT VLAN EthO Ethl Eth2 Eth3 Ethd EthS  Stalus  PPPoE

Metworks and Compuiters
u Limit
Lower Limit .
{for IP ranges)
— |Hame [Subgroup DNS Imerla-t:ei"l.u'i..i'.l.r-.l“:""lh:tt
Row Mame P DMS Name o AmEs Row
or IP  |Address|| or IP Address
Adkdress
||:| |# au [ |o.0.00 ||:|.n:-.u.n |255.255.255.155 255.255.255.255 |- ||:|
Relays

Go to the Relays page and create relays to forward traffic from the IPsec tunnel to the
inside servers.

Select to Listen to an IP address on the outside. This IP address must be listed among the 1P
addresses for which the client side makes the IPsec negotiation.

Enter the IP address and port for the server under Relay to and select the appropriate relay
type. Select the IPsec peer under IPsec peer and the client network under Network.
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Relays (Hel

Listen To Relay To ... A"“::'i::i_'“ e
- Relay Time | Log
= DINS Namz Type Peec iu IClass (Class CRER
IP Address  [Part ot IP W Address [Por Network | TLS/A5L
Address
F Intermct 110 [132.168.033 :IEE.!I}H-.{I.H[E TCP port  [Jall Branch||- 2457 |Local | [T
{88.131.69.205) i o Fiineg office

Save/Load Configuration

Finally, go to the Save/L.oad Configuration page under Administration and apply the
new settings by pressing Apply configuration.

Save/Lood [T User
GGt Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

|3[:I seconds

Apply configuration

When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.

Save/Load CLI Command File ({Help)
The permanant configuration might be affected by loading a CLI file,

Save config to CLI file | Load CLI file [ | Browse... |

IPsec Connection With NAT, Server Side has
a Dynamic IP Address

You might want to NAT the traffic through an IPsec tunnel. A reason for wanting this could
be that the networks on each side of the tunnel clash, thus making routing decisions tricky.

In this example we assume that computers on one side (client side) wants to contact servers
on the other side of the tunnel (server side), and that the IPsec peer of the server side has a
dynamic IP address. The configuration needed for this is presented here.

NB! If the IPsec peer is not an Ingate unit, some settings might differ from what is shown
here. The primary setting which will not look the same is which networks are involved in
the IPsec negotiation. The local networks (sharing the same IP interval) will never be used
in the negotiation; instead the IP addresses used to NAT the traffic are used.
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Server Side

On the server side, the IPsec connection must be defined, and relays to forward the received
traffic to the servers on the inside.

As the server side has a dynamic public IP address, it is not possible to make the client side
use this address when contacting servers. Instead, you need to set up an extra IP network on
the inside, just for forwarding traffic to the inside servers.

In this example, the common network for both sides is 192.168.0.0/24, and the extra IP
network on the server side is 172.16.20.0/24.

Interface

Go to Interface and create a new network for the traffic forwarding in the Directly
Connected Networks table.

Directly Connected Metworks (Helg)

Eddit o Address n”f"::ME 1P Address Hem_'lasl: Hetwork Broadcast |WLAMN [VLAN |Debete

Raow Type Addrean | Bits Address Address kd  ||[Mame | Row

|0 [Lam [statc  |192.168.0.1192.168.0.1 (24 [192.168.0.0 [192.168.0.255 | I O

|:| Relay |S1atic 172.16.20.1|172.16.20.1||24 172.16.20.0 [172.16.20.255 |- ||:|
Mt

In the Alias table, add alias IP addresses for the server that should be reachable over the
IPsec connection.

Alias (Help)

Below are the ranges from which you can select aliases.

172.16.20.1-172.16.20.254
192.168.0.1-192.168.0.254

DHS N
Edit Row HName ame IP Address |Delete Row
or IP Address
|:| FTP Server |172.16.2034 |(172.16.2034 |:|
|:| pop3 Server |172.16.2033 ||172.16.20.33 |:|

Certificates

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate on the Certificates page.

Add a new row to the Private Certificates table and enter a name for this certificate. Press
Create new.
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Private Cerificates (Help)

I_ Mame Certificate I Information [I::I:I:
ubpct JLMs home npate com r
PM cen Cpeaibe (N esw | Imipeot | View/Download | e Rl E T R
e
Fegemprne 00D F 500 ] CAE:3C04: OO0 P IAR SEA L ED
‘aki o DEFRGT-24 D1-53:5T

Enter information about the Firewall/SIParator in the form, and press Create a self-signed
X.509 certificate.

Create Certificate or Cerntificate Request
Fill im the cedificate data for "¢PN cert” below, then create eisher a certificate or a certificale request
Afver generating 2 cerficare request, and having it signed by a signing authoney, the cemficane most be impomed o the firewall.

Expire im {days) Cowsniry code (C): Oreganizaden (0

“ s l |

Comson Mame (Ml Saeefprovinge (5T Oeganizagenal Uns (0L

- |-:|mr:.in5|nrr.cnm l |

Emzil addréss Lacaling®ewn (LK
Ifyou generabe several cerificases with identical data you should make sure Bebow you can enter an aptional challenge password for
ety havwe diffeeam semkal nassbers, corEbLate Meguess,

Serial number: Challenge passwarnd: [

. ﬁ Challenge passwdnd agsin [

Fields marked with ™" are mandasory.

Create a sell-signed X.500 cenificate J Create an X.5%09 cenificate reguest ] Abenit ]

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on the IPsec Peers page of the other unit.

IPsec Certificates

Go to IPsec Certificates under Virtual Private Networks and select that the
Firewall/STParator should use the newly created certificate for [Psec negotiations.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos NG {CIC Settings  Server  Status PPTP Status

Local X.500 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate for IPsec:

|Edit Row [CA |Delete Rm'.r|

VPN cert| ¥ |

Add new rows | 1 rows.

IPsec Peers

Go to the IPsec Peers page under Virtual Private Networks, where you define the IP
addresses between which the IPsec connection should be established. You also define how
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the IPsec peers should authenticate themselves to each other.
Under Authentication:Type, select X.509 certificates.
Under Info, upload the other unit’s certificate.

Under Local side, select the interface with the dynamic IP address, and enter a public IP
address of the other IPsec gateway under Remote side.

Select On under Status, select Off under RADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

(28 IPsec  IPsec  IPsec IPsec  Authentication |Psec PPTP
T4y Tunnels Cryptos Cerlificates Setfings  Server  Status PPTP Status

IPsec Pears (Help)
These setings ane called “Phase 1 setings” in some other IPsec products,

Remote Side
Eclit ; Local .
Hame Subgroup |Active RADIUS |Elacklist
i Side e Dynamic | 1P Address
or IP Address
O [ piain officel Yes Imernet [88.131.69.205 |No [88.131.69.205 [No
(ethl)
EAKMP A uthentic ation
| Key Initiate —— Delete
‘| Lifetime |Re-keying LEE Type Infes Row
Hseconds)
3600 Yes AESSDES X508  [Subject fCN=vpr.ingate.com |
cerificate |Issuer /[CN=vpRingate com
MIDS
Fingerprint: ALD7A307 43 6C .07 FDFCE6L: FACABEAEICS
walid po: 2009-07-24 114747

IPsec Tunnels
Next, go to the IPsec Tunnels page and enter the networks which will use the IPsec tunnel.

In the IPsec Networks table, define the networks that will connect through the IPsec
tunnel. Define the extra network that was created for the servers.

As the two office networks clash, you can’t define the remote network directly here.
Instead, the IP address from which the traffic seems to be sent will be used directly in the
IPsec Tunnels table.

IPsec Networks (Help)

. DNS Mame or .
Edit Mame Metwork Address||Metmask [ Bits |Delete
Network Address
|_ Relay network |172.16.20.0 172.1620.0 24 |_
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Then, create a new row in the IPsec Tunnels table. Under Peer, select the newly created
[Psec peer.

Under Local network, select Network as the Address type and the server network that you
defined below under Network.

Under Remote network, select Remote side address.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec IPsec  IPsec  IPsec Authentication IPsec PPTP
Peers (ryplos Cerfificates SeMfings  Server  Siatus PPIP Siatus

IPsec Tunnels (Help)
These settings are called "Phase 2 settings” in some other IPsec products,

Local Network Remote Network ':“':
ey
Edit : | PFS |Delete
Row Al Address HAT |Address Lifetime [Encryption Group | Row
Type Metwork as || Type Hetwork |(seconds,
optional)
O | main office [Meweork |[Relay |- Remaote |- AESBDES |Same ([
netwark side a5
address Phase
1 OH

Networks and Computers

Go to Networks and Computers under Network to create a network group for the remote
network that will use the IPsec tunnel. This will be used to define which computers can use
the relay that will forward traffic to the inside servers.

The network on the client side of the IPsec tunnel must consist of the IP address(es) that are
used to NAT the traffic on that side. This network must have "-" selected under
Interface/VLAN.

Networks ond [T SN Interface
CUNTTT Goteways Inferfoces NAT VLAN EthO Ethl Eth2 Eth3 Eth4 EthS  Status  PPPof

Hetworks and Computers
. Lower Limit im’::::‘:] e
Hame  (Subgroup Interface/VLAN
Raw DNS Name | DNS Name | Raow
or 1P Address | © ANES3 L b Address MARREE
0 [® s . 192.166.0.0 |[192.168.0.0 |[192.168.0.255 [192.168.0.255 [Ethemetz (ethz [[]
untagged)
O |* remate P |B8.131.69.205 [88.131.69.205 F 0
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Relays

Go to the Relays page and create relays to forward traffic from the IPsec tunnel to the
inside servers.

Select to Listen to an IP address on the server network. This IP address must be listed
among the IP addresses for which the client side makes the [Psec negotiation.

Enter the IP address and port for the server under Relay to and select the appropriate relay
type. Select the IPsec peer under IPsec peer and the client network under Network.

DHCP Time
Rubes LERY Relay Services Profocoks Classes
Relays (Help)
Listen To - Relay To ... |.F|.|F:::“:1El:tii b
|Edin —h Relay “;ﬂ”’ Time | Log |Delete
Row ] Type IClass [Class | Row
P Address  |[Port or IF IP Address |Port Hetwork ':::f S50
Ackiress
[ [[FTF Server |21 [192.168.0.34 |192.168.034 |21 |FTP relay [Remoie [Main (- 247 |[Lecal | ]
{172 162034} P Hice
]:| pop3 Sended 110 [192.168033 [192.168.033 |110 |[TCP port  [Remote (Man |- 247 |Lecal |:|
(172.16.2033) orwarding [IP Shce

Save/Load Configuration
Finally, go to the Save/Looad Configuration page under Administration and apply the

new settings by pressing Apply configuration.

Save/Load [ T User
GGt Configuration Administration U

Test Run and Apply Conf (Help)

Duration of limited test mode:

I][] seconds

Apply configuration

When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)
The permanent configuration might be affectad by loading a CLI file,

Save config to CLI file | Load CLI file [ | Browse...
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Client Side

On the client side, the IPsec connection must be defined, and rules to allow traffic going
through the tunnel to the server side.

Certificates;

As one of the IPsec peers has a dynamic IP address, the IPsec authentication must be
performed with X.509 certificates. Create a certificate on the Certificates page.

Add a new row to the Private Certificates table and enter a name for this certificate. Press
Create new.

Private Certificates (Help)

Edit|  Mame Centficate Indormation Delete
- Sl M v, NG L0 M
i"a'r-’ﬂ cen Create New s pecart ] Wiew/Download | [ Ny kit I
o5

Fingerpant A1 DFATOT 438000 TR0 08 61 TA: CABH 48 0%
(Walkd o SOOOF-J4 §1&5 47

Enter information about the Firewall/SIParator in the form, and press Create a self-signed
X.509 certificate.

Create Certificate or Certificate Request
Fill i the cenilicae daia ler "VWPN ceet” Belew, then create either a certilicale or 3 cemlicane reguest

Alter generating 4 cetificate requeit, and hayving it signed by a signing auority, the cerlicase muit be imported bs the Rrewall.

Expire in {days): Courdry code (C) Organization {3k

- [a65 | |

Common Mame (CH):  Slamfprevinee (5T Organizationsl Wait (O

* [vpn.ingate.com | |

Email acdidress Lescalisgitowr (L)

Hyou generate several cemficabes with [dentcal data you should make suee Below you can erer an optional challenge password for
ey hawe differern sedal numbers, certificate regeiests,

e Challenges passward; [

- Fa Challenge passward again [

Fitlds marked sl ™ afe mlnd aieny,

Create a seli-signed X.509 cenificate |  Create an X.500 cenificate request J Abor |

When the certificate has been created, download it as a PEM or DER certificate. This
certificate should then be uploaded on the IPsec Peers page of the other unit.

IPsec Certificates

Go to IPsec Certificates under Virtual Private Networks and select that the
Firewall/SIParator should use the newly created certificate for IPsec negotiations.
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IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos NG {CIC Settings  Server  Status PPTP Status

Local X.500 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate for IPsec:

|Edit Row [CA |Delete Rm'.r|

Add new rows ”1_ rows.

VPN cert| ¥ |

IPsec Peers

Go to the IPsec Peers page under Virtual Private Networks, where you define the IP
addresses between which the IPsec connection should be established. You also define how
the [Psec peers should authenticate themselves to each other.

Under Authentication: Type, select X.509 certificates.
Under Info, upload the other unit’s certificate.

Under Local side, select the interface with the public IP address. Under Remote side, enter
“*#? which means that the peer has a dynamic IP address..

Select On under Status, select Off under RADIUS, and enter a lifetime for the ISAKMP
(IKE) keys. The lifetime must be the same on both IPsec peers.

(2778 IPsec IPsec  IPsec  IPsec Authenfication IPsec PPIP
(] Tunneks Cryptos Cerfificates Settings  Server  Stotus PPTP Status

IPsec Peers (Help)

These settings are called "Phase 1 seftings” in some other IPsec products.

| Remote Side
Edit DHS
Name Subgroup |Active |  Local Side Hame iP RADIUS |Blacklist
Fow Dy mamic
ar IP Address
Address
O 1 eranch afice|l Yes [(Intemet . No i Mo i
(88.131.69.205)
EAKMP At b e it
| Key Initiate e - Delete
1| Uketime ([Re-keyingl|—™¥Pt T - Row
Hseconds)
[3600 Yes AESZEDES X509  [Subject fON=vpningate.com |
cenificate (Issuer JCN=vpningate com
M5
Fingerprint ALD7AS07 43 6007 7 DFCae L FACABE4ECY
Walid to: 2009-07-24 11:47:47
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IPsec Tunnels

Next, go to the IPsec Tunnels page and enter the networks which will use the IPsec tunnel.
In the IPsec Networks table, define the networks that will connect through the IPsec
tunnel. You must define the local office network as well as the remote server network.

IPsec Networks (Help)

DMNS N
Edit | Name ame or Metwork Address (Metmask / Bits|[Delete
Network Address
|_ LAM 192.168.0.0 192.168.0.0 24 |_
|_ Servers |172.16.20.0 172.16.20.0 24 |_

Then, create a new row in the IPsec Tunnels table. Under Peer, select the newly created
[Psec peer.

Under Local network, select Network as the Address type and the local network
(connected to the Firewall/SIParator) that you defined below under Network.

Under Remote network, select Network and the network defined below, which consists of
the IP address(es) connected to the remote Firewall/SIParator.

The IPSec key lifetime is optional, but if you enter a lifetime, it must be the same on both
IPsec peers.

Select AES/3DES as encryption algorithm.

IPsec WU IPsec  IPsec  IPsec  Authenfication IPsec PFTP
Peers QILIT.Y Cryplos Cefificates Setfings  Server  Stolus PPTP Stotus

IPsec Tunnels (Helg)
These 'S-ETLiﬂn:li are called "Phase 2 SEIJ.'IIIIIS.' in same ather IPsec products.

Local Hetwork Remote Network | 1P%€C
Key
Exhit PF5S |Delene
R Peer Add i Lifetime |Encryption G R
Lo T o Metwork MAT As T i Hetwork [{seconds, Lo Lo
¥ipe ¥Ype aptional
1 I[* Branch affice |Metaork [LAN Intermet Metwork |[Servers AESZDES [Same | 7]
(BB 13 L.59.205) At
Phase
1 DH

Networks and Computers

Go to Networks and Computers under Network to create network groups for the
networks that will use the IPsec tunnel. These are used for building rules for the IPsec
traffic.

The network on the server side of the IPsec tunnel must be the extra server network. This
network must have "-" selected under Interface/VLAN.
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Networks and [0 0T Al Interfoce
0TS Gatewnys Interfoces NAT VLAN EthO Ethl Eth2 Eh3 Ethd EthS  Stotus  PPPoE

Hetworks and Computers

Lower Limit s
Edit fhor 1P oipen) |Delete
R Mamie [Subgroug |DNS Hame Interface/VLAM R
oW DHS Name oW
or IP IP Address IP Address
or IP Address
Address
O |#* Lan B 192.168.0.0 [192.168.0.0 |192.168.0.255 [192.168.0.255 [Ethemetd (ethd |[]
umagged)

[0 [|® server neworkl [172.1620.0 (172.16.20.0/172.16.20.255 [172.16.20.255 |- (]

Rules

Go to the Rules page and create rules to let traffic through the IPsec tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the local network under Client. Select the IPsec peer under To IPsec peer and the
peer’s network under Server. Create rules like this for the services that should be allowed
to the server side.

DHCP Time
Relays Relay Services Protocals Clsses

Rules
[From To
Edit |Rule Time | Log Delete
R No. chive |(Client |IPsec [Server | IPsec Direction Service [Action Class [Class (Comment Row
Peer Peer
O | (fres [jLam || Server (Branch |Ethernetd -> (VEN) [pop3 | |allow (247  |Local O
netwark (office
Ol fes  |([LAM (|- Senver  (Branch |[Etherneid - (VEN) [&p Allow 247 |Local O
netwaork (office

Save/Load Configuration

Finally, go to the Save/L.oad Configuration page under Administration and apply the
new settings by pressing Apply configuration.

Save/Load [T User
TGN Configuration Administration U

Test Run and Apply Conf (Help)
Duration of limited test mode:

|3[] seconds

Apply configuration
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When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)
The permanent configuration might be affectad by loading a CLI file,

Save config to CLI file | Load CLI file [ | Browse... |

31



	Table of Contents
	How to configure Ingate Firewall/SIParator for IPsec connections with NAT
	Client Side
	IPsec Peers
	IPsec Tunnels
	SIP through IPsec
	Networks and Computers
	Rules
	Save/Load Configuration

	Server Side
	IPsec Peers
	IPsec Tunnels
	SIP through IPsec
	Networks and Computers
	Relays
	Save/Load Configuration


	IPsec Connection With NAT, Client Side has a Dynamic IP Address
	Client Side
	Certificates
	IPsec Certificates
	IPsec Peers
	IPsec Tunnels
	SIP through IPsec
	Networks and Computers
	Rules
	Save/Load Configuration

	Server Side
	Certificates
	IPsec Certificates
	IPsec Peers
	IPsec Tunnels
	SIP through IPsec
	Networks and Computers
	Relays
	Save/Load Configuration


	IPsec Connection With NAT, Server Side has a Dynamic IP Address
	Server Side
	Interface
	Certificates
	IPsec Certificates
	IPsec Peers
	IPsec Tunnels
	Networks and Computers
	Relays
	Save/Load Configuration

	Client Side
	Certificates;
	IPsec Certificates
	IPsec Peers
	IPsec Tunnels
	Networks and Computers
	Rules
	Save/Load Configuration




