How to Set Up an IPsec Connection
with RADIUS Authentication (with SIP)

INGate

Lisa Hallingstrom
Paul Donald
Bogdan Musat
Adnan Khalid
Per Johnsson
Rickard Nilsson




Table of Contents

How to: IPSec connections with RADIUS authentication..... . . 3
CITIIICALES ..vvvvveeieeeeeireeeee e e e eeetre e e e eeeetr et e e e eeeeettrreeeeeeeeeetaeeeeeeeeeesssreeeeeeeeenassneeseeeeans 3
RADIUS ...t e e e e e e e et e e e eeaaeeeeeeaaeeeeearaeeeeans 4
J F0 1S § &2 T 5
AUthentiCAtION SEIVET ......cooiiiieiieeieeeeeeeeeeeeet et eeeereeeeeeeeeeeeeeaeaaeaaaaeaaeaaees 5
IPSEC COItIfICALES.....cceeiuvreeeeeeeeeectieee e e eeete et e e eeee e e e e e eeertarreeeeeeeesaarreeeseeeesnasrrreeeees 6
IPSEC PRETS ...ttt e e et e e e e e etb b e e e e e e e tarraaee s 6
IPSEC TUNNEIS ...t e e e e e e e e e e e e eeeeeeeaeeeaaaeeas 7
SIP through IPSEC.......ooiiiiiiiiiiece e 9
Networks and COMPULETS. .......ccervieriiieiiiieriieeeeeeeetee et e eieeesreesreesneseesseeessseesnseeessseens 9
RULES oot ee et e e et e e e e e e e st a e e e e e e eenaarraaeas 10
Save/Load ConfigUration ..........c.c.ceceereeriienieenienieeeeie ettt s 11
Configuring the RADIUS SeIVer.......coocuiiiiiiiiiiiiiieiiieeeeete e 11
Configuring the CHENE .......cccueieiiieeiieeciee ettt e aae e s e eane e sneeenees 11

i



Ingate Firewall/SIParator® version: > 4.6.2

Document version: 1.1

How to: IPSec connections with RADIUS
authentication

Connections with a road warrior require X.509 certificates.

If you want to make the connection even more secure, you can require that the VPN users
also authenticate to a local RADIUS server before they can use the IPsec connection.

This is how to set up an IPSec VPN connection with RADIUS authentication to the
Firewall/SIParator.

Certificates

If you have many road warriors connecting to the Firewall/SIParator and you don’t want to
upload every client X.509 certificate separately, you can choose to trust certificates signed
by a certain CA. For this, the Firewall/SIParator requires the CA certificate instead. You
upload the CA certificate on the Certificates page.

Enter a name for the CA certificate. The name is only used internally in the
Firewall/SIParator.
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To authenticate itself, the Firewall/SIParator needs an X.509 certificate. This is created on
the same page.

Make a new row in the Private Certificates table, press Create new, and fill in the form.
The password fields are only relevant if you want to be able to revoke the certificate.

You can select to let the Firewall/SIParator sign its own certificate (this is the simple way)
or create a certificate request and make a CA sign it for you. If you use an outside CA, the
signed certificate must be uploaded to the Firewall/SIParator.



Create Certificate or Certificate Request

Fill in the cerificate data for "RADIUS® below, then create either a certificate or a certificate request.

After generating a cerificaie request, and having [t signed by a signing authority, the cerificae must be impored o the
firewall.

Expire in {days): Country code (C): Organizatian (0):

* 365 | |

Commaon Mame (CNE:  Statefprovinoe (5T Organizational Unit (OL):

- lcllznt.lngale.cm | |

Email address Localibyfown (L)
If you generate several certificares with identcal data you Below you can enter an optienal challenge password lor
should make sure they have different senal numbers. cerificabe reguess.

Challenge password:

: E Challenge passwoard |

again

Serial number: |

Fields marked with ™" are mandatory.

Create a seff-signed X509 ceificare | Create an X.509 cenificate request ] Abort |

You have now created the certificate that should be used when the Firewall/SIParator
authenticates itself to the connecting IPsec client.

The Firewall/SIParator also needs a certificate to authenticate itself for the connecting web
browser when performing the RADIUS authentication. You can use the same certificate for
both purposes, or create separate certificates.

RADIUS

When RADIUS authentication is used, the Firewall/SIParator must know which RADIUS

server to contact. Go to the RADIUS page under Basic Configuration and enter the
RADIUS server to use.

Busic  Access DHP  DHC  Dynamic
Configuration Control SNMP Server Server Status DNS Updote Certificates Advanced

RADIUS Servers (Help)

| RADIWS server
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You must also select which IP address the Firewall/SIParator should use when contacting
the RADIUS server.



Contact IP Address (Help)
Contact RADIUS servers from:

| Inside (10.47.2.243) |

Interface

When the IPsec user wants to use the IPsec connection, she will need to connect to an IP
address on the Firewall/SIParator itself, to make the RADIUS authentication. This
connection is made in a web browser over https.

You must select an IP address of the Firewall/SIParator to which the user can connect. This
IP address must be one that can be accessed by the user via the IPsec connection. Usually,
this means that you need an IP address on the LAN.

You can either use the Firewall/SIParator’s main IP address (as defined in the Directly
Connected Networks table), or create an Alias to use for this purpose. This is done on the
Interface pages.

Alias (Help)

Below are the ranges from which you can select aliases.

|lD.4?.U.l—lU.4?.255.E 34

DNS Name

Edit Row | Name IP Address |Delete Row
or IP Address

] RADIUS |10.47.2.247 [10.47.2.247 |[]

Authentication Server

If RADIUS is used to authenticate the user, the Firewall/SIParator must have an SSL
certificate for its authentication server.

Go to the Authentication Server page and select a public IP address and port of the
Firewall/STParator. This is the IP address and port which the user should connect to when
opening the IPsec connection.

IPsec IPsec  IPsec  IPsec  IPsec LERUTCYTON IPsec PPTP
Peers Tunnels Cryptos Cerfificates Setfings BRI\ @M Status PPTP Status

Authentication Server (Help)

Authentication server IP address:  Authentication server port:

RADIUS (10.47.2.247) |~ | |4[]33




You must also select which certificate the authentication server of the Firewall/SIParator
should use to identify itself to the connecting client.

Authentication Server Certificate (Help)
Use this cenificate for the authentication server:

|'u’F-‘I'~I cen ﬂ

IPsec Certificates

Go to the IPsec Certificates page under Virtual Private Networks and select which
certificate the Firewall/SIParator should use for VPN connections. Also add all CA servers
which have signed certificates for the VPN clients.

IPsec  IPsec  IPsec IPsec  Authenfication IPsec PPTP
Peers Tunnels Cryptos NG {CIC Settings  Server  Status PPTP Status

Local X.500 Certificate (Help) IPsec CA Certificates (Help)
Use this certificate for IPsec:

Edit Row|| CA Delete Row
VPN cert ™ | ] Main CA|| []

Add new rows Hl_ roOws.

IPsec Peers

Go to the IPsec Peers page under Virtual Private Networks to define the IP addresses
between which the VPN connection should be established. You also define how the VPN
peers should authenticate themselves to each other.

Select On under Status. Under Authentication:Type, select the authentication method.
Road warriors must use X.509 certificates, and you can select to upload the client’s
certificate or trust the CA which signed the client certificate. To use X.509 certificates, you
must have access to a CA server (or purchase signings) which will sign certificate requests.
If you have your own CA server, you can upload its certificate to the Firewall/SIParator and
then trust all certificates signed by that CA (select Trusted CA).

Under Info, upload the client certificate or enter the CA/DN, depending on the
authentication type selected above. N.B.: The X.509 certificate you upload here is the client
certificate, not the Firewall/SIParator’s own one.

Under Local side, select a public IP address of the Firewall/SIParator, and enter a "*" under
Remote side. This means that the peer is a road warrior.

Enter a lifetime for the ISAKMP (IKE) keys. The lifetime must be the same on both VPN
peers.

Select "On" under RADIUS to activate RADIUS authentication for this peer.



Note that when RADIUS authentication is used, the peer name must be the same as the
user’s RADIUS username. This means that you have to create one row per [Psec user.

IPsec  IPsec  IPsec  IPsec Authenticafion IPsec PPTP
Tunnels Cryptos Cerfificates Setfings  Server  Status PFTP Stofus

IPsec Peers (Help)

These settings are called "Phase 1 settings” in some other IPsec products.
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IPsec Tunnels

Next, go to the IPsec Tunnels page and enter the networks which will use the VPN tunnel.

In the IPsec Networks table, define the local office network that will be used through the
VPN tunnel.

You must also enter the IP address of the authentication server here, either as a part of the
office network or as a separate network.



IFsec Metworks (Help)

Edit Rccw‘ Name N:{:;::T‘:':'“ Metwork Address||Netmask / Bits |[Delete Row
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Add new rows ||1_ rowWs.

Under Peer, select the newly created VPN tunnel.

Under Local network, select Network as the Address type and the local network
(connected to the Firewall/SIParator) that you defined below under IPsec Networks.

Under Remote network, you have the following options:

 The road warrior has a public IP address on the Internet. Select Remote side address
under Address type. This means "the same IP address as on the IPsec Peers page".

« The road warrior is located behind a NAT:ing device, and you know which IP network it
belongs to. Enter that network in the IPsec Networks table. In the IPsec Tunnels table,
select Network, allow subset under Address type and select the network you just created
under Network.

« Usually, you won’t know the private IP address of the road warrior in advance, or it will
change a lot. You might not even know if the client is NAT:ed or not.

Select Remote/private address as the Address type. This will allow all private IP
addresses as well as the public address presented by the client at the negotiation.

When Network or Network, allow subset was selected, there must be a line for every pair
of networks that should be able to communicate with each other through the VPN
connection.

The IPsec key lifetime is optional, but if you enter a lifetime, it must be the same on both
VPN peers.



IPsec MUt IPsec  IPsec  IPsec  Authenfication IPsec PPTP
Peers WMGELY Cryptos Cerfificates Setfings  Server  Stotus PPTP Stafus

IPsec Tunnels (Help)
These setings are called "Phase 2 setings” in some ather IPsec products,
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Additionally, for SIP to work over your IPsec connections, you require a tunnel under
IPsec tunnels between the client and the public IP address of the Firewall/SIParator, i.e.
the Local side address under IPsec Peers. This requires a Phase 2 connection in the client
(The Greenbow) also.

Example: if your DNS record sip.abc.com points to the WAN IP of the Firewall/SIParator
then you must have a tunnel between the client and this IP address.

This is so that all SIP and RTP media through the b2bua or proxy is permitted.

Ensure that:

+ The remote (road warrior) client also has a tunnel/Phase?2 to the external IP of the
Firewall/SIParator. This means "the same IP address as on the [Psec Peers page".
Optionally, a tunnel to a network or subnet that includes the external IP of the
Firewall/STParator, i.e. to a DMZ range.

+ The external IP (or DMZ range) of the Firewall/SIParator is a network in the IPsec
Networks table. In the IPsec Tunnels table, select Network under Address type and
select the network you just created under IPsec Networks.



Networks and Computers

Go to the Networks and Computers page under Network and make sure that there are
groups for all networks that will use the VPN tunnel. These are used for building rules for
the VPN traffic. You don’t need a network for the authentication server.

The network on the other side of the VPN tunnel (see VPN network in the example) must
have "-" selected under Interface.

Networks and [T (R

Interface

(O Gateways Interfoces MAT VLAN Eih0 Ethl Eth2 Eth3 Ethd EthS  Status  PPPoE

Metworks and Computers
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Address
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untagged)
O [# pmz 172.16.0.0[172.16.0.0 [172.16.0255  [172.16.0255  |[DMZ (ethz O
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[ r—— 0000 0000 [s55255255.255 255 255 255255 0O
O [* imermet 0000 |[0.0.00 [255.255.255.255 [255.255.255.255 |External (ethl [
untagged)
O [# smail server 10.47.2.13|[10.47.2.13 internal {esh | ]
untagged)
0 |* ofice network 10.47.0.0 [10.47.0.0 [10.47255.255 (1047255255 |imernalietho |[[]
unagged)
IO [* e I [10.7.0.100 [10.7.0.100 {10.7.0.150 107.0.150 F O
O |® ven network | [pooo [oooo |255.255255.255 [255.255.255.255 - O
Rules

Go to the Rules page and create rules to let traffic through the VPN tunnel. If there are no
rules, no traffic will be let through, even if the tunnel is established.

Select the VPN tunnel under From VPN if the Client network is the road warrior network.
Select the VPN tunnel under To VPN if the Server network is the road warrior network.
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Save/Load Configuration

Finally, go to the Save/Load Configuration page under Administration and apply the
new settings by pressing Apply configuration.

Save/Load
GG Configuration Administration U

Show

User

Test Run and Apply Conf (Help)
Duration of limited test mode:

Ii[] seconds

Apply configuration

When the configuration has been applied, you should save a backup to file. Press Save
config to CLI file to save the configuration.

Save/Load CLI Command File (Help)

The permanent configuration might be affected by loading a CLI file,

Save config to CLI file | Load CLI file

Local I
file:

Configuring the RADIUS Server

Add the Firewall/SIParator as a client in the RADIUS server. Make sure that the shared
secret here is the same as in the Firewall/SIParator.

The Firewall/SIParator checks the permissions for a user by looking at its RADIUS
attribute Service-Type.

If the value is Framed (2), the user is allowed to connect via VPN.

Browse... I
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Configuring the Client

The road warrior itself must also be configured. The exact moves for this is of course
dependant of what client software you use. See http://www.ingate.com/Interaction.php for
configuration instructions for several VPN clients.

When the user wants to use the IPsec connection, she starts with directing her web browser
to the IP address selected under Authentication Server. Note that https must be used!

This will present a RADIUS login page where the user enters her RADIUS username and
password/PIN code.

Welcome to Ingate Firewall

WPM client authentication

You are not logged in.

Username: II"u"Iarl'ir‘I

R R R
Login |

When the username and password/PIN code has been verified by the RADIUS server, the
connection is set up for the user.

Password:
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