How to set up ingate software

siparator / firewall on
vmware step by step.

1. First you need to get a license code from Ingate sales.

2. Create an account on Ingate web www.ingate.com or log in with the

account you already have.
3. Download the ISO file from Ingate web

inGate

Ingate Account Login

ILog in a_nd access the foltos-.'ing resources and downloadable information for the HoveloGlides
installation, configuration and use of Ingate products.
Startup Tool guide
s Software upgrades 2 4
» Activate licenses
= Register units

Documentation Interoperability

This website uses cookies and you must allow cookies to be able to log in. Inoate Morile: aat laeenees
Username

Password

[ Login | Create account. ¢

Forgot your password?

Support? | Helpdesk!

Rissneleden 45 SE-174 44 Sundbyberg Sweden | info@ingate.com | Contact us | Home
How Ingate uses cookies




in€Cate

|
Create Account

New account: How To Guides

Username: Startup Tool guide
Password:

Verify password:
. Ingate Modules and Licenses
Account info:

Company:
Country:
Contact person:
Email:

Role: End user v

Email preferences:

¥ Send email when services on registered units expire

Jag &r inte en robot

| Create |

How Ingate uses coo

inEate’
]

Ingate Account Home Page

Manage Account

» Change contact information or password

Manage Ingate Appliances

« Register a new unit

« Download upgrades

» Download IDS/IPS Rulepacks
= Activate licenses

View Documentation

» Product Manuals
» Application Motes and How to Guides
» Ingate Startup Tool Guide

ISoftware SIParator/Firewall - For Use on Virtual Machines]
» Download the Software SIParator/Firewall {8 downloads made) ¢
» Reaqister the Software SIParator/Firewall after installation

= Activate licenses for a Software SIParator/Firewall

Startup Tool

» Download new Startup Tool TG (SUT TG) [Recommended]
» Download previous Startup Tool (SUT) [No longer recommended]
» Ingate Startup Tool Guide

My Ingate Units

Mote: Purchase of a year of upgrade rights does not give entitlements of one additional yvear beyond the current date, but one year to the
date of the entitlements’ current expiry.



inGate’
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Download the Software SIParator/Firewall

You need to buy a license code to download and use the Software SIParator/Firewall.
: - Account Home Page
Enter the license code here to proceed with the download. g

Download upgrades
License codes must be entered in their supplied format: XXMX-X0OC-X KKK, L

Please contact Ingate at sales@ingate.com for more information. Read documentation
Your license code: 38NBJ-P5TY-2NQ. | Use this license |
ﬁ Interoperability
Ingate Modules and Licenses

Support? | Helpdesk!

Rissneleden 45 SE-174 44 Sundbyberg Sweden | info@ingate.com | Contactus | Home

How Ingate uses cookies

inGate
I

Software SIParator/Firewall Download

. Account Home Page
® IS0 (e.g. KVM, VMware, VirtualBox or Hyper-V) 9

Download uparades
Microsoft Azure Read documentation

Google Cloud Platform
Interoperability

OpenStack Ingate Modules and Licenses

Continue

Support? | Helpdesk!

Rissneleden 45 SE-174 44 Sundbyberg Sweden | info@ingate.com | Contact us | Home

How Ingate uses cookies

inGate
e ——

Software SIParator/Firewall Download

Download IS0... | ¢ Account Home Page

Download upgrades

Read documentation

Interoperability

Ingate Modules and Licenses

Support? | Helpdesk!

Rissneleden 45 SE-174 44 Sundbyberg Sweden | info@ingate.com | Contact us | Home

How Ingate uses cookies




Upload the ISO file to your VMware host.

{3l Datastore browser

@ umua-¢ [ Delete [ Move [3Copy [ Createdirectory | C Refresh

datastore1 sad.sf oIfNewIS06.1.1

@ Gppna x

<« v « Softwareingate » New6.1.1 v U Sok i New6.1.1 »p

Ordns » Ny mapp - @ @
B Filmer A Namn Senast andrad sty
& Hamtade filer [2] ingate-6-1-1-201801311414iis0. 2018-02-0210:16  Skivavbildningsfil
b Musik =L License Code and Activation.pdf 2018-02-02 10:06 Adobe Acrobat D...
I Skiivbord 5 new.oxt 2018-02-0210:04  Textdokument
i Lokal disk (C:)
= Ny volym (E)

My volym (F)

documents (\\h

wunw (\110.48.13

globall (W182.1¢

rolf (1192 168.2.

v

Filnamn: | ingate-6-1-1-201801311414.is0 v‘ Alla filer

When uploaded you can start the installation

1 New virtual machine

< (ESTCEITINER  Select creation type

2 Select 2 name and guest 0S How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings " " 2
Creale a new virtual machine ﬁhls option guides you through creating a new virtual
5 Ready to complete

Deploy a virtual machine from an OVF or QVA file

Register an existing virtual machine

machine. You will be able to customize processors, memory,
network connections, and storage. You will need to install a
guest operating system after creation




‘ﬂl New virtual machine - Ingate_sw_installation_guide (ESXi 6.5 virtual machine)

+ 1 Select creation type Select a name and guest OS
Specify a unique name and 0S5

3 Select storage

4 Customize settings

5 Ready to complete

Name

| Ingate_sw_installation_guide |

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility Q ESXi 6.5 virtual machine v

Guest OS family Linux v

Guest OS version CentOS 4/5 or later (64-bif) v

Cancel

Back || Next

| &

ﬁ New virtual machine - Ingate_sw_installation_guide (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select storage
+ 2 Select a name and guest OS

b4 3 Select storage

4 Customize settings

Select the datastore in which fo store the configuration and disk files

The following datastores are accessible from the destination resource that you selected. Select the desfination datastore for the
5 Ready to complete virtual machine configuration files and all of the virtual disks

Name ~ | Capacity -~ Free ~ | Type ~ Thinpro.. v~ Access v
datastoret 363TB 155TB VMFS5 Supported Single

1items

Back || Next Finish Cancel



Customize your VM.

You need Minimum 2 NICs, after Ingate software version 6.1.1 you can add

more NICs later, You need minimum 6 GB disk space if you want to log to the
disk. If you want to log to RAM you need minimum 1 GB disk, we recommend
minimum 1 GB RAM.

‘ﬁl New virtual machine - Ingate_sw_installation_guide (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings

+ 2 Selecta name and guest 0%

Configure the virtual machine hardware and virtual machine additional options

+ 3 Select storage

L4 4 Customize settings

5 Ready to complete

I Virtual Hardware | VM Options ‘

+ [ cPU
» @l Memory
» 3 Hard disk 1
3 SCSI Controller 0
EZ SATA Controller 0
USE controller 1
» MM Network Adapter 1
» MM New Network Adapter
~ (% CD/DVD Drive 1
Status
CD/IDVD Media
Virtual Device Node

» [ video Card

3 Add hard disk Bl Add netwark a@ Add other device

1 7@

2048 wB

GB

i

VMware Paravirtual

R

USE 20 v
VM Network v @ Con¢
VM Network v | @ cone=d

Datastore ISO file

[#l Connect at power on
[dstastore 1] ISOS/RoIMNewISO6 1 Tfingale-6-1-1-2015 | |m¢

SATA (0:0)

SATA controller 0

| Cancel

Back || Next @ﬂs:'

Under CD/DVD browse your ISO file




£ New virtual machine - Ingate_sw_installation_guide (ESXi 6.5 virtual machine)

+ 1 Select creation type

+ 2 Select a name and guestOS
+ 3 Select storage

+ 4 Customize settings

L4d 5 Ready to complete

Ready to complete

Review your settings selection before finishing the wizard

Name
Datastore
Guest OS name
Compatibility
vCPUs
Memory
Network adapters
Network adapier 1 network
Network adapier 1 type
Network adapier 2 network
Network adapter 2 type
IDE controller 0
IDE controller 1
SCSI controller 0
SATA controlier 0
Hard disk 1
Capacity
Datastore
Mode
Provisioning
Controller

CD/DVD drive 1

Ingate_sw_installation_guide
datastore1

CentOS 4/5 or Iater (64-bit)
ESXi 6.5 virtual machine

1

2048 MB

2

VM Network

VMXNET 3

VM Network

VMXNET 2

IDEQ

IDE1

VMware Paravirtual

Mew SATA controller

6GB

[datastore1] Ingate_sw_installation_guide
Dependent

Thick provisioned, lazily zeroed

SCsl controller 0: 0

Back

Power on the Machine

“% Navigator

| (%1 Ingate_sw_installation_guide

~ [ Host
Manage

Monitor

~ (51 Virtual Machines

» (5 Rolf_test_firewall
More VMs...

B Storage

€3 Networking

¥ Ingate_sw_installation
{51 Ingate_sw_installation_guide

® o a8

&

Guest 08
Snapshots

Console

Autastart

Export

Edit settings
Permissions
Edit notes

Rename

Unregister

Delete

Help

Open in a new window

lr Power on

Guest 05
Compatibility
VMware Tools
CPUs

Power » Power on

CentOS 4/5 or later (64-bit)

ESXi 6.5 and later (VM version 13)

Ho
1
2GB

Power on this virtual machine h

siart | 4 Edit | @ Refresh | 4 Actions

Ingate_sw_installation_guide

No network information

Unknown

1 digk

# Edit notes




Continue the Installation from the Console. Open the console be sure to allow

popup windows.

vmware ESXi”

i T Navigator
~ [ Host
Manage

Monitor

(3 Ingate_sw_installation_guide

[®7 Console | & Monitor
T Open browser consale

W Poweroff §8 Suspend ¥ Reset # Edit | (@ Refresh {}Ar.tinns

Ingate_sw_installation_guide

Virtual Machines

Ingats

» (3 Rolf_test_firewall
More VMs...

B Storage

€3 Networking

vmware ESXi”

&' Open console in new wing= ekl CentQS 4/5 or later (64-bit)
= Open an in-browser censele for this virtual machine §,

{i 6.5 and later (VM version 13)

[E51 Open console in new tab

Vitware Tools No
(% Launch remote console CPUs 1
Memory 2GB

' Download VMRC

0 VMware Tools is not installed in this virfual machine. VMware Tools allows detailed guest information to be displayed as well as allov

~ General Information

1
; » € Networking Mo network information

i 8 VMware Tools Not installed {} Actions
1 » 3 Storage

|
|

1 disk |
& Edit notes ‘

‘ [=] Notes

°Ty Navigator
+ [@ Host
Manage

Wonitor

~ (%1 Virtual Machines

» @ Rolf_test_firewall
More VMs...

H storage

@ Networking

(5 Ingate_sw_installation_guide

& Console Monitor

W Poweroff 51 Suspend

© Reset | 7 Edit

Ingate_sw_installation_guide

Guest 05 CentOS 45 or later (64-bit)
Gompatibility ESXi 6.5 and later (VM versian 13)
Viware Tools o

CPUs 1

268

& Refresh

£} Actions

€ VMware Tools is not installed in this virt

Memory

‘ Ingate_sw_installation_guide
|
AB

Ingate Systems (C) 2818

~ General Information
+ 6 Networking
» &8 VMware Tools
» B Storage
=) Notes

Ingate 6.1.1

Helcome to the Ingate SIParator/Firewall installer.

Do you want to proceed with the installation?

~ Performance summary last hour

<Abort>

20|

60|

5t CPU / Ready (%)

[¥] Recent tasks




vmware ESXi|

% Navigator (s Ingate_sw_installation_guide
~ [g Host
H &7 Console [E§ Monitor
Manage

Monitor

~ (31 Virtual Machines

» 5 Rolf_test_firewall
More VMs...

H storage

@ Networking

= General Information
» € Networking

» &8 VMware Tools

» £ Storage

(=) Notes

~ Performance summary last hour

& Power off

Guest 05
Compatibility
Viware Tools
cPUs
Memory

Ingate Sy

Suspend

€ Reset & Refresh | £} Actions

& Edi

Ingate_sw_installation_guide

CentOS 4/5 or later (64-bit)

ESXi 6.5 and later (VM version 13)
No

1

2GB

Ingate_sw_installation_guide

Ingate EULA
Use PgUp/PgDn keys to scroll through the EULA.
Ingate End User License Agreement
BY DOWNLOADING, INSTALLING, COPYING OR OTHERWISE USING
THE SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
AGREEMENT.

LIMITED WARRANTY INFORMATION
Software: Imgate Systems AB, Rissmneleden 45, SE-174 44

Sundbyberg, Sweden ("INGATE") warrants to Customer that
the INGATE software will perform in substantial

100 conformance to applicable INGATE published program
specifications for a period of ome (1) year (365 days)
80 after the date of original delivery from INGATE or its

7%
<Decline>

i <{Accept >

st CRUJ Ready (%)

7| Recent tasks

Task

Creak

Ingate_sw_installation_guide Actions

Ingate Systems AB (C) 2818

Product Type

Please select product type (Note: The product type can
be changed from GUI after the installation).

( )1 SIParator

ORI ireval ]

<Cancel >




Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Log Selection

Please select how the system logs should be stored.

( ) 1 Non-persistent (Logging to RAM)
(=)’ Persistent (Logging to Disk)

<Cancel>

Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Hard Disk Selection

Setup has detected the following hard disk(s). Select
the disk that you Wwant to use for the installation
(Note: Only hard disks with sufficient disk space are
shown).

3 N =D

<Cancel>




Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Hard Disk Selection

ALL EXISTING data on /devs/sda will be REMOVED! fAre you
sure that you want to continue?

{Continue>

Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Netuwork Dewvice Selection

Setup has detected the following network devices. Select
the device that you want configure.

() ethl Ethernetl

l Ethernet@

<Cancel>




Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Network Setup (Interface ethd)

Please enter an IP address and a subnet mask.

IP address: 18.48.11.96

Netmask/bits: it iN:

<Cancel>

Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Configuration Transport

Please select the configuration transport for the web
interface.

If you choose HTTPS, make sure to verify that the
certificate's Common Name (CN) equals to the serial
number when connecting to the unit.

( ) HTTPS (encrypted)

l () BHTTPE (not encrypted)

<Cancel>




Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Configuration Host(s)

Do you want to manually configure from which computers
configuration is allowed?

Choose NO to allow configuration from the default
18.48.8.8-16.

Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Admin Password

Please enter a password for the "admin" user.

Password : ZLLL

Confirm: CCLCNN

<Cancel>




Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Ingate 6.1.1

The setup has gathered enmough information in order to be
able to perform the imnstallation to disk.

Do you want to start the installation?

<Abort>

Ingate_sw_installation_guide

Ingate Systems AB (C) 2818

Ingate b.1.1

Creating filesystems...




Before you press ok be sure to remove the ISO file from boot.

(% Edit settings - Ingate_sw_installation_guide (ESXi 6.5 virtual machine)

\ Virtual Hardware | VM Options

sk B Add network adapter [ Add other device

» B SCSi Controller 0

ED SATA Controller 0

USB centroller 1

VM Network ¥ | ¥ Connect
VM Network v | @ Connect
= CD/DVD Drive 1 D: 0 file
wEE Connect at power on @

CD/DVD Media [datastoret] ISOs/RoliNew!S06.1.1/ingate-6-1-1-2012 | | Browse.

Ingate_sw_installation_guide

Software SIParator/Firewalls6.1.1 88EB-CIOAZ-36C8-58AD-C56A-918D

security.system login: _

When you come to login you are finished with the installation.

You can now go to the web interface by typing the IP address you chose in a
browser.



“ C )} | @ Inte siker | 10.48.11.96

II'IGOI'Q Firewall

You were not logged on.
Local password

Username: |admin
Password: |ssees

| Login |

Page generated 2018-02-08 13:39:24 0000
Software SIParator/Firewall 6.1.1. Copyright © 2018 Ingate Systems AB.

Log in and click on Administration.

Before 6.1.1 you need to register your unit and activate the license, but now
we will do these 2 steps automatically in next step by Fetch licenses. Use your
Ingate WEB login and put in the license code and click Fetch

Skip these 2 steps, by Fetch the license it will do it automatically.

< = ﬂ' @ Saker | https://accountingate.com/Show-account.php

inGate:
|

Ingate Account Home Page

Manage Account How To Guides

» Change contact information or password Startup Tool guide

Manage Ingate Appliances

* Reaister a new unit -
+ Download uparades Aotebonera il
+ Download IDS/IPS Rulepacks Ingate Modules and Licenses

» Activate licenses
View Documentation

+ Product Manuals
« Application Notes and How to Guides

» Ingate Startup Tool Guide
Software SIParator/Firewall - For Use on Virtual Machines

» Download the Software SIParator/Firewall (10 downloads made)
= Reaister the Software SIParator/Firewall after installation
» Activate licenses for a Software SIParator/Firewall

Startup Tool

« Download new Startup Tool TG (SUT TG) [Recommended]
= Download previous Startup Tool (SUT) [No longer recommended]

« Ingate Startup Tool Guide




&« > C 1y © 1048.11.96/#pos

iﬂ@dl’e Firewall | Log Out

Logged in as admin (Full Access) using local password.

« Administration
o Upgrade

Page generated for 'admin’ 2018-02-08 14:00:47 +0000.
Software SIParator/Firewall 6.1.1. Copyright € 2018 Ingate Systems AB.

Your browser needs Internet connection to be able to Fetch Licenses, if you
don’t have Internet you need to register your unit on Ingate WEB and also

activate the license.



“ C )} | @ Intesiker | 10.48.11.96/#pos

iﬂi@dl‘e Firewall Log Out |

License Information

Serial number: 88E0-CIA2-36CE-38AD-C56A-910D
Installation ID: 203f75d0£296079d86638=02f7150625b1cad90c
MAC address: 00:0c:29:d0-d8:05

Upgrade

To upgrade to a new version, apply a patch or add new licenses_ specify the filename
of the upgrade file below and press "Upgrade". Please make sure that you have read
the upgrade mstructions before yvou upgrade.

.‘I.I’Eillj fil | Ingen fil har valts Upgrade |
Fetch Licenses

You can only fetch licenses if yvour browser has internet access.

Enter vour credentials for vour account at ingate_ com.

Username: rolf@ingate.com ﬁ
Password- Eiimiageas

License code: MQEU-4C4W-RUQS g
e

Page generated for 'admin’ 2018-02-08 14:02:06 +0000.
Software SIParator/Firewall 6.1.1. Copyright © 2018 Ingate Systems AB.



— C () | ® 10.48.11.96/#pos

IHGCII'e Firewall [ Log Out |

Administration M

License, Step 2

Processed license 1019063.
The following actions will be taken when the license is applied:

Install 10 Concurrent Calls SIP Trunk Sessions to SIP Trunk 1

The unit will have a total of 10 Concurrent Calls SIP Trunk Sessions.
Install 10 Remote User STP Sessions.

The unit will have a total of 10 Remote User SIP Sessions.

Install 10 SIP Registrar Users.

The unit will have a total of 10 SIP Registrar Users.

Install a Base license.

Set the Serial number to IG-200-306-4001-2.

Apply the license Remove the license
To apply the license you just uploaded, press "Apply license”.  To remove if, press "Remove license”.
| Apply license | Remove license

Page generated for 'admin’ 2018-02-08 14:04:57 +0000.
Software SIParator/Firewall 6.1.1. Copyright © 2018 Ingate Systems AB.

Click Apply



- C () | @ Intesaker | 10.48.11.96/#pos

.

inGate Firewall  [Logout]

w

License Information

Serial number: 88E0-C9A2-36C8-38AD-C56A-910D
Installation ID: 203ef75d0£29070d8663829217150625b1cad90c
MAC address: 00:0c:29:d0:d&:03

Upgrade

The following actions were taken:

* Install 10 Concurrent Calls SIP Trunk Sessions to SIP Trunk 1

¢ The unit will have a total of 10 Concurrent Calls SIP Trunk Sessions.
s Install 10 Remote User SIP Sessions.

s The unit will have a total of 10 Remote User SIP Sessions.

* Install 10 SIP Registrar Users.

¢ The unit will have a total of 10 SIP Registrar Users.

* Install a Base license.

+ Set the Serial number to IG-200-806-4001-2.

¢ Please wait while the licenses are installed... @

To upgrade to a new version, apply a patch or add new licenses, specify the filename
of the upgrade file below and press "Upgrade". Please make sure that vou have read
the upgrade instructions before you upgrade.

| Valjfil | Ingen fil har valts | Upgrade |
Fetch Licenses
You can only fetch licenses if your browser has internet access.

Enter vour credentials for your account at ingate com.

Username:
Password:
License code:

| Fetch

Page generated for 'admin’ 2018-02-08 14:05:58 +0000.
Software SIParator/Firewall 6.1.1. Copyright € 2018 Ingate Systems AB.



Now you are done click administration.

“— C {0 | @ Inte siker | 10.48.11.96/#pos

iﬂ@dl’e Firewall | Log Out |

Administration

License Information

Serial number: 88E0-COA2-36CE-3BAD-C56A-910D
Installation ID: 203=f75d0£29b79d8663820217150625b1cad90c
MAC address: 00:0c:29:d0:d8:05

Upgrade
License 1019063 has been installed.

To upgrade to a new version, apply a patch or add new licenses, specify the filename
of the upgrade file below and press "Upgrade"”. Please make sure that you have read
the upgrade mstructions before vou upgrade.

iEIj fil | Ingen fil har valts | Upgrade |
Fetch Licenses

You can only fetch licenses if your browser has internet access.

Enter vour credentials for yvour account at ingate com.

Usermname:
Password:
License code:

Fetch |

Page generated for 'admin' 2018-02-08 14:03:58 +0000.
Software SIParator/Firewall 6.1.1. Copyright © 2018 Ingate Systems AB.



& C Y | ® Intesaker | 10.48.11.96/#pos

inGate Firewall

| Log Out |
e Basic Rulesand] SIP J SIP J SIP | .. Virtual Private | Quality of | Logging
A SR AR R EREREEC

Sove/Load Show User Table Date and Change
Configuration Configuration Administration (INTTCN Look — Time  Restart Language

Upgrade

To upgrade to a new version, apply a patch or add new licenses_ specify the filename
of the upgrade file below and press "Upgrade”. Please make sure that you have read
the upgrade instructions before yvou upgrade.

| Valjfil | Ingen fil har valts | Upgrade

Fetch Licenses
You can only fetch licenses if your browser has internet access.
Enter vour credentials for your account at ingate com.
Username:
Password:
License code:

| Fetch |

Page generated for 'admin’ 2018-02-08 14:08:43 +0000.
Software SIParator/Firewall 6.1.1. Copyright © 2018 Ingate Systems AB.

Now you are finished and can start setting up your Ingate Software.



& C {} | ® 10.48.11.96/#pos

inGate Firewall Log Out |

S Basic Rulesand{ SIP J SIP | SIP |.. Virtual Private | Quality of | Logging

Device Information

Model: Software SIParator/Firewall
Serial number: I1G-200-806-4001-2
Software version: 611

Mode: Firewall

Hardware model: 200

Amount of installed interfaces: 2
More about Software SIParator/Firewall

Installed Patches

License Information

Name: Rolf Lindstrm

Email: rolf@ingate.com

Installation ID: 203ef75d0f29b79d86638292{7150625b1cad90c
MAC Address: 00:0c:29:d0:d8:05

Licenses

+ 10 SIP Registrar Users

+ 10 Concurrent Calls SIP Trunk Sessions (of max 2000)

+ 10 Remote User SIP Sessions (of max 2000)

+ 1 Trunk Group

+ Trunk Group 1 can have max 10 Concurrent Calls SIP Trunk Sessions

Included Modules

Standard SIP features
SIP Trunking
Advanced SIP Routing
VoIP Survival
Enhanced Secunty
VPN (IPsec and PPTP)

QoS

Page generated for 'admin’ 2018-02-08 14:09:56 +0000.
Software SIParator/Firewall 6.1.1. Copyright ® 2018 Ingate Systems AB.



