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About This Document

This document is a guide on how to configure the Mitel MiVoice Connect (MiVC) and the
new Ingate SIParator® feature, the Native Mitel ShoreSIP Emulation (NMSE), for
SIP trunking of Mitel MiVoice Connect PBX (formerly Shoretel PBX), introduced in
software release 7.1.1, without requiring special Mitel equipment or licenses for SIP
trunking.

Since the NMSE implementation in the Ingate SIParator® allows the SIParator to reach
MiVC clients, e.g. by their extension numbers, the MiVC can both be SIP trunked to the
PSTN, replacing the “old copper network™ connection, as well as tie trunked to other PBX
systems, local or remote, on-premise or in the cloud.

Further, the SIParator’s ability to act as a SIP registrar (under the SRU license), you can
extend the MiVC PBX with more capacity and new functionality using equipment following
the SIP standard, e.g. SIP telephones or soft clients. Examples of this is shown and
exemplified in this guide and more examples of usage are in the plans.

In this document we have left five “good to have” appendices, previously written for the
Configuration Guide for Ingate as Teleworker Gateway for Mitel MiVoice Connect and
Mitel 6900 phones.

Day-1 Remote Installation Support for SIP trunking the MiVC

Remote Installation Support is available from three sources at different item numbers:

IGT-0022-03 Remote Installation Support by CTD (North America)
support@ingate.com toll free: +1-866-809-0002 NA did: +1-864-551-4216

Sales and ordering: Computer Telephony Distribution (CTD) ingate(@ctdconnect.com
(866) 533-3331 (toll free), (864 527-9600 (local)

IGT-0022-02 Remote Installation Support by Educronix (Latin America, also in Spanish)
Educronix LCC also does special projects and Ingate training from a Florida location. Order
through Ingate or directly by Educronix at support@educronix.com and toll free: +1 855
866 8854

IGT-0022-01 Remote Installation Support by Ingate (Rest of the World)

support(@ingate.com +46-8 600 7766

Remote Installation Support, per hour (minimum 2h for Mitel SIP Trunking). Additional
time beyond the minimum 2 hours is charged afterwards the same hourly rate.
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1 Introduction

This document describes the steps to configure the Ingate SIParator® (an “E-SBC” often
used for connecting PBXs to SIP trunks) and the Mitel MiVoice Connect (formetly
ShoreTel PBX) using

Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP trunking, was introduced in
version 7.1.1 of the SIParator® software. All supported Ingate SIParators, including current
appliances (most S21, all S22, S42, S52, S82, S95, S97 and S98) as well as the Software
SIParator® for virtual x86 machines and cloud platforms, can be configured using NMSE
tor SIP trunking of the MiVoice Connect (MiVC).

Required Versions and Licenses:

MiVoice Connect (MiVC) PBX (Formerly ShoreTel)!

Ingate SIParator® 7.1.1 or later with one NMSE and one CCS license for each concurrent
SIP trunk session

A fair knowledge of MiVC Connect, as well as the Ingate SIParator®, is required to be able
to follow this document.

The MiVoice Connect Platform Documentation is available at
https://www.mitel.com/document-center/business-phone-systems%3Amivoice-
connect%3Amivoice-connect-platform

The Ingate SIParator® Documentation is available at
https://www.ingate.com/Documentation.php

I'Tested on MiVoice Connect 20.0 HF1 (Build: 23.30.4100.0) but believed to be backwards compatible. Contact Ingate support
for any problem.
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are © Ingate Systems AB - 2026 ~ SW Release 7.1.1 - Version 26Bo 4(48)

inG


https://www.ingate.com/files/productsheets/Ingates_E-SBCs.pdf
https://www.mitel.com/document-center/business-phone-systems%3Amivoice-connect%3Amivoice-connect-platform
https://www.mitel.com/document-center/business-phone-systems%3Amivoice-connect%3Amivoice-connect-platform
https://www.ingate.com/Documentation.php

2 Ingate SIParator® Using Native Mitel ShoreSIP Emulation

(NMSE) Explained

The MiVoice Connect PBX (MiVC, formerly Shoretel)
consist of several appliances or servers connected to
local LAN, where the red-underlined can be used to
hold the other together in a SIP trunk group that, (most
often) via an Ingate SIParator® (an enterprise SBC and
Firewall), to connect the MiVC hardware or software
devices on the Mitel LAN, to an outside SIP world that
may be an I'TSP’s SIP trunk, over the Internet or on a
private IP pipe.

Ingate’s Native Mitel ShoreSIP Emulation (NMSE),
makes the SIP trunking functionality of the red-
underlined hardware or software (Mitel’s vIrunk)
components obsolete. The NMSE license enables the
Mitel-specific protocols required for SIP trunking and
connects directly to the local Mitel LAN.
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WinDVS -

Ingate has selected to emulate the SIP trunking functionality of the SG220T1A, being a
since-long available and (hopefully) stable product requiring no Mitel licenses at all. We have

not yet seen any capacity limitations of our emulation.

The SIP trunking functionality you get, is equivalent to Mitel’s vItunk plus the Ingate

SIParator, for connecting to “anything using SIP”, including I'TSP trunking to the PSTN
and privately tie-trunking to other SIP PBX services (locally or over the Internet), se chapter
5 Connecting Your MiVC to PSTN SIP Trunk Providers and Other SIP PBXs (tie

trunking).

The requirement for the NMSE implementation became urgent when Mitel towards the end

of 2025 announced:

MiVoice Connect End of Extended License Sales fast approaching

Partners who wish to purchase Ingate SIParator products may

continue to do so directly from Ingate:

» Partners in the US and Canada should contact Ingate’s US distributor:

Computer Telephony Distributing (CTD)
www.ctdconnect.com

(866) 533-3331 (toll free)

(864) 527-9600 (local)

« Partners in other countries should contact Ingate directly via email to

sales@ingate.com

Email CTD at: ingate(@ctdconnect.com

e
|n @qte © Ingate Systems AB - 2026

Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
SW Release 7.1.1 - Version 26Bo

5(48)


mailto:ingate@ctdconnect.com

The Native Mitel ShoreSIP Emulation (NMSE) is straight forward to install and to use. In
short, it is an ordinary SIP trunking installation (the NMSE license cost is approximately half
of the Mitel SIP trunking cost) that you enable at the Ingate SIParator’s SIP Trunk
configuration page:

sip
Trunks

:‘:fr:"l: | SIP Trunk 4: PSTN;Mitel MiVoice Connect-Shoretel | | Goto SIP Trunk page |
e In the Ingate SIParator® you get
@® Enable Native Mitel ShoreSIP Emulation
O Disable (The NMSE License)

Copy MAC Address used in MiVC Director for this emulated device into column three.

Listen on

Device B Address MAC Address Allow From

| SG220T1A v| | Alias_SG (10.0.176) v| [00:10:49:99:ae:08 | | Mitel LAN v

The NMSE license is per concurrent session. There are no additional Mitel SIP trunking
oear or licenses required:
O Mitel Connect Director

Connections Trunk Groups Eanowoth

Voice Quallty | A Applances

Servers

Platform Equipment

0 W ill=a NAME DESCRIPTION SITES SERVER DATABASE  TYPE »
SERVER ADDRESS
ADMINISTRATION y
Heaogquaners Headquaners vEdQeGW 100190

Users H 5 - & m

ea0guaners Headquariers  Headguariers WinHQ
Trunks Headquarters  Headquarters nGate
Telephones ngate SBC Teleworker Ingate SBC Teleworker Headquaniers Headquaniers nGate
Appliances/Servers SO220T1A-NMSE Ingate Emufated SIP Trunk  Headquariers Headquariers SG220T1A
Features 0om NOT REQUIRED Hoadquariers Headouarters SG50
System SGS0-0INX ngate Emusated SGS0

In the MiVC you need no ,
HW-trunk, nor any vTrunk, ) 1.50
nor any Mitel licenses

SiParator StParator

vPhone3 vPhonel

vPhoned vPhoned
%< vTrunk NOT REQUIRED

You simply set up your current MiVC PBX to reach the PSTN via the Ingate SIParator®
NMSE-emulated SG220T1A.

l_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
are © Ingate Systems AB - 2026 ~ SW Release 7.1.1 - Version 26Bo 6(48)

@

in



MiVC, using the Native Mitel ShoreSIP Emulation (NMSE)

ter activation of the icense on an existin arator” installation:
Af tivation of the NMSE li ting SIParator® installati

InNGate

License Code:ONLY USE WITH SOFTWARE VERSION 5.0.6 OR LATER!

¢ MZJS-ICAN-ETIG

When activated on https:/acconnt ingate com the license code gives entitlements to the following:
+ 5 NMSE, Native Mitel ShoreSIP Emulation Licenses

Please note!

1) This License code can only be applied for Ingate units with software version 5.0.6 and later.

Follow the instruction below, to upgrade the product to wse the latest software!

2) If the license code above 13 for the Ingate Software SIParatorFirewall download, please see the following instructions for
installation/actrvation-https-/ararw ingate com/files/ IngatelnstallationVirtmalhMachines pdf

Activate License Codes:
1. Log en to www_ingate com and click "Account Login".
. Login with your Support Account, if you haven't got an account here, please register.
. Once in your "Account Home Page”. if you haven't already done so, choose the option "Register a new unit", enter the
Senal Number of your Ingate, then press "Register”.

4. In your "Account Home Page", choose the option "Activate Licenses™.

5. Enter the license code you find above. (case sensitive, dashes inchuded)

6. Enter the serial mumiber of the machine you wish to bind the license code to, or select "Load myy units” and remove all units
except the one you wish to bind the license to.

7. Press "Use this License” and the license code is now activated.

8. A key file, "license lic" will be downloaded to the PC. Note: Anmmal Support and Software Subseriptions along with
Extended Warranty Licenses do not require a file download to the unit.

9. Login to the Ingate unit, go to "Administration - Upgrade” page. Browse to the "license lic” file and Press upgrade.

L

Download Software Upgrades:

. Log on to www.ingate.com and click "Account Login"

. Login with your Support Account, if you haven't got an account here, please register.

. Once in your "Account Home Page", if you haven't already done so, choose the option "Register a new unit", enter the

Senal Number of your Ingate, then press "Register”.

4. In your "Account Home Page", choose the option "Download Upgrades”.

5. Understand the upgrade path provide in the table, and|select the Software Version.

6. Enter the Serial Number of the machine you wish to upgrade, or select "Load myy units” and remove all units except the one
you wish to upgrade.

7. Press "Download Upgrade" and a software file "upgrade fisp" will be downloaded to the PC.

8. Login to the Ingate unit, go to "Administration - Upgrade” page. Browse to the "upgrade. fup” file and Press "Upgrade” and
follow the instructions on the unit.

Ll B =

Startup Tool:

The Ingate Startup tool, which is designed to ease the initial configuration of the Ingate products, can be found at
hitps://account ingate com/Startup Tocl php.

You will be asked to login with your Support Account.

For help and support, please see hitps:/'www.ingate comy/Helpdesk php.

or after a new SIParator® installation, e.g. by using the Startup Tool as outlined at the

3 Configuration of the Ingate SIParator® for SIP Trunking of the

bottom of above “License Code and Activation” printout, you need to do the following

additional configuration.

in@dte Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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3.1 Network Setup

At the Network>All Interfaces GUI page, you need to define an alias address (here
“Alias_SG”), that should be a free (not already used) IP address of the local LAN that the

MiVoice Connect is installed on.

Administration Basic HiTP Sip e Q-TURN | Failover |rtu
Configuration Services Traffic | Trunks

Networks and ~ Default Interface
Computers  Gateways Interfaces VLAN EthO Eth1 Eth2 Eth3 Status PPPoE Tunnels Topol

Interface Overview

General

Physical Device Interface Name Active MTU
eth0 (Ethemeto || Yes v|[1500 |
ethl | Ethernet1 || Yes v||1500 |
eth2 | Ethernet2 [| Yes v|[1500 |
eth3 (Ethemet3  |[No v|[1500 |

Directly Connected Networks (Help)

Address DNS Name :
Name Type otIB Address IP Address Netmask / Bits
| ethO || static  v|[10.0.1.75 | 10.0.1.75 | 255.255.255.0 |
| ethl || static  v|[193.180.23.104 | 193.180.23.104 | 255.255.255.0 |
| eth2 || static  v|[10.48.112.113 | 10.48.112.113 |255.255.0.0 \
[ Add newrows |[1 | rows.
Alias (Help)
Name DA ey IP Address Interface Delete Row
or IP Address
| Alias_SG |10.0.1.76 | 10.0.1.76 | EthernetO (eth0) v ||
| Add new rows H [ rows.

and at the Network>Network and Computers GUI page, you need to have a network
name (here “Mitel LAN”) that includes all MiVoice Connect components.

R Basic Rules and] HTIP SIP - Virtual Private | Quality of | Logging

Networks and [R5 All Interface
(H1 [N (-8 Gateways Interfaces NAT VLAN EthO Ethl Eth2 Eth3 Status PPPoE Tunnels Topology

Networks and Computers

- Upper Limit
. Lower Limit (for IP ranges) .
it )
: Name Subgroup DNS Name File Interface/VLAN elete
Row DNS Name Row
or IP IP Address IP Address
or IP Address
Address
‘ [J| & Mitel LAN = 10.0.1.0 10.0.1.0 10.0.1.255 10.0.1.255 = ]

. i_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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3.2 Enable the Native Mitel ShoreSIP Emulation (NMSE) at a SIP Trunk
GUI Page

Go to the SIP trunk page to be used (typically SIP Trunk 1), where you have activated the
NMSE licenses:

—_ Basic Rulesand] HTTP SIP
SIP
Trunks

View
trunk:

\: Save || Undo |

[ SIP Trunk 2: PSTN;Mitel MiVoice Connect v] | Goto SIP Trunk page \

and at the bottom of the SIP trunk page enable “Device Emulation™:
Setup for the PBX (Help)

O Use PBX from other SIP trunk
@® Define PBX settings

PBX Name: | Mitel MiVioice Connect3 | (Unigue descriptive name)
Use alias IP address: | - v| (Forces this source address from our side)
Authentication PBX IP Address
PBX Redgistration SIP Address User ID Password DNS Name P Address PBX Domain Name

or IP Address

\ [ | [ change Password | | | (10.0.1.86

(At least one of PBX Registration, IP address or Domain Name Is required to locate the PBX)

PEX Network [ Mitel LAN v

Signaling transport: | - V| (- = Automatic)
Port number: [ ]

Match From Number/User in field: | From URI V|

Common User Name suffix:

To header field: | Same as Request-URI V|

Forward incoming REFER: |E|

Send DTMF via SIP INFO: (No v|

Remote Trunk Group Parameters usage: | - V| (-' = Don't use TGP)
Local Trunk Group Parameters usage: | - v| (-' = Don't use TGP)

Enter the MAC address used
at the MiVC side here (These
MAC addresses must match)

Device Emulation

® Enable
O Disable

Copy MAC Address used in MiVC Director for this emulated device into cgidimn three.

) Listen on
Device IP Address MAC Address Allow From
[ sG220T1A ~|[ Alias_SG (10.0.1.76) | [00:10:49:09:ae:08 | | Mitel LAN v|

| save || Undo || Look up all IP addresses again |

select the Device SG220T1A, the Alias IP defined above, the MAC address you setup in the
Director of the MiVC (the three first hex digits are pre-defined by Mitel and select e.g.
1a:2b:3c for the last three hex digits (must be unique on the Mitel LAN). The MAC address
MUST BE THE SAME as used at the MiVC side (seen in the MiVC Director). (You must
only enable the SG220T1A emulation at one of a SIParator’s SIP Trunk pages, but you may
use it towards several ITSP PSTN trunks and several other PBX tie trunks.)

= - i_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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4 Configure the MiVC to Use Ingate’s NMSE-Emulated SG220T1A
to get vTrunk Functionality

The Ingate SIParator with software 7.1.1 or higher will — with the NMSE license and the
below yellow highlighted configuration — give the functionality of the Mitel MiVC vTrunk

(only for comparison, no vIrunk needs to be present):

With the NMSE license, the Ingate
SlIParator gives the same functionality as
vTrunk: the vTrunk, but requires NO Mitel licenses
(by selecting an SG220T1A, Analog loop
Start, but emulating SIP trunking only).

GENERAL SWITCH

&

Max SIP trunk capacity (G.711): 500/1000 with/without ad

20| — For 30 concurrent calls, you need 30 CCS

and 30 NMSE licenses from Ingate

SIP trunks configured:

To setup the MiVC to use an Ingate SIParator® NMSE (Native Mitel ShoreSIP Emulation)
trunk, you first setup the Trunk Groups, then the Platform Equipment and then the
Trunk.

4.1 Select an ACCESS CODE (a dialing prefix?) on the Trunk Groups page
for using the Ingate NMSE Trunk Interface in the MiVC Director

At the Mitel Connect Director>ADMINISTRATION>Trunk Groups page:

[) Mltel Connect Director Connections | Trunk Groups | Bandwidth | Voice Quality | 1 Appliances | 4 Servers

(Search || Trunk Groups
O tw il = NAME TYPE SITE 4 | TRUNKS: |DID: DNIS |OSE: ACCESS CODE
P = DWS Test TG Digital Wink Start Headqg... 0 No 32
SG50 Group Analog Loop Start Headg... 2 Mo 3
Users NMSE Trunk Group Analog Loop Start |Headq... |1 No 9
4 Trunks PSTN Trunk Telavox SIP Headg... 3 Yes 35
Trunks Test TG Analog Loop Start Headg... 2 No 33
4 Trunk Groups T1 Trunk SG220T1A PRI Headq... 23 No 36
Trunk Groups T1 Trunk SG220T1 PRI Headq... 23 No 38

To create this new row
press the NJEW button at the top to the right

NEW COPY DELETE BULK DELETE

21 you already have a traditional PSTN connection for your MiVC, e.g. using dialing prefix (or access code) 9 to reach out of
your company and want to continue to use 9 for the new SIP connection, it is recommended that you replace 9 with another
available access code (if needed, you can expand the access code range at Director>ADMINISTRATION>System>Dialing
Plan>Djial Plan), e.g. with 39, and setup the new Ingate SIParator® NMSE SIP trunking using dialing prefix 9.

t Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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and in the lower part of that page these three tabs will appear.

At the GENERAL tab:

New Trunk Group
GENERAL INBOUND OUTBOUND — —
Give it a descriptive name e.g.
. / 7 ]
Name: New Trunk Group NMSE Trunk Group
Site: | Headquarters v |
Trunk type: (Analog Loop Startv| —— | [MPORTANT: Leave the Trunk
Language: |English(US) v | type at “Analog Loop Start”
Note: ’
L 4
(If SIP would be selected, Mitel SIP trunk session licenses would be | Analog Loop Start v
. . . Analog L Start
required. The Ingate SIParator NMSE Emulation will do SIP, and Anl e
nothing else, anyway.) Digital Loop Start
Digital Wink Start
PRI
leave the INBOUND tab at its default: SIP
NMSE Trunk Group
GENERAL INBOUND OUTBOUND
4| Destination: 700 : Default

at the OUTBOUND tab, select the prefix and the local area code (at the locality the phone

clients are supposed to be) for this trunk group.
NMSE Trunk Group

GENERAL INBOUND OUTBOUND

‘ Outgoing: Fill in a unique Access code

Network call routing: /— (dialing prefix)
9

Access code:

Local area code: 323
Fill in Local area code use

Additional local area codes:

Then press the SAVE button to the right | SAVE | | RESET | | CANCEL |

= f’;@; l_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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4.2 Setup a new Platform Equipment — The Ingate SIParator® emulated
SG220T1A

At the Mitel Connect Director>ADMINISTRATION>Platform Equipment page:

D Mltel Connect Director Connections | Trunk Groups | Bandwidth | Voice Quality | /1. Appliances | 4 Servers

(searcn || Platform Equipment
* e L“o iﬁi = O/ NAME DESCRIPTION SITES | SERVER | DATABASE |TYPE IP ADDRESS SECC MAC ADDRESS SER
SERVER ADDF
ADMINISTRATION +=
[ EdgeGW Headq... Headq... vEdgeGW  10.0.1.90 BGC-24-11-0A-6B-88
Users O Headquarters SoftSwitch Headq. Headq . Headquart . WinHQ 10.0.1.10 00-00-00-00-00-00
Trunks O Ingate SBC IXNX Ingate SBC IXNX Headq... Headq.. InGate 10.0.1.80 6E-90-1B-1C-DE-BO
Telephones O Ingate SBC Teleworker  Ingate SBC Teleworker Headg... Headq.. InGate 10012 bc-81-1f-00-13-95
4 Appliancesi/Servers O Ingate SBC w NMSE |G classic SBC part Headq... Headq.. InGate 100175 bc-24-11-99-ae-d8
Platform Equipment O 3622071 server room Headq... Headq... 5G220T1 10.0.1.85 001049 1A D61E ST1J
Spare Equipment O $G220T1A server room Headq... Headg... SG220T1IA  10.0.1.84 00-10-49-19-40-d3  T1AJ
| SG220T1A-NMSE Ingate Emulated SIP ... Headq... Headq... S5G220T1A 10.0.1.76 00-10-49-99-ae-d8
ntegrated Servers —_
To create this new row |

press the NEW button at the top to the right
NEW COPY DELETE BULK DELETE

and in the lower part of that page this GENERAL tab will appear:

SG220T1A: -
# GENERAL
|| st (Headquarters v] Select Hardware type
: ( P4 . .
Hardware type: (SG220T1A v SG220T1A and these fields will
Name: * | show up:
Description:
IP address: Fill in a Name
MAC address: 00-10-49- N
Fully qualified domain name: (1H Fillin a Descrlptlon
Server to manage switch: [Headquarters V| Eill in th i IP add
ill in the alias IP address
Caller's emergency service . .
identification (CESID): defined in the Ingate SIParator
Note. ' ‘ Alias_SG 10.0.1.76
y as defined in 3.1 Network Setup

Fill in the above and press the SAVE button to the right | Mitel provides these three first
hex digits of the MAC address

We should then have got this and can proceed to the and you should add the last
three hex digits — any unique

SWITCH tab. hex digits (e.g. a1-b2-c3) will be
SG220T1A: SG220T1A-NMSE - 10.0.1.76 ok, BUT THE FULL MAC
ADDRESS MUST BE THE

GENERAL SWITCH
SAME AS USED IN THE Ingate
¢ Name SG220T1A-NMSE SlIParator.
Description Ingate Emulated SIP Trunk
Site : to this site Check that this MAC address is
IP address 10.0.1.76 /— the same as used on the Ingate
MAGC address 00-10-49-99-ae-d8 side (see section 3.2 above)!

- ;"i@‘?“g l_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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At the SWITCH tab at the bottom Platform Equipment page, select the red-framed and

provide a Description:
$G220T1A: SG220T1A-NMSE - 10.0.1.76

GENERAL SWITCH
4| Built-in capacity:
IP phone + SIP trunks = Total
60 10 70 of 70 (0 SIP proxy parts)

(J Enable Jack based Music on hold
Jack based Music on hold gain:

(J use analog extension port as DID trunks

0/dB (-49to 13)

() Assign digital ports as 14 SIP Trunks with Media Proxies (Assign analog ports for up to 6 additional media proxies)

Then press the SAVE button to the right |\

Paort Part Type Trunk Grow DescriEtion
1 I Trunk v| | NMSE Trunk Group V:I Emulated by Ingate SIParator
2 [Available v

"

| RESET || CANCEL |

-

| SAVE |

%U

inG ate
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4.3 Create a Trunk for Ingate NMSE Trunk Group in the MiVC Director

At the Mitel Connect Director>ADMINISTRATION>Trunks page:

> Ml[el_ Connect Director Connections Trunk Groups | Bandwidth | Voice Quality | 1. Appliances | 4 Servers
[Search ] Trunks
P TAIL iiﬁ i O | NAME GROUP TYPE SITE SWITCH PORT/CHANNEL
v -
ADMINISTRATION = B |NMSE Trunk NMSE Trunk Group |Analog Loop Start Headqg... |SG220T1A-NMSE 1
roup nalog Loop Start Headq... server room
O po1 SG50 G Analog L S Head SG50 1
Users (J 5G220T1 T1-P01 T1 Trunk SG220T1 PRI Headq... $G220T1 serveroom 1
4 Trunks (J 5G220T1 T1-P02 T1 Trunk SG220T1 PRI Headq... SG220T1 serverroom 2
Trunks (J 5G220T1 T1-P03 T1 Trunk SG220T1 PRI Headq... SG220T1 serverroom 3
4 Trunk Groups b 11 Trunk 522011 eadqg... SG220T1 server room
p O sG220T1T1-P04 T1Trunk SG220T1 PRI Head SG220T1 4
Create a new trunk by pressing the NEW button at the top to the right
NEW COPY | DELETE BULK DELETE

and in the lower part of that page will appear:

NMSE Trunk
GENERAL
4 Site: Headquarters v
Trunk group: NMSE Trunk Group (Analog Loop ==
Number NMSE Trunk ———— | Fillin a name for the trunk
Switch port: [SG220TANMSE 4 v [ gelect the equipment Name we
Jack # defined in 4.2
Then press the SAVE button to the right | SAVE | | RESET | | CANCEL | and the
NMSE Trunk NMSE Trunk Group Analog Loop Start |Headq... | SG220T1A-NMSE

row at the upper half of this Director GUI page will appear.

= f’;@; l_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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5 Connecting Your MiVC to PSTN SIP Trunk Providers and Other
SIP PBXs (tie trunking)

The Ingate SIParator®/Firewall is often referred to as the “Swiss Army Knife” for real-time
communication, meaning SIP routing, SIP interoperability as well as enterprise and SIP
tirewalling, specially through its flexible SIP Dial Plan and multiple SIP Trunks
configuration possibilities. For each set of concurrent call licenses (CCS licenses) you buy,
you get the option to apply these new CCS licenses to an existing or new SIP Trunk GUI
page that will allow integration with another SIP environment.

These capabilities have existed in the Ingate SIParator® (often called just SBC or E-SBC) for
over a decade, but in the highly popular MiVoice Connect/ShoreTel PBX environment —
where the Ingate SIParator® has been an OEM component since 2008(!) — the Ingate
SIParator has mostly been used for “plain SIP trunking”, i.e. connecting the PBX to the
Public Switched Telephone Network (the PSTN) over an IP network rather than over the
old “copper network”.

Now, with the Native Mitel ShoreSIP Emulation (NMSE) introduced in software release
7.1.1, we expect the MiVC — many still being connected or “trunked” to the PSTN over
copper lines — to move over to a SIP IP connection to the PSTN, but ALSO to use
SIParator® for “tie trunking”.

This section is written to provide an understanding and overview, to exemplify setup and to
point out relevant information the new tie trunking for migrating to whatever is to
come, on-premise or in the cloud, to improve the total enterprise PBX experience.

There are two useful guides that will be referenced:

How To SIP Trunking Using the SIP Trunk Page, and

How To use Generic Header Manipulation

and there are extensive help texts (Help) in the SIParator GUI (in addition to the reference
manual Ingate Reference Guide), to detail how to configure and use for:

Connecting Your MiVC to PSTN SIP Trunk Providers, as well as

Connecting Your MiVC to Other SIP PBXs (tie trunking)

In these examples, assume the company Igcomp has a SIParator @igcomp.ess-s.io, with its
configuration GUI reachable by a web browser at:

& O @ https//igcomp.ess-s.io

inGate igcomp SlParator

. Basic Rules and| HTTP SIP | SIP
SIp
Trunks

;‘rﬂfr:r( | SIP Trunk 4: PSTN:Mitel MiVoice Connect-Shoretel v| | Goto SIP Trunk page
o S i, Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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https://www.ingate.com/appnotes/How_To_SIP_Trunking_Using_the_SIP_Trunk_Page.pdf
https://www.ingate.com/appnotes/How_To_use_Generic_Header_Manipulation.pdf
https://account.ingate.com/manuals/latest/reference_guide.html

and in the previous sections, we setup at the Mitel MiVoice Connect—Shoretel PBX at the
bottom of SIP Trunk 4 GUI page:

Setup for the PBX (Help)

O Use PBX from other SIP trunk
@® Define PBX settings

PBX Name: |:Mite\ MiVoice Connect-Shoretel | (Unique descriptive name)
and enabled the Mitel Native ShoreSIP Emulation (NMSE) under “Device Emulation™:

Device Emulation

@® Enable

O Disable
Copy MAC Address used in MiVC Director for this emulated device into column three.

. Listen on
Device IP Address MAC Address Allow From

| SG220TIA v| | Alias_SG (10.0.1.76) v/|[00:10:49:99:ae:d8 | | Mitel LAN |

Before going into how tie trunking to another IG-LAN is done, let’s rehearse how the
SIParator’s Dial Plan and SIP Trunk typically are setup (e.g. by the startup tool, SUT TG),
by these three cuts from How To SIP Trunking Using the SIP Trunk Page:

e~ i_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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https://www.ingate.com/appnotes/How_To_SIP_Trunking_Using_the_SIP_Trunk_Page.pdf

There is one Dial Plan that can trap outgoing calls meant for a certain SIP Trunk (that there

may be many of):

2 Setting up SIP Trunking

This section describes the functioning and set-up of the SIP Trunk page in the Ingate.

Please remember that these settings, as well as most of the other ones in this description, usually are

done by the Startup Tool TG and that this description is provided for reference.

2.1 Defining Outgoing Call Handling in the Dial Plan

Outgoing calls are processed through the Dial Plan, which must be On. At a minimum, the fields

exemplified below must be entered. The actual Dial Plan table is searched line by line from the top for

a match from the PBX of the dialed number where after it is forwarded to the SIP Trunk page.

1) Calls from the PBX connected to network “ShoreTel”
2) ...with a any dialed number send sent to this unit (regular expression (*)@10.100.0.13)
J3) ...will be forward for further processing to “Gamma Trunk”

4) ...which is defined on SIP Trunk page 1

SIP local  Authentication  SIP DI Time  SIP 1DS/IPS SIP SIP
Methods Filtering Registrar ond Accounting Accounts [{00) Routing Closses Status IDS/IPS Stotus  Test Test Status

Emergency Number (Help)
1

Matching From Header (Help)
Use This ... .. Or This

Name - - Transport Network Dielete Row
Username Domain Reg Expr
‘ 1) |eex . . uDP [+]| ShoreTel [=] [u
WAN : . Any [=]] van [=][E

| Add new rows | 1 Tows.

Matching Request-URI  (Help)

_ Use This ... ... Or This
Name - — - - Delete Row
Prefix Head Tail Min. Tail Domain Reg Expr
‘ 2)  |callout : B sip:(*)@10.100.0.12 J[
(e 1o
Forward To (Help)
N Sub Use This ... «. Or This ... Or This .. Or This Delete R
ame nme. Account Replacement Domain| Port | Transport Reg Expr Trunk e o
‘ 4) * Gamma Trunk 1 -[=] - [+ SIP Trunk 1: Gamma;Shoratal v | F
Add new rows | 1 eroups with 1 TOWS Def Eroup.
Dial Plan (Help)
. ; From |Request- : ) Add Prefix Time Delete
No. Header  URI Action Forward To Torward ENUM ENUM Root Class Comment )
‘ 3) -1 PEX E CalloutE Forward ZI Gamma TrunkE‘ [ . El . |Z| B
2 WAN]=]]- [=Reject 1=1[- [=] ; Fll- =

Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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At 4) in above cut, you see a Forward To SIP Trunk 1: Gamma;Shoretel in this cut:

@
uuurus Tk 4 Tk §

SIP Trusk | (i)
5 Enable SIP Trask
) Duinwble SIF Truk

SIP Tranking Service (Help)
r Use pasnmeters from other SP tnank
() Dfine SIF trask panssaters

(5) Provider domain
) Enterprise doman
) Extemad IF ebdeess

©) as entered

From b sdes domen

Host nime i Request-URI of incoming cals
Trosk Group Penmitens (RFC S04

Rtte mecmang based or
Service Frovider domain is tusted
U P Pesfered [ Sestity.

Mx pmadtanatar calls

Service nane [ (Daseriptve nama

Serte Provader Doman CECTN (FDN e [P adirass)

Roeetzict o ¢ule from Gamema Teieom ("= M restriction)

Oruthound Prozy (DN o [P adivass)

U aiae [P adidowes .- (Fiomeas this sourcr adibyas from cr sid)
Outhaound Gutawsy: L "= e Dt Chatnap)

Sagrlng Transpent e v (L' Asemans)

Fext rumhar

(Trumk (I Diomamn nawe)

Upedas |- ¥ ("= DonYasw TOF
Freserve Mun-Forwads o
el meckin for pemite sers W
Exnctly one Vinhesder M v
Hide Record Roubs W w
Shew cely one To tag W
SIP Jax nedirection 1o provider domain: Tl
SIP Jumeederection 10 calles doms R

(For PoAssariad. lamsiy)
(Bestand off P Asarind Siamoty)
FCa Adwtzsion Conteol)

SI919WereJ I01AIIG Sup[uniy JIS

Main Trank Line (Helg) fa—
. | Beg | rwigaing Calls Musheniicasian Ineaming Calls | E = =O ’-] ? E
' [Uscdwhen mot defined below)  DispliyName | Usermame | Mentey | WD | Passwsrd  [lwoming TrankMakch|  Forvarde | = 0 = E v}
= =] I [raommnes I I | I | =, 5 e 05‘ 4
= =
PEX Line = = <= R
s (e e 5 B ==
| Ousguing Calls | Autheatication [ Incoming Calls N va o =) =
Na. | Reg From PR = T = ook Maen]| FORASFEX | g a :
| Number Tirr | Diaplsy | Ui | i | 5 | Eaeeet |1"“'" "| Arceunt ( Z w0 v & O
[1 Tm u'[.mr.‘n.‘bﬂm 'I-:m.‘rarn '[im‘rsrn [ [ 'F_(_mj._-__,ﬂs_[mnrm’!)u [1 | [=] = = n g‘ =
e e — e | =) | o ] & 223
T L o PD ? u
SIP Lines (Helg) EE = E_
Lh_la_| Ouiguing Calls Mt i atian Incaming Calls l“‘hll- E-
[ [From STP NoumberiTner [Display Name U ety [Tser ID P I Treak I o SIF Areaunt mn
e
Setup for the PEX (Helg)
1) Use PEX from ethuer STP sk =~
(%) Difine PEX setiings jwe)
FEX Numa Sreren (vscriptivs nama) M
U aias [P address: |- | (Forcas this sourcd addvass fom our i) 'ﬂ
[ Uise This — Or This — O This B
| Anthentication PBX [P Address a
n..mmsrmm| — = 'rpc;gh = PEX Demain Nume B
[ [ | (erange Pasewera] [10.1000.40 Jrosmna | :'_.;
PEY Networkc Sroeelel * 2
Tagrang transport . - ("= Astomanich w
Port nusber
Mateh From basbeoUses mnfield: [Fromum v
() Sume a3 Raquast. UR]
To hander fiadd ) Copy from Truske
O v enbemrdt
Teaek (rop Panmitiss udige % (= DosYese TGR)

Each SIP Trunk has its own configuration GUI page, where the top portion is the
configuration towards the remote end (e.g. a SIP trunking provider that we have defined at
SIP Trunk 4 or another PBX environment that we will exemplify tie trunking to at SIP
Trunk 2).

The bottom portion is the configuration towards the local PBX| that we at SIP Trunk 4,
® Define PBX settings

PBX Name: [Mitel MiVoice Connect-Shaoretel

| with its NMSE emulation

setup towards:

Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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and at bottom portion of SIP Trunk 2 and we will re-use the same Mitel MiVoice Connect-
Shoretel PBX configuration by:

Setup for the PBX (Help)

@® Use PBX from other SIP trunk
O Define PBX setiings

PBX from: [ Mitel MiVoice Connect-Shoretel V]

In the middle portion of each SIP Trunk GUI page, we have:

A: | C:Calls from a specific user will use the trunk line
defined here.
Main Trunk [Line (Help)
Outgoing Calls
No. | Reg = = St = = -
Display Name User Name Identity
1 Yes [+ || LEAVE EMPTY! 1305670700 1305670700@tsenvice.c|
PBX Lines |Help)
Outgoing Calls
No. | R
2 = 'Fron 2 Display Nam User Name Identity
er/User o
1 No _' 13056707([0-8){0-9]) 1305670751 1305670781
2 No T anonymous anonymous@anonymot
Add nefv rows ||| OWs
SIP Lines (fep)
Outgoing Calls
No. | Reg Fro . > S z
er/User Display Namé User Name Identity
1 No E steven Steven Brown 01305670790
2 No |« |l /41305670799 Fax 01305670799
3 No [« |l pda(9{0-9)) 1305670781

B: Credentials for
Trunk Service

Authentication
User ID Password
305670700 Change Password
Authentication
User ID Password
Change Password
Change Password

Authentication
User ID Password
Change Password
Change Password

Change Password

D: Incoming calls will be
sent to a specific user here.

Incoming Calls

Incoming Trunk Match Forward to

Incoming Calls

- Forward to PBX
llm

Account
0{13056707[0-8]{0-9]) $1

Incoming Calls

llm Eormad {o ST

Account
01305670790 steven

01305670799 +1305670799

013056707(9[0-9]) pdasSt

and understand that outgoing calls are forwarded by the Dial Plan to red-framed column C:,
while incoming on a certain SIP Trunk, goes directly to red-framed column D: for a match

and forwarding.

In these rows of SIP forwarding, you can use both numbers and SIP names, regular
expressions and generic header manipulation to do everything needed, both simple setup
and complex fixes to various SIP environments.

Under PBX lines you see some usage of regular expressions, and the simplest is (.*) which
matches and stores any amount of characters in $1. In section 3.2 of How To use Generic
Header Manipulation, you find the full notation for regular expressions, where one example

of usage is:
Incoming Trunk Match Forward to
ZN1306(770710-971{2}) 051

\+1306(7707[0-91{2})

0%1;user=phone

inCate
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https://www.ingate.com/appnotes/How_To_use_Generic_Header_Manipulation.pdf
https://www.ingate.com/appnotes/How_To_use_Generic_Header_Manipulation.pdf

With the above understanding of SIP routing, let’s see how to setup Igacomp’s SIParator™:
& O @ https//igcomp.ess-s.io

inGate igcomp SlParator

. Basic Rules and| HTTP SIP | SIP
SIP
Trunks

View
trunk:

where the top of SIP Trunk 4 GUI page, handle the connection to the PSTN, which
configuration can be as easy as this (although the SIParator® has extensive possibilities to
handle any trunk):

| SIP Trunk 4: PSTN:Mitel MiVoice Connect-Shoretel v| | Goto SIP Trunk page |

Service name: | PSTN | {(Unique descriptive name)

Service Provider Domain: | 80.81.82.83 | (FQDN or IP address)

Restrict to calls from: | Telavox_Trunks v | (-" = No restriction)

Outbound Proxy: | | (FQDN or IP address)

Use alias IP address: | - V| (Forces this source address from our side)
Outbound Gateway: |Z| (-' = Use Default Gateway)

Signaling Transport: | UDP v| (-* = Automatic)

Port number: | |

From header domain: | Provider domain v

and at the top of SIP Trunk 2 [ SIP Trunk 2: IG-LAN: Mitel MiVoice Connect-Shoretel v]’ we handle the
connection to the IG-LAN environment, where there is another PBX that we want to
integrate with, to allow communication with the same Mitel MiVoice Connect-Shoretel PBX
(at the NMSE interface) using extension numbers instead of DID, thus NOT going over
PSTN. Notice that the NMSE interface can handle both DID and extension numbers at the
same time, which was not possible going through a Mitel vTrunk (or SG device, where a
MiVC configured trunk either is for the PSTN or for a tie trunk):

.~ t Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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Service name: [ IG-LAN ] (Unique descriptive name)

Service Provider Domain: [ 10.48.255.1 ] (FQDN or IP address)

Restrict to calls from: [ Ingate tie-trunk v] (-' = No restriction)

Outbound Proxy: ] (FQDN or IP address)

Use alias IP address: [ v] (Forces this source address from our side)

Outbound Gateway: - (-' = Use Default Gateway)
Signaling Transport: m (-' = Automatic)

Port number: :]

From header domain: [ Provider domain V]

Host name in Request-URI of incoming calls: | 10.48.112.112 ] (Trunk ID - Domain name)

where the last line is an additional ethernet port configured to connect to IG-LAN, setup at
the Network>All Interfaces GUI page:

IG_LAN || static  v|[1048.112.112 | 1048.112.112 (16 | 1048.00  10.48.255.255 | Etherne

The SIP Trunk to the PSTN (typically setup by the startup tool, SUT TG), here at SIP

Trunlk 4 | SIP Trunk 4: PSTN:Mitel MiVoice Connect-Shoretel  v| (where 2 PBX like the MiVC
handles the SIP addressing to and from the PSTN trunk itself, the SIParator typically just
torwards the numbers), thus the middle portion the SIP Trunk GUI page may look like:

Main Trunk Line (Help)

o 3 Outgoing Calls Authentication Incoming Calls

© €0 Display Name User Name Identity User ID Password Incoming Trunk Match Forward to
[ No v] [ ] [ ] [.‘E(usel.name) ] [ ] [ ] [ Change Password ] [(.*) ] [$1
PBX Lines (Help)
o 3 Outgoing Calls Authentication Incoming Calls

© € From PBX NumberiUser Display Name User Name Identity User ID Password Incoming Trunk Match Forward to PBX Account
[ No V] [anonymous ] [ ] [anonymous@anonym] [ ] [ ] [Change Passwurd] [ ] [ ]
() JI s ) ) | [ Change Password | () |51 )

But at SIP Trunk 2 LSIP Trunk 2 IG-LAN: Mitel MiVoice Connect-Shoretel ¥] 1 1o ¢ ot up to forward any
incoming call, starting with 1 followed by two digits, to the MiVC PBX at IP address
10.0.1.76 (which is the NMSE interface):

Main Trunk Line (Help)

o 3 Qutgoing Calls Authentication Incoming Calls
© €9 Display Name User Name Identity User ID Password Incoming Trunk Match Forward to
[No ] il | [$(rom.usen) i i | ( change Password | [ (1[0-9](0-9]) | (s1@10.0.1.7¢ ]

This is done by the regular expression (1[0-9][0-9]) that evaluates to $1@10.0.1.76.

That NMSE emulation at SIP Trunk 4, will also be used for SIP Trunk 2 that instead if
connecting to the PSTN, now connects to the IG-LAN PBX environment
SIP Trunk 2: IG-LAN;Mitel MiVoice Connect-Shoretel V]

which applies for INCOMING CALLS.

S i_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
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For OUTGOING CALLS, the Dial Plan in the SIParator® is used
EREmaRaa
Configuration Services Traffie

Local Call gutl
Methods Filtering Registrar Authentication Accounts STIR Control il

Use Dial Plan (Help) Emergency Number [(Help)
@® On 911
O off

O Fallback

Matching From Header (Help)

Use This ... ... Or This
Name Transport Network Delete Row
Username Domain Reg Expr
WAN J[x J[* ) | [Any vj[ww V] O
[from_igcomp ] [* ] [* ] [ ] [ Any V] [ IG LAN V] O
[from_mitel | [+ J[100176 | | (uop ~| [ MitelLaN ~| O

Matching Request-URI (Help)

Use This ... ... Or This
Name Prefix Head Tail Min. Tail Domain Reg Expr Delete Row
fdos i [E o I FEa—
[dest_other_nur| [ Il | v i [mon@.s =}
(pre3_tomive || Il (- Ml i | [3an-o-ep@- o

Forward To (Help)

Use This

... Or This ... Or This -
Name Ne- Replacement Use Allas 1P l:::
Account Domain Port Transport Reg Expr Trunk
+ ( i - v | [ SIP Trunk 2: IG-LAN;Mitel MiVoice Connect-Shoretel ~| [ - v O
#lome (1)~ | | I ) sewon)[- Sl S
+ ( Al | | [ SIP Trunk 4: PSTN;Mitel MiVoice Connect-Shoretel v/ | - v O
groups with rows per group.
Dial Plan (Help)
No. FomHeades Request-URI Action Eornarilo Fomar:dd PreﬂxENUM ENUM Root ;'am:s Comment D:LT
(1 | [ rom_mitel  ~| [ dest_1xx ~| [ Foward | [ toig-an v i B “- v =
[2 ] [ from_igcomp V] [ dest_1xx V] [ Forward VJ [ to_pstn V] [ ] [ ] [ - VJ [ - VJ [ ] O
[3 ] [ from_mitel V] [ dest_other_numbers V] [ Forward V] [ to_pstn V] [ ] [ ] [ - V] [ - V] [ ] @]
[4 ] [ from_igcomp V] [ dest_other_numbers V] [ Forward VJ [ to_ig-lan V] [ ] [ ] [ - VJ [ - VJ [ ] @]
CN = v|[presomive || Forward v [tomrel v|| I | Yl ) O
[ J[WAN v v [ Reject Bl “JI I | Yl ) O

and this setup should make the MiVoice Connect-Shoretel PBX using three-digit extension
numbers starting with 1, reachable from the IX-LLAN environment, by using prefix 3.
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6 Extending Your Mitel MiVoice Connect (MiVC) with more SIP
Equipment and Clients by using the Ingate SIParator® Registrar

The above tie trunking, explained above in 5 Connecting Your MiVC to PSTN SIP Trunk
Providers and Other SIP PBXs (tie trunking), can be used to integrate your MiVC PBX with
persons and functionality in the SIParator® itself.

In the Ingate SIParator®, under SIP Traffic>Routing. You can define “static registrations”:
Static Registrations (Help)

Also Forward To
Requests To User

User sip/sips Transport
|615@igcomp.e| | kenneth@igcor| | sip V| | o v|
|616@igcomp.e| | voicemail@igc| | sip V| | = v|

| Add new rows ||Z| rows.

and if buying SRU licences — SIP Registrar User Licenses — you can use the “User Routing”
found in the SIParator® under SIP Traffic>Routing, that can be setup for persons ot for
special SIP equipment or purposes:

User Routing (Help)
) Restri.ct Forward Send To Voice Time
User Alias Incoming .
Callers Action To Mail Class
| kalle@igcomp.ess-s.io V| | | | No V| | Parallel V| [3233235627@ | | - V| | - V| |:
| kenneth@igcomp.ess-sio v/ | |[No v| [ Parallel v| (3233235622@] | - vl[- [
| kenta@igcomp.ess-s.io V| | 164 | | No V| | - V| | | [ After 25 s V] | - V| |:
| Add new rows ||Z| rows.

The actual SIP registrar in the SIParatot® is found under SIP Traffic>Local Registrar
and on next page you see an example with six users configured:
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inGate igcomp SIParator

| Basic HTTP sp | sip Virtual P

Call Dial Test
Methods Filtering Ri{f:tic]@ Authentication Accounts STIR Control Plan Routing Accounting IDS/IPS Agent Si

Local SIP Domains (Help)

Domain Delete Row

|igcomp.ess-s.ic| [

| Add newrows |1 |rows.

Registrar Limits (Help)

Timeout for registrations:  Allowed amount of users:  Allowed amount of registrations per user:

13600 | seconds | | (max 0) 5 |

Local SIP User Database (Help)

Authentication

Username Domain Name Password Register From
 kalle | | igcomp.ess-s.ic| | | | Change Password | | Trusted v|
|kar| | | igcomp.ess—s.id |kar| | | Change Password | [ Internet V]
| kenneth | | igcomp.ess-s.ic| | | | Change Password | | Trusted v|
| kenta | | igcomp.ess-s.ic| | | | Change Password | | Trusted v|
| vopatek | | igcomp.ess-s.ic| | | | Change Password | | Trusted v|
| vopatek2 | | igcomp.ess-s.ic| | | | Change Password | | Trusted v|

| Add newrows ||1 | rows.

| Save || Undo |

This is just one example-setup of the registrar in Igacomp’s SIParator®.

The setup in previous chapter allows these clients to directly reach use both the PSTN trunk
and the tie trunk to the Mitel MiVoice Connect-Shortel.
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7 APPENDIX 1: Configuring ACME for Using Automatically
Updated Certificates, e. g. Free Let’s Encrypt Certificates

Release 6.4.X of the Ingate SIParator® / Firewall SBC added Support for Automated
Deployment of X.509 Certificates Using the ACME Protocol. This appendix is mainly

imported from the Configuration Guide for Ingate as Teleworker Gateway for Mitel
MiVoice Connect and Mitel 6900 phones.

Whenever certificates are required on the public side (the Internet) it is recommended to use
automatically frequently updated certificates, such as the free Let’s Encrypt certificates The
ACME protocol is used to automatically update such certificates. Thus, the certificates in the
SIParator provide high security and the certificates do not need to be manually updated over
time.

7.1 Enable the ACME Protocol to Allow Self-updating Certificates
(e.g., Let’s Encrypt self-updating free certificates)

SIParator® 6.4 added full support to create and manage Let’s Encrypt certificates using
ACME protocol.

To enable ACME Protocol:

L Basic \ HTTP sip SIp | SIP Virtual Private
Access )

Basic Dynamic DNS Advanced SIParator
Configuration Control RADIUS SNMP  Update  Certificate TS Settings  Type

| E—

ACME (Help)
F‘- Enable the ACME protocol I
U Disable the ACME protocol

Under Accounts, add a new row, assign a name, fill in the contact information using the
tollowing format:

mailto:youremail@yourcompany.com (i.e. mailto:ernesto@ingate.com)

Once you have completed the contact information click on the “Create New” under Private
Key. That will trigger the process to create an account for further use.
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https://www.ingate.com/files/Latest-Ingate-MiVC_TeleworkerGatewayForMitel6900s.pdf
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mailto:youremail@yourcompany.com
mailto:ernesto@ingate.com

Basic Access DHCP DHCP DHCP Server ~ Router ~ Dynamic DNS Advanced SlParator
Configuration Control RADIUS SNMP Options Server  Status  Advertisement  Update  Certificates TLS Settings  Type

ACME (Help)
@® Enable the ACME protocol
O Disable the ACME protacol

Accounts (Help)

Accounts associated with the ACME protocol.

Name Contact Private EAB Key ID EAB HMAC Key Delete Row
‘Ingalelabs ‘ |ma\ltoiemesto@ingate.com Create'New | | Change Secret | [J

Add new rows ||1 rows.

Add a Row under “Services” to point to Let’s Encrypt Servers. Assign any name, but use
exactly the URL as shown below (acme-v02.api.letsencrypt.org):

Services (Help)

A service that supports the ACME protocol.

iaEre BomanTorie ] Directory Path Trusted CA Delete Row

|LetsEncrypt | |acme-voz.api.Ietsencrypt.org directory | | V| O

Directory Path must point to “directory”

Add a domain row. Here you will associate, via a name, which interface that will be used to
connect to Let’s Encrypt Servers and receive challenges (In our case the outside interface),
which service and Account that will be used for this named domain.

Domains (Help)

Domains that should be available to use with the ACME protocol.

. Renewal
Name HTTP-01 Challenge Address Service Account Delete Row
Interval (%)

ingatelabs | |Ou15|de (10.0.0.213) V| | LetsEncryptV| |Ingatelab5 V‘ |6? ‘ O

Leave renewal interval at default value of 67%. This controls when the renewal process will
be triggered for each Let’s Encrypt managed certificate (every 60-90 days).

In this section we will add the private and CA Certificates needed to properly configure the
Teleworker Gateway solution.

Just to refresh, private certificates are those the ingate will use to identify itself, while CA
Certificates are the ones used by the SIParator® to validate sighage of those certificates

presented to it, to make sure those certificates can be trusted.

How are certificates used in SIParator® when deploying Teleworkers?

)
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Two main areas of attention must be clear when deciding certificates needed, first all related
to SIP signaling, and secondly the ones needed for other secure services mainly based on
secure http happening during most of the advanced functionalities on the phones
(Provisioning, phone maintenance, phone configuration, operation, CAS based Services
among others)

7.1.1 Create Certificates Between the SIParator® and the Remote Phones

Here will be shown how to create the certificates needed for the SIP signaling as well as for
the HT'TP services.

7.1.1.1 SIP signaling related certificates

Internal TLS connection o
Dot oen Switehasian External certificate can be

SIParator signed by Let’s Encrypt
Must be Signed by HQ

in@ate ==

Interface ethO (Inside) will have a certificate signed by HQ Server as explained in Create an
HQ signed certificate to be used in the SIParator® internal interface for TLS.

Interface ethl (Outside) will have a certificate signed by a trusted authority. SIParator®
supports integration with Let’s Encrypt using ACME protocol and that will make life easier
at no additional cost (no need for purchasing signed certificates).

Here we explain how to add Let’s Encrypt certificate and then we will explain how to
associate both certificates to each interface in the SIP configuration.

NOTE: If you decide to use another 3* party CA for this Outside certificate, you must
assure that the certificate provider is authorized by the Ingate SIParator®, see considerations
in section 8 below.

You must have ACME already configured and enabled as explained in Enable ACME
protocol (Let’s Encrypt) to manage SIParator® external certificate.

¢ Go to Basic Configuration > Certificates

e Add a new row to Private certificates
Let’s call this certificate “MiVoice LE” (You can assign whatever name you want) and click
on Create New

.y i_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
N a e © Ingate Systems AB - 2026  SW Release 7.1.1 - Version 26Bo 27(48)



Basic  Access DHCP

Configuration Confral RADIUS SNMP Optio r

DHCP Server ~ Router  Dynamic DNS Advanced SIParator
Status  Advertisement  Update ACME TLS Settings  Twpe

Private Certificates (Help)

Name Information

No certificate exists

' No value given

— Create New | Import | ‘ View/Download | Mo current certificate

e Till the information.
o Expire in days (it doesn’t make any difference for Let’s Encrypt as they expire

every 90 days, but automatically renewed by SIParator®). However, this field is

mandatory.

o Country, Organization, State/Province, Organizational Unit, locality and email.

Fill all of them with appropriate information. It is just informational.
o Common Name (CN) this one must match the FQDN of the SIParator®
resolving the public IP. In our case it will be “mivc.ingatelabs.com”.

Create Certificate or Certificate Request

Fill in the certificate data for "miveoice LE" below, then create either a certificate or a certificat
After generating a certificate request, and having it signed by a signing authority, the certificat
Expire in (days):

o]

Common Nami

Country code (C): Organization (O):

|us | [ingate Systems|

State/province (ST):  Organizational Unit (OU):

* |miuc.ingatelab5| |FL | |Deuel0pment |
Email address Locality/town (L):
| erneslo@ingate| | Weston |

e Let’s Encrypt requires Subject Alternate Names extension to be included and DNS
must match also the same FQDN mentioned above.

SuhjectAltName Extension

Enter the alternative names that you want to add to a certificate or a
certificate request. Multiple values can be added by using comma
separation.

Email: | |

URE | A

DNS: |mivc.ingatelabs.c0m

P |

e [Leave Key Length and Signature Algorithm on default values

Enable ACME in the ACME section, assign a serial number if you want and click on
create an X.509 certificate request.

Serial Number is automatically generated, but you can assign any serial you want.

)
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2 >

ACME
Use the ACME protocol for this X.509 certificate requegt: ® Yes O No

If you generate several certificates with identical data you should make sure they different =

Re with "= are mandatory.

| Create a self-signed X.509 certificate | | Create an X.509 certificate request | | Abort |

You will see this result screen:

Basic HTTP SIP | SIP Virtual Private | Quality of | Logging
Q-TURN About | Log out
Configuration Services Traffic | Trunks Networks Service | and Tools

Changes have been made to the preliminary configuration, but have not been applied.

Administration

« Certificate request created
o SuI)Jecl [C=US/5T= FL,"L I."eston;O Ingate Systems AB/OU=Davelopment/CH=mivc.ingatelabs.com/emailAddress=arnesto@ingate.com

Key Type” RS&
Subject: /C=US/ST=FL/L=Weston/0O=Ingate Systems AB/OU=Development/CH=mivc.ingatelabs.com/emailAddress=ernestofingate.com
Issuer: /C=US/ST=FL/L=Wieston/O=Ingate Systems AB/OU=Development/CN=mivc.ingatelabs.com/emailiddress=ernestogingate.com
Senal Number: 15881213846126642244

Signature Algorithm: sha256WithRSAEncryption

MD5 Fingerprint: 35:48:C2:2F:80: 7F:F7:43:(6:84:47:95:58:DB:45:22

SHA-1 Fingerprint: B718 15E4 S@E2 EF14 SASA 22AF 8322 232E 4088 67B6

SHA-256 FingEI’pI’iﬂlI B494 BAGF ESSC DCTE 4688 18B4 BABB 77BA 95C3 E39D O48F 4EBE E49F SAE3 676D FEB4

Valid from 2022-03-21 18:35:36 to 2023-03-21 18:35:36 GMT.

o 0 00000 0

As you can see, a self-signed certificate is generated (it will be used until a signed certificate is
received from Let’s Encrypt), and also a Signature request is generated to be sent
automatically to Let’s Encrypt Service.

To make sure the request is sent we need to associate such certificate to one of the ACME
created domains. In our case use the previously created domain “ingatelabs”

Key Type: RSA
Subject: (C=UISIST=Florida/L=Margate/0=Ingate/0U=SupportCN=mivoice.ingatelabs.com/emailAddress=e; iabs.com
Issuer: (C=US/ST=Floridail =Margate/0=Ingate/OU=SupportiCN=mivoice. ingatelabs. comemailAddress=emesin@ingatelabs.com

Signature Algorithm: sha256WithRSAEncryption

mivoice LE | [ Create New | W [ View/Download | MDS Fingerprint: 75A1:23:4C 55.28-E4 D4 5B 5T FE-ATFE TT-6F A2 (m]
SHA-1 Fingerprint: 08DF 014 24EF DCED 1671 308D 4557 S6F9 439 9805 =
SHA-256 Fingerprint: 3508 4278 0D3E 0808 1421 3648 353E EDDT 4EBC 3AFS 2F13 5B7B 0608 A331 D2DC 5428

Valid from: 2022-01-29 00:42:33
Valid to: 2023-01-29 00:42:39

Save and apply the changes and after a few minutes you will see the certificate already
signed.

Key Type: RSA
Subject 'CN=mivoice ingatelabs com
Issuer: /C=US/O=I LelsE'\crypl CN=R3

ool
MDS Flngerpnm E9: 4B BS: '58:34:FA:66:19:E4:16:10:EF-DF:43

mivoice LE | ‘ Create New ‘ | Import ‘ | View/Download SHA 1 Fmgerprlnt 2882 9A8E C519 9358 8582 065A EBLE ETBS ET56 372F O
P Fingerprint: AEAT 4978 SEES 776C 403D 75CA DDD4 4272 1DDC 8620 E4B7 93F3 56CC FGC4 2A08 ECBS 9

ubject K 24 0C 5:C3D0-DID6:61:4E:8FDO-CE-BC:B1-08
Authority KeyID 142E:B3:17:B7:58:56:CB:AE:50:09:40:E6:1F-AF:90:8B:14:C2:C6

You can confirm it was signed by Let’s Encrypt, has a duration of 90 days, and Domains are
propetly setup and validated.
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8 APPENDIX 2: Using Ordinary (NOT Self-Upgrading Using
ACME) Third-Party CA Certificates

This appendix is mainly imported from the Configuration Guide for Ingate as Teleworker
Gateway for Mitel MiVoice Connect and Mitel 6900 phones.

If you select to use a 3" party CA for the SIParator® external certificates, the ACME
protocol is not needed, but you need to specifically add that CA to the SIParator’s
authotized bundle® and there are two possible scenatios to generate the addition to be made:

8.1 Generating CSR (Certificate Signature Request) in the SIParator®

This is a 2 step procedure. First you need to create a signature request in the SIParator®.

8.1.1 Step 1: Produce the Request

Create a new Private Certificate row, and in this example, we will call it “Outside cert”.

SIP SIP ‘J'lrtual Private Elualltyn Logging

Changes have been made to the preliminary configuration, but have not been applied.

* This page contains an error.

Basic Access Dynamic DNS Advanced SIParator
Configuration Control RADIUS SNMP  Update  [Hegfiit=iiy ACME TLS Settings  Type

Private Certificates (Help)

Name Information

Mo certificate sxist

|Outside cert | | Create N rlmpon | | View/Download | No current certificate

Click on “Create New”’

Let’s assume we are using mivc.ingatelabs.com FQDN to resolve on SIParator’s external

public IP

It should look similar to this:

3 Any 3td party you choose to use must also be trusted by the Mitel 6900 phones, which
probably is the case since most of the known Public Certification Authorities already are
included in the MiVC environment. Addition of Private Certification Authorities is not
supported by Mitel.
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Current Cerfificate

Mo current certificate.

Create Certificate or Certificate Request

Fill in the cerificate data for "Outside cert” below, then create either a cerificate or a certificate request.
fficate request, and having it signed by a signing authority, the cerdificate must be imported to

Expire in (days): Country code (C): Organization (O):

S - a—

Common Mame (CN)] State/province (ST):  Organizational Unit {(OU):

_| | FL | |Dperatiu:un5 |
m Localityftown (L):
|Ernest{:@ingau| |We ston |
SubjectAltName Extension

Enter the alternative names that you want to add to a cerificate or a certificate
request. Multiple values can be added by using comma separation.

Email: | |

URI: | |

EN <5 | mivc.ingatelabs. com I |
IP:

Key Length and Signature Algorithm

Select the key length and the signature algorithm that you want to use when creating a
cerificate or a certificate request.

Key length (bits): 2048 w
Signature algorthm: | SHA-256 w*

ACME
Use the ACME protocol for this X509 certificate request

If you generate several cerificates with identical data you should make sure they have different serial numbers.
Serial number:

o O

Fields marked with ™ are mandatory.

| Create a seli-signed X 509 certificate | | Create an X509 certificate request | | Abort |

Selecting “Create an X.509 certificate request, and not enabling ACME, will generate a CSR
file to be used with the certification authority of your selection (for further signing).

Download then the CSR file:
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= Certificate request created:
o Subject /C=US/ST=FL/L=Weston/0=IT/0U=0perations/CN=mivc.ingatelabs.com/emailaddress=ernasto@ingate.com
o SubjectAltName: DNS:mivc.ingatelabs.com

Basic  Access Dynamic DNS © hdvanced SIParator
Configuration Gontrol RADIUS SNMP  Update [ELGiGE(GEY ACME TLS Settings  Type

Private Certificates (Help)

Mame Certificate Information

View/Download e

) [ IC=US/ST=FLIL=Weston/O=IT/OU=0perations/CH=mivc.ingatelabs comfemailsddress=emesin@ingate. com
Cutside cert | | Create New | | Import

: DNS:mive.ing com

Click on “View/Download”

Current Private Certificate for "Outside cert”

Current cerfificate request:

» Subject fC=US/ST=FL/L=Weston/0=IT/0U=0perations/CN=mivc.ingatelabs.com/emailAddress=ernestogingate. com
» SubjectAltName: DNS:imive.ingatelabs.com

| Download cerificatel/certificate request (DER format) |

| Download certificate/cerdificate request (PEM formiat) |

| Return to certfficate page

8.1.2 Download the file in any of the 2 formats offerings depending on which
one better fits the requirements of the CA you selected to use.

8.1.3 Step 2: Load the CA Signed Certificate

You will receive a set of files from the selected Certification Authority. Those files include
one containing the signed certificate.

As the SIParator was the one generating the CSR, private key is already known, so only a
signed certificate is needed.

Load the signed certificate using the “Import” button in the certificate request you created.

Private Certificates (Help)

MName Certifica Information

Subject: /C=USIST=FLIL=Weston/O=IT/OU=0perations/CH=mivc.ingatelabs. comfemailsddress=ernestoi@lingate.com

Outside cert | | Create New | View/Download

SubjectAltName: NS mive ingatelabs.com

Then select and load the file in next screen.
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Changes have been made to the preliminary configuration, but have not been applied.

Import Signed Certificate

Specify the local file, in PEM (.pem) or DER (.cer) format, containing the signed certificate for "Outside cert” below, then press the import button.

Orsiged) certificate

oCalfiie oA
Choose File | No file chosg
Import signed certificate

Import Intermediate Certificate

pecify the lacal fila in PEM (nem) or DER (.cer) format, containing the intermediate certificate for "Outside cert’ below, then press the import button.

Local file containing certificate:

Choose File | No file chosen
‘ Import intermediate certificate ‘

In case you also received a set/bundle of intermediate certificates, they can also be loaded
repeating this step, but it is then better to use the options under Import Intermediate
Certificates.

8.1.4 Not Using the SIParator® to Generate the CSR

In case the SIParator was not used to create the CSR, you will need to just create a new row
in the Private Certificates section and import the file provided by the CA, but now the file
that includes the Certificate and Private Key.

Note the same screen (under Basic Configuration = Certificates, after adding new row and
clicking “Import”) is used to import the certificate and private key in this scenario. It
specifically shows “Import Certificate/Key:

Import CertificatelKey |

Specify the local file, in PKCS12 (.p12), PEM (.pem) or DER (.cer) formait, containing the certificate
and/or the key for ™ below, and the import password, then press the import button.

| acal file containing certiﬂcat
Choose File | Np file chosen

Import password:

| Import certiiicatelkey pair I ‘ Abort |

Import Intermediate Certificate

Specify the local file, in PEM (.pem) or DER (.cer) format, containing the intermediate certificate for
below, then press the import button.
Local file containing certificate:

Choose File | No file chosen

| Import intermediate certificate ‘ | Abort ‘

If the file received is protected with a password, make sure you have it and complete in the
same screef.

ERR** ---FROM ELSEWHERE
Once saved, you’ll notice that a Download button shows up:
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8.2 Load HQ signed certificate in SIParator® for further assignment to
Inside interface for TLS

On SIParator® GUI, under Basic Configuration = Certificates, add a new row under
Private Certificates:

Basic Access DHCP  DHCP DHCP Server ~ Router  Dynamic DNS Advanced SIParator
Configuration Control RADIUS SNMP Options Server  Status  Advertisement  Update ACME TLS Settings  Type

Private Certificates (Help)

Name Certificate Information

Mo certificate exists.
No value given.

SlParator cert

| Create New | | Import | | View/Download | Mo current certificate

Select Import button and point to the previously saved “hq_signed.crt” file:

Import Certificate/Key

Specify the local file, in PKCS12 (.p12), PEM {.pem) or DER (.cer) f
Local file containing certificate/key:

[Choose Fi | a_sgne . sffmmmm—"

Import password:

| Import certificate/key pair | | Abort |

You will see that the Certificate was loaded as expected:

Private Certificates (Help)

Name Certificate Information

Key Type: RSA
Subject: /C=US/5T=California/L=Sunnyvale/0O=ShoreTel Inc/OU=Fake Hardware Manufacturing/CN=12:36:F8:95:72.C1
Issuer: [C=US/ST=CalifornialL=Sunnyvale/O=ShoreTel Inc/OU=Fake Hardware Manufacturing/CN=Fake ShoreTel HW Root
Signature Algorithm: sha2568WithRSAEncryption
S IParator cert | | Create New | | Import | | View/Download MD5 Fin.gerprinF: D.B:4("3 C5:60:5E: ZE:BB:49:?0:?:4:8(3:13:91:32 45:?9_

SHA-1 Fingerprint: BE3E 5C21 0DD4 3EBT 11F3 A244 3B9B 1FBE1 F712 5B94
SHA-256 Fingerprint: 8CAD FE24 9646 D519 6B1F AF3A 6CABE E161 SFDC 77CF 6356 4004 8CFC 6A7C 5E0BE 5B73
Valid from: 2022-03-20 22:21:41

Valid to: 2038-01-19 00:00:00
Subject Key ID: D9:5B:DC:02:E3:.C6:19:EE-F9:9E-0B:9F-B7:50:6F-5C:5E:A3:C1:C1

Save and apply the changes.

9 APPENDIX 3: CA (Certification Authorities) Root Certificates
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This appendix is mainly imported from the Configuration Guide for Ingate as Teleworker
Gateway for Mitel MiVoice Connect and Mitel 6900 phones.

If not already available in the SIParator® in an existing installation, you always need to
upload the CA certificates and CRLs used for authenticating peers using X.509 certificates,
including SIP peers using the TLS transport protocol. For the specific needs of the
Teleworker Gateway functionality of the SIParator®, we need to use the bundle built inside
HQ Setrver under = Shoreline Data/keystore/ certs, named “authorized_ca_bundle” to start
with.

| C\Shoreline Data\keystore\.certs

Mame Date mccltidfiecl Type Size

=3

| | authorized_ca_bundle 27472022 2:51 PM File TKB

Save it in your local PC and assign “.pem” extension. Thereafter, you most likely need to add
one or both of below authorized CA’s before loading the authorized_ca_bundle in the
SIParator:

9.1.1 Add the Mitel Root CA for the Mitel Phones

By the time of this document there is one more root CA needed and not included in the
bundle downloaded from the HQ Server in the MiVC environment. It refers to the CA
needed to recognize certificate built at factory for phone with MiNET firmware loaded.

Using an editor, add “Mitel Networks Root CA” currently missing from the HQ Server
bundle and used as the Trusted CA for the certificate built in 6900s with out-of-the-box
MiINET firmware.

This root certificate can be obtained from here: Mitel Networks Root CA or here initially .

Copy the content of this last certificate and paste it at the end of the already created
authorized_ca_bundle.pem. Save the new file as, let’s say, “authorized CA bundle plus
Minet.pem”.

In MiVC release 19.3 the new merged bundle file must contain 5 certificates and will look
similar to this:
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Original "authorized ca bundle”

added "Mitel Networks Root”

9.1.2 Also Add the CA for the HQ Server, if Using a 3" Party Certificate for the
HQ Server

When using 3™ party CA, you should have available CA root certificates as well as any
intermediate certificate needed. You must use the same procedure to also append those

certificates in “PEM” format at the end of the bundle you are creating to load in the
SIParator®.

Use the same procedure with an editor as explained in the previous section 9.1.1 to add
them before moving to the next step explained in 9.1.3.

9.1.3 Load the Created Bundile into the SIParator®

- @ t Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
N Q‘Ja e o Ingate Systems AB - 2026  SW Release 7.1.1 - Version 26Bo 36(48)



Load the new merged bundle in CA Certificates in the SIParator®. Name assigned in this
example “Authorized CA Bundle™:

CA Certificates (Help)

Name CA Certificat CA CRL Information Delete Row

Change/View | Mo current certificate [J

hloyalua giuan - No value gj
Authorized CA [[}| Cnangerfigw

Add new rows TOWS.

Click on Change/View:

Current CA Certificate Upload CA Certificate
Mo current certificate. Specify the local file, in PEM {_pem) or DER (_cer) format, containing the |
| Download current CA certificate (DER format) | Local file containing CA certificate:

| Download current CA certificate (PEM format) | | Snoose File | authatized_.et_Root pem I

Impoart CA [ficate Abort

for ‘gdmin’ JO2 2 NP 0] 22-47-19 ﬂ’urnn

Choose the file and click on Import Certificate.

You should get this result:

Rulesand | HTTP

Administration Relays | Services

Changes have been mac

= 5 CAcerificates imported.
=

and:
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CA Certificates [l

Name | CACemflaie | CACAL lormetion Delete Fiow

.

NOTE: If you also added 3™ party CA Certificates and Intermediates, the total number of

imported certificates should show 6 or more.

At this point you are ready with certificates.

10 APPENDIX 4: Useful Features in The SIParator

This appendix is mainly imported from the Configuration Guide for Ingate as Teleworker

Gateway for Mitel MiVoice Connect and Mitel 6900 phones.

10.1 Add SIP Brute Force Authentication Protection

Since the Teleworker Gateway has to listen to SIP communication on standard 5061 port

tor TLS from the public Internet, it is advisable to protect from malice authentication

attempts. The following configuration under SIP Traffic 2 Authentication is suggested:

Administrati Basic SIP | SIP Fail Virtual Private | Quality of
ministration Configuration Traffic | Trunks AVET)  Networks | Service
Time

Local Call  Dial Test
.0 G =10 Accounts STIR Control Plan Routing Accounting Classes IDS/IPS Agent |

Methods Filtering Registrar
Brute Force Authentication Protection (Help)

Maximum amount of attempts: (10
Time interval: 0 seconds

Stop responding after interval: (300 seconds

Max number of clients: 1000

Applies to both pass-through authentication (e.g. authentication by service provider) and to own authentication
(enabled below).
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If the Brute Force Authentication is already configured for the Ingate SIParator® where the
Teleworker Gateway function is to be added, judge if it is best left as already setup. At very
large installations, judge those limits (which is per IP address trying to authenticate) for
normal usage.

10.2 Assure that TTL for Media Packets is Enough for Remote Users

One way audio or no audio has occurred because the TTL (counting down for each router
hop) has reached zero in complex, long distant scenarios, so the media packets don’t reach
their destination. This is most likely to happen when one Teleworker phone is calling
another Teleworker phone behind another remote NAT, where the media packets have to
go via the Teleworker Gateway (instead of directly between the phones).

This has happened with the current version of the 6900s phones (6.2.0.xxx), setting TTL to
04 (verses 128 that would eliminate this unreliability).

In the 6.4.0 version of the SIParator®, a new setting has therefore been introduced under
SIP Services =2 Session and Media:

Reset TTL and HL When Relaying Media (Help)

Reset Time To Live (TTL) and Hop Limit (HL) for media packets:
O Do not reset TTL and HL

® Reset TTL and HL to 64

O Reset TTL and HL to 128

It is recommended that TTL is reset to 64 when the Teleworker Gateway is used with the
current version of the 6900s phones. If these phones in a future software release (beyond
0.2.xxx indicated) will increase their TTL to 128, this setting can be set to its default “Do not
reset TTL and HL” to restore loop control of media.

10.3 Interop Parameters to Adjust

In this section we are showing only the parameters that need to be modified to a different
value to the default/recommended setting. If you want to know default/recommended
settings, you can review Appendix I.

Adjust ot confirm the following parameters under SIP Services = Interoperability:

URI Encoding:
URI Encoding [Help)
Recommended setting: Always encrypt URIs
Absvays encrypt URIs
Use shorter, encrypted URIs

Escape URIs

) Keep username in URIs
17 Sen-made GRULS
Use registration
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Loose Username Check:

Loose Username Check (Help)

F? Use the username as authentication name

¥ Jse the entire address as authentication name

User Matching:
User Matching [Help)

Eﬁ' Match only on usemame

) Match on username and domain

ContactRouteTag based Routing:

@ Enable (requires advanced client license, ACL)

=]

Contact Head: | +gip.instance="=urn:uuid-00000000 |

Contact Tail: |:~ |

For MiVC, leave the default values as shown on the Contact Head and Tail in this picture.

None of the settings in this section 10.3 should interfere with an Ingate SIParators®
configured for ordinary SIP trunking of MiVC. For further details regarding specific
adjustments and typical default/recommended values see Appendix 1.

10.4 Enable Remote SIP Connectivity

Enable the Remote SIP Connectivity, or Far-End NAT Traversal (“FENT”) as it also is
called. Change “Media Route:” to “Route media directly between clients behind same NAT
(unless some clients are double NATed) and check that the other settings are as shown in
the picture below, which are the default values.

I l_ Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
N '-‘:l‘a e o Ingate Systems AB - 2026  SW Release 7.1.1 - Version 26Bo 40(48)



Basic  Signaling  Media Media Sessions and WELTICRIEE VolP
Settings Encryption Encryption Transcoding Interoperability — Media  [HULERTHE Survival

STUN Server ([Help)

O Enable STUN server
@ Disable STUN server

Remote NAT Traversal (Help)

@ Enable Remote NAT Traversal

() Disable Remote NAT Traversal

|P address for remote clients: Forward signaling from IP address:

IP port for remote clients

foclia Dot

] = Route media directly between clients
[ () z
S CUHGES ~ behind the same NAT

() Use short registration times ~ Always route media through the
~ Use bath OPTIONS and short ~ SlParator

" registration times

~ Use neither OPTIONS nor short

' registration times

NAT timeout for UDP:
seconds
NAT timeout for TCP

150 seconds

Unconditional NAT Traversal (Help)

O Always use Remote NAT Traversal
® Only use Remote NAT Traversal when client looks NATed

10.5 Configure SIP Traffic Filtering to be Without Restrictions

For Teleworkers, where in most cases you have no predictable IPs from where they can
connect from, you want to avoid whitelisting of IP address here.*

The “Default Policy for SIP Requests” should be left at its default “Process all”.

Administration Basic Rulesand | HTTP SIP | sIP Virtual Private
CGonfiguration Relays | Services Traffic | Trunks Networks

Local Call  Dial Test
Methods Registrar Authentication Accounts STIR Control Plan Routing Accounting IDS/IPS Agent Status

Sender IP Filter Rules (Help)

No. From Network Action Delete Row Default Policy For SIP Requests

® Process all
Add new rows rows. )
o tocaromy.

O Reject all

Under the same SIP Traffic = Filtering, we ate removing preloaded routes, rather than
rejecting them as the default setting is:

+If there are other settings already configured here, in an Ingate SIParatotr® already in use, you need to understand the reason for
those and consider whether your intended usage of the Teleworker Gateway can be added to the existing SIParator® or if an
additional SIParator for the Teleworker Gateway function must be added.
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Preloaded Route Rules (Help)

Mo. From Metwork Action Delete Row Default Policy For Preloaded Routes

— _—
® Remove
O Allow
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11 APPENDIX 5: SIParator® HTTP Services Configuration
Exemplified

This appendix is mainly imported from the Configuration Guide for Ingate as Teleworker
Gateway for Mitel MiVoice Connect and Mitel 6900 phones.

Release 6.4.X of the Ingate SIParator® / Firewall SBC introduced highly useful additional
tunctionality called HT'TP Services. Release 7.1.1 added security rate limiting to the HTTP
services, see the reference guide. This functionality comes with the ACL license.

Advanced Client License (ACL) - A New Ingate Per User or Per Seat License

This license makes SIPoWS (SIP over WebSocket, RFC 7118) available for implementing
third party WebRTC browser clients, typically using JsSIP, and also adds the advanced and
tlexible HTTP Services described below, which are much more than ordinary HTTP
Reverse Proxy functions.

HTTP Support for File Repositories, Load Balancing and CONNECT Tunnels

A repository defines storage for local and/or remote files available for download via HTTP.
Requests to remote HTTP servers can be load-balanced using different schemes and
algorithms. HTTP CONNECT tunnels to the Ingate SIParator are firewalled to specific
servers (typically on an enterprise LAN).

These functions are used by a major PBX vendor for supporting Teleworkers (SIP phone
users behind remote NAT/firewalls over the Internet) over MTLS connections with every
additional TCP based feature, automatic configuration, and upgrades as if the PBX vendor’s
phone appliances were connected on the enterprise LAN.

Splitter for Single Port (typically port 443) Usage of HT'TP and Any WebSocket Traffic

The configuration of this WebSocket splitter allows selection of various WebSocket
protocols to be handled locally and/or remotely. Plain HT'TP/HTTPS traffic using the same
port is also handled separately.

These advanced general HTTP Services were developed and introduced for the 6.4.0 version
of the SIParator® for the required tunneling for the Teleworker Gateway and for other
purposes. The HTTP Services are available under the ACL license, both in SIParator and in
Firewall mode. There should not be any conflict in using the HT'TP Services for the
Teleworker Gateway in a SIParator® already in use (typically for SIP trunking of the MiVC
or previous Shoretel Shoregear PBX).

This is one of the most important sections of configuration for Mitel 6900 series of phones
when used by Teleworkers. Here we will control all advanced services besides the SIP
communication. In this section we will enable the “HTTP Connect” tunneling that is able to
handle all TCP communication transparently, as well as secure access to MiVC private
infrastructure.
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First, we will enable HTTP Services, Storage Repositories and Tunnels.

Admiiiration | B Rules and
Configuration Relays

Changes have been made to the pr

BinTe ) WiebSockets and

Tunnels HTTP
Storage Repositories and Tunnels [Help)
) Disable

Local Files (Utilization: 0.00% | Space available: 2.0 M

11.1 Hosting startup.cfg in the Ingate SIParator®

The Mitel defined file startup.cfg is requested by the teleworker phone at the initial
connection to the SIParator®. Follow these steps to host the file in the Ingate SIParator:

11.1.1 Local Files
A ftile hosted locally on the unit. You can edit, upload and download a file. Attach a file entry

to one or more Local File Groups. A SHA256 checksum file (with the suffix .sha2506) is
automatically created for each file entry.

Add a row to Local files to define a locally hosted/cached file.

Let’s give it the name of “mitelstartup”

Define the path and the file name it should be found.

By (el R WebSockets and
Tunnels HTTP

Storage Repositories and Tunnels (Help)

® Enahble

O Disable

Local Files (Utilization: 0.01% | Space available: 2.0 MiB) (Help)

Afile hosted locally on the unit. Upload/Edit the file contents. Add a file to a File Group below.

Name Path File Name File

mitelstartup | |a‘filesewerfphoneconfig | |slanup.cfg | | Upload | | Download | | Edit |

Click Edit to type in the file content. You can also upload or download.
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Edit File

Edit the local file "mitelstartup” below.

mivoice config server:12.8.1.10 |
tunnel port: 6537 "

backup outbound proxy:

Your Config Server IP or
FQDN if you are using
domain certificate to the
HQ Server (where the
“config server” is located)

Suggested HTTP
CONNECT tunnel port

| Abort | | save

Anything after a “#” is just a comment until end of that line.
Three lines following this format are needed:

mivoice config server: <HQ Server ip address/FQDN> [,<secondary IP
address/FQDN>[,<....>]]
tunnel port: <port used for HTTP CONNECT tunnel> #use 6587

backup outbound proxy: <leave blank by now — for future use>

You can use any port number for the HTTP CONNECT tunnel, as far as it is a free and
available port from the outside of the MiVC LAN. Ingate recommends ports 6586 (setup
elsewhere) for addressing the public side of the Ingate SIParator itself and 6587 for the
HTTP CONNECT tunnel, while Mitel’s standard is 443 and 444 that are more likely to be
occupied for the customer’s other usage.

NOTE: For the first line “mivoice config server:”, in case you are using a domain certificate
(as opposed for a certificate for a fixed IP address) for the HQ Server where the “config
server” is located, you MUST specity an FQDN that resolves to the HQ Server private IP in
the MiVC environment, rather than its IP address. Mixing FQDN and IP address will cause
FAILURE. Also notice that an FQDN for the HQ Server must be resolved in a local DNS
server, see section Error! Reference source not found. Error! Reference source not
found..

11.1.2 Local File Groups

A group of files that are hosted locally. Attach a file group to a Repositories and/or Tunnels
entry.

Here you will create a group name to associate to all files that are hosted locally. In our case
this group will have only one file, already defined in the previous step.

t Ingate’s Native Mitel ShoreSIP Emulation (NMSE) for SIP Trunking
_a e © Ingate Systems AB - 2026 ~ SW Release 7.1.1 - Version 26Bo 45(48)




Local File Groups (Help)

A group of files that are hosted locally. A File is defined above. Attach a file group to a Repository that is defined below.

Tare File DereteRow "

+ |L0caIIyHosIedFiIes ||mitelstarpr| O

groups with rows per group.

11.2 Local Endpoints

A local endpoint serves as an entry point for locally and remotely hosted files. It can also
serve as an entry point for HTTP connect tunnels. A Repository must have a local endpoint

defined.

Here we will define external ports enabled for certain services (Local Endpoints):

Local Endpoints (Help)

A local endpoint serves as an entry point for locally and remotely hosted files. It can also serve as an entry point for HTTP tunnels. A Repository must have a local endpoint de

Server Peer Verification s
Name Protocol IP Address Port o _ Allow From Delete
Certificate Trusted CAs Settings

NormalHTTPS HTTPS v | |ethl v | [6586 mivoice LE v | | Authorized CA Bundle v | | TLSvL.x ~ | | Internet ~(1 0O
SecureTunnel HTTPS v | |ethl v | 6587 mivoice LE  + | | Authorized CA Bundle ~ | | TLSvL.x ~ | | Internet ~ |10

For Teleworkers, only 3 ports are needed, port 5061 for SIP, port 6586 for HTTPS and port
6587’ for the HTTP Connect tunnels (Mitel’s standard is port 443 and 444 instead of 6586
and 6587).

In both cases the protocol to select is https and both are going to use the Let’s Encrypt
previously generated certificate. In both cases for MTLS, peer verification will be used by
selecting the Bundle we created before (“Authorized CA Bundle”).

TLS Setting must be any option that includes TLSv1.2. In our case TLSv1.x as we already
set it up before.

As Teleworkers' IP addresses generally are not predictable, or even in some cases
dynamically changing, we will allow access from “Internet”

11.3 Remote Endpoints Server Groups

A group of servers that host files available for retrieval through this unit. Attach a server
group to a Remote Endpoint that is defined below. This typically is the Server to reach to
obtain version.txt file and latest SIP firmware when the phone has MiNET preloaded
firmware.

5 Configurable in startup.cfg, see 11.1 Hosting startup.cfg
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Here we will need to define remote endpoints groups (in this case remote means in the
internal network side), destinations we want to enable to be reached. In our case, the only
one we want to reach will be our HQ server (10.0.1.200) on port 443.

Remote Endpoint Server Groups [Help)

A group of servers that host files available for retrieval through this unit. Attach a server group to a Remote Endpoi

Load Balance
Mame IP Address Port Delete Row
Weight Backup
# [HQServerGroup | [10.0.1.200 N |[No »] O

groups with rows per group

All other internal destinations will be accessible only via http connect tunnels.

11.4 Remote Endpoints

A remote endpoint defines how remote servers should be contacted. Attach a remote
endpoint to a Repository that is defined below.

Definition of specific destinations under a group are known as remote endpoints, and we
will need to define which protocol will be used and if it is going to be mutual in the case of
TLS by completing “Peer Verification”. Server Name must match CN on the certificate of
the Server connecting to.

Remote Endpoints (Help)

A remote endpoint defines how remote servers should be contacted. Attach a remote endpoint to a Repository that is defined below:

Server Group Client Peer Verification LS
Name Protocol 3 Delete Row
Name Load Balance Certificate Trusted CAs Server Name Settings
AF
rHQServer [HTTPS | [HQServerGroup | [Round-Robin v | [SiParater cert w | JAuthorized CA Bundle v | [10.0.1.200 Y[ Tisvix 4 =
L I | | 1

NOTE: Make sure the Authorized Bundle includes the MiNET CA certificate and
any 3" Party CA for the HQ Setver, as detailed in section 0.

11.5 Repositories and Tunnels

Here we will define repositories to obtain files or tunnels to connect to devices:

Repositories and Tunnels (Helg)

A repository defines storage for local and/or remote files. Define LocallRemote Endpoints and Local File Groups above. HTTP tunnels via the Local Endpoin

Local Local Remote Allowed Tunnel
MName R . ) Delete Row
Endpoint File Group Endpoint Methods Allow To Ports

MitelRepositories MormalHTTPS » | | LocallyHostedFiles » | | HQServer » | | DEFALILT »

SecureTunnel W | |- - | | DEFALLT w | | MIVC Appliances »
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To define repositories, “Tunnel - Allow To” must be selected to show “-*.

For the locally hosted files to reach (here only startup.cfg), the appropriate Local File Group
must be selected and the HQServer is selected under Remote Endpoints.

Notice we selected DEFAULT Allowed Methods as predefined in the configuration.

Here we created two types of access as mentioned at the beginning of this section, one to be
able to reach content via secure MTLS connections and the second to any appliance under
Mite Appliances via an HTTPS CONNECT Tunnel terminated at the SIParator® and no
restriction to ports.
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